Face recognition
Stopping identity fraud

We’re good at recognising faces but are we that
good? David Robertson looks at research on face
recognition, fraud and super-recognisers

A

re we expert face recognisers? At
first glance, our ability to recognise a person in real life or from
a face photo appears to be something that we do with ease.

Familiar face recognition
Try googling images of Theresa May. This is
someone who should be familiar to you. If I
were to show you any one of those images you
would instantly recognise that the person in
the image is Theresa May.
Now have a look at the images again,
and note just how much variability there is.
Across photos, there are differences in pose,
expression, lighting and image quality. In
addition to these sources of variability, in real
life we also have to recognise people as they
age, as they change hairstyle, or use makeup.

Signposts
eyewitness testimony, face recognition
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Our ability to recognise new instances of
people that we are familiar with, is something
that the brain does with ease, even though
facial appearance can vary quite considerably.
So, are we expert face recognisers? The answer
is yes, when we have to recognise new
instances of people who we are familiar with
(people who we know). However, in a range
of important applied contexts, such as in
the criminal justice system, passport control
and in combating the sale of age-restricted
goods to minors (i.e. cigarettes and alcohol),
the task at hand involves accurate unfamiliar
face recognition, and that task is difficult and
highly prone to error.

Unfamiliar face recognition
In contrast to familiar face recognition,
unfamiliar face recognition requires us to recognise new instances of people that we don’t
know. For example, at passport control at an
airport, a passport-checking official must
decide whether a person’s passport photo
matches the face of the unfamiliar traveller

standing in front of them (i.e. the official
has never encountered the traveller before).
In the criminal justice system, jury
members have to decide whether the face of
a person caught on CCTV matches the face
of the unfamiliar suspect standing in the
courtroom dock.
Finally, in the retail industry, in order
to prevent the illegal sale of cigarettes and
alcohol, cashiers must ensure that the face
photo on the ID card of an unfamiliar
customer matches the face of the person
standing in front of them.
In each of these security and criminal
contexts, the critical task for the official,
jury member or cashier is to correctly decide
whether two unfamiliar faces (a face photo
and a real face) show the same person or two
different people. If the individual makes the
wrong decision (i.e. they accept two instances
of different people as being the same person)
this results in a fraudster entering the country
using someone else’s passport, an innocent

UNFAMILIAR FACE
RECOGNITION IS DIFFICULT
AND HIGHLY PRONE TO ERROR
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person being implicated in the
courtroom, or the illegal sale of
age-restricted goods.
One of the reasons why we rely
on faces to verify the identity of
an unfamiliar person, is because
of our aptitude in recognising
familiar faces. Policy-makers have
assumed that, as we are experts in
familiar face recognition, this ability
must translate to unfamiliar face
recognition/matching. But is that
the case? Just how good are we at
unfamiliar face matching?

A RELIANCE ON FACE PHOTO
ID DOCUMENTS TO VERIFY A
PERSON’S IDENTITY IS NOT
BACKED BY FINDINGS FROM
PSYCHOLOGICAL SCIENCE

photo ID documents to verify a
person’s identity is not backed by
findings from psychological science,
which show that our aptitude with
familiar faces does not generalise
to unfamiliar faces. Where familiar
face recognition is easy and accurate,
unfamiliar face recognition is hard
and prone to error.

Testing unfamiliar face
recognition
In laboratory settings, the Glasgow
Face Matching Test (see Figure 1)
allows us to assess matching performance. On each trial, participants
are shown two unfamiliar face
photos. They can study the faces for
as long as they want to, and they
must decide whether the two faces
show the same person or two different people — the same task required
of our professionals noted earlier.
The findings from this task show that,
on average, people make the wrong decision
around 20% of the time. That is, in trials in
which two photos of different, but similarlooking people are shown, participants
incorrectly accept them as being the same
person 20% of the time.
You may think that making the wrong
decision 20% of the time is a reasonable level
of performance. After all, 80% of the time
people make the correct choice. However,
in the contexts in which we rely on accurate
unfamiliar face matching (justice system,
border control, retail industry), making the

Identity fraud 1: morphed
passport photos

Figure 1 Example trials from the Glasgow
Face Matching Test. The top pair show the
same person, the bottom pair show two
different people.

wrong decision 20% of the time is a nontrivial level of error. That is, compared to
familiar face recognition where we could
expect at or near 0% errors to occur,
performance on a standard task of unfamiliar
face recognition is much poorer.
As mentioned earlier, even one incorrect
matching decision can lead to a fraudster
entering the country, an innocent person
convicted of a crime or the illegal sale of
age-restricted items. So, our reliance on face

Figure 2 An example of the face morphing process. The fraudster and the confederate (the
extreme left and right images), blend their faces together to create a 50% morph image
which contains similar amounts of facial information from both individuals.
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There are now many studies which
show that matching pairs of unfamiliar faces is a difficult task which
people can get wrong, and this
provides an opportunity for identity
fraudsters to exploit. In one recently
detected form of identity fraud, perpetrators have been found to be using digital
image manipulation software to ‘blend’
together two face photos. These blended
face photos are known as face morphs — an
example of the process is shown in Figure 2.
Imagine blending a face photo of yourself
with that of a friend (some smartphone apps
can do this), with the resulting image having
50% facial information from each of you.
In the case illustrated, the fraudster and
their confederate create a morphed passport
photo. The fraudster then submits a passport
renewal application with the face morph.
As the passport official is unfamiliar with
the fraudster and the face in the morphed
image looks somewhat like the real photo
of the fraudster held on file, they issue
a new passport containing the morph.

29

19/07/2018 18:13

Figure 3 The method used in the Sanders et al. (2017) hyper-realistic mask study

In this way, the fraudster has obtained a
Fraudulent Obtained but Genuine passport
(a FOG Passport), and as the image contains
50% of the fraudster’s face, they are now free
to use it as a regular passport.
Importantly, research by my team at
Strathclyde (Robertson et al. 2017) has shown
that a small amount of rudimentary morph
awareness training can significantly improve
our ability to detect these fraudulent face
photos.

Identity fraud 2: hyper-realistic
silicone masks
In another recently detected form of identity
fraud (which stems from our difficulties with
unfamiliar face recognition), a young Asian
man was found to have
stolen the passport
of an elderly
Caucasian

man. In an attempt to convince the border
control authorities that he was the person in
the passport photo, he entered the airport
wearing a hyper-realistic silicone mask that
looked somewhat like the elderly Caucasian
man. Remarkably, the fraudster fooled the
passport-checking officials at Hong Kong
airport and boarded a flight to Canada (see
Zamost 2010). The fraudster was only caught
when he removed the mask in the toilet
mid-flight, and upon returning to his seat
his fellow passengers alerted the crew to the
deception.
Recent research by Rob Jenkin’s lab at the
University of York Face Lab (see Sanders et al.
2017) has shown that a person wearing such
a mask is difficult to detect, and even when
viewers are asked explicitly, ‘Is this person
wearing a silicone mask?’, a significant
proportion of participants still thought
they were looking at a real face.

In one condition, the researcher was
wearing a mask while sitting reading a book
at a table in a university campus (see Figure
3). Passersby were stopped by a second
researcher and asked a series of questions
about the person sitting at the bench. At the
end of the questioning, participants were
asked explicitly whether the individual they
were observing was wearing a mask or not.
Despite this explicit question, a significant
proportion of observers thought they were
observing a genuine (non-mask-wearing)
face. Work is ongoing in Jenkin’s lab to try
to improve detection rates for this method of
identity fraud.

Recognition by specialists
As discussed earlier, we know that while
familiar face recognition is easy and accurate,
unfamiliar face recognition is hard and prone
to error, and this difficulty can be exploited
by fraudsters seeking to deceive ID checkers.
One criticism of this research could be that
we tend to only test recognition performance
in non-specialist undergraduate university
students (often psychology students studying
in the same department as the researchers).
It could therefore be the case that the
professionals whose role requires them to
accurately assess whether two unfamiliar
faces show the same person or two different
people are better at this task than untrained
students.
Should we employ ‘super-recognisers’
at passport control?
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WHEN ASKED ‘IS THIS
PERSON WEARING A SILICONE
MASK?’, MANY PARTICIPANTS
STILL THOUGHT THEY WERE
LOOKING AT A REAL FACE

However, research has shown that
experienced Australian passport officials,
police officers and cashiers performed no
better on tests of unfamiliar face matching
that untrained student control participants.
So experience and professional training
generally don’t appear to make people better
at unfamiliar face recognition. But there is
one avenue that we could use to reduce error
rates in these applied contexts — employ
‘super-recognisers’.

Super-recognisers
Super-recognisers are people who perform
exceptionally well at unfamiliar face recognition. Research suggests that our ability
with faces is an individual difference that lies
across a continuum. Much like singing ability,
a small proportion of people are really (really)
bad singers, most people will be average
singers, and a small proportion of people
will be exceptional singers. Well, we think
the same principle applies to face recognition: some people with a condition known as
prosopagnosia are poor at recognising faces,
most people will be average recognisers, and

challenge yourself
1
●

David Robertson outlines how people
appear to be ‘experts’ at face recognition
of familiar faces (i.e. people that we know).
However, we are less proficient if these
faces are unfamiliar to us. How are the two
recognition tasks different?
2 The Glasgow Face Matching Test
●
(GFMT) shows us that, in laboratory conditions, people make the wrong decision
when trying to recognise unfamiliar faces
one in every five times (i.e. 20% of the
time). This compares to near perfect face
recognition of familiar faces. Why do you
think this difference in performance is so
great? What are the wider implications of
‘getting it wrong’ in other contexts (for
example, CCTV in banks, ID card checks)?
Suggest wider implications for ‘psychology and the economy’ here (for example,
www.hoddereducation.co.uk/psychologyreview
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a small proportion of people will be superrecognisers.
As outlined above, professional experience
and training do not appear to make people
better recognisers, so, in order to reduce
errors in important contexts, we should
consider employing people who are naturally
good with faces. This is something that the
Metropolitan Police Force is currently doing
to help identify unfamiliar criminals.

Conclusion
Psychological research has shown that
our outstanding ability to recognise new
instances of a familiar person, despite the
extent to which appearance can vary, does
not generalise to unfamiliar face recognition.
In important real-world situations, unfamiliar face matching is the key task, but research
shows that this task is highly prone to error.
Identity fraudsters seeking to deceive ID
checkers can exploit these errors, and two
recent forms of such fraud are the use of face
morphs and hyper-realistic silicone masks.
Professionals who make unfamiliar face
matching decisions as part of their job,
perform no better than untrained student
controls, but some people are naturally
better at unfamiliar face recognition than
others. These individuals, known as ‘superrecognisers’, may be the current best route to
reducing matching errors in the justice system,
at border control, and in the retail industry.
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Complete these activities to check and extend your
understanding of David Robertson’s article
the costs of face recognition software and
training versus the potential savings from
solving crimes).
3 Face morphing creates a problem for
●
security services when matching a person’s
face to their passport photograph. A facemorphed passport photograph can be
created from a blend of separate faces,
one of which belongs to the person using
the passport. Google ‘free face morphing
online’ or try faceswaponline.com (or
download the ‘facefilm’ app on your smartphone) to try face morphing with a good
friend. Are the results more similar to your
face or theirs?
Try to explain the similarities and
differences to your friend — hopefully you
will also see the problems this technology
can cause at passport control.

4 A holistic model of face recognition
●
suggests that it involves recognition of the
spatial configuration of the features instead
of recognition of individual features. How
might this be used to explain why silicone
masks present difficulties — even to the
point where participants are not sure if the
person is wearing a silicone mask or not?
5 The recent use of so-called ‘super●
recognisers’ seems to be a more effective
strategy than training staff to recognise
faces. Perhaps this suggests that the best
face recognisers are ‘born not made’ (for
example, the part of the brain that deals
with face recognition is innately better developed, such as the fusiform gyrus). To what
extent do you agree with this statement?
Anthony Curtis
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