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	 12	 IT	in	society

12.1 Digital currencies
Currency is money that can be exchanged for goods or services. Traditional 
currency is made up of physical coins and banknotes. The amount of physical 
money in circulation at any one time is controlled by the banks or financial 
institutions that issue the currency. Banks now hold a great deal of money in 
digital form on their computers and not as physical currency in vaults. The 
economy of a country uses both physical and digital currency for the exchange 
of goods and services.

A digital currency is money that is not in a physical form like banknotes and 
coins but is recorded electronically. It is also called electronic currency and can 
be used to buy services and physical items. Digital currency can be used within 
communities, such as an online game, where it can be traded for virtual items or 
between members. Digital currency can be stored as an amount or balance on a 
stored value card (SVC) where the funds are recorded on the card and not in a 
separate account.

In most countries, there is central control of the financial activities of, for 
example, banks and financial institutions, by governments. The supply of 
physical and digital currency in the economy can be monitored and adjusted 
if the government thinks it necessary to do so. This is a centralised banking 
system. Currencies that are not controlled by a central banking system are called 
‘decentralised’ and are not monitored or administered by a government or 
regulatory body.

In this chapter you will learn:
★ what is meant by digital currencies, 

their characteristics and uses, and their 
advantages and disadvantages

★ about the impact and risks of digital currencies
★ about the process of data mining, its uses 

and its advantages and disadvantages
★ about the types of social networking, its uses 

and impacts
★ about the advantages and disadvantages of 

the different types of social networking

★ about the impact of IT on society
★ what is meant by technology-enhanced 

learning and how it is delivered
★ about the impact of the different methods of 

delivering technology-enhanced learning on 
students and teachers

★ about the advantages and the disadvantages 
of the different methods of delivering of 
technology-enhanced learning.

Before starting this chapter you should:
★ be familiar with the terms: currency, bank (credit and debit) cards, 

data, information, social networking, computer-based training and 
video conferencing.
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▲ Figure 12.1 Centralised banking and decentralised banking

Centralised banking systems
A centralised banking system regulates and supervises the financial activities in 
a country or region. It controls the entire money supply, reserves, interest rates 
and foreign exchange of the state. Debit and credit card systems are regulated by 
centralised banking systems but may be issued by many different banks.

Central bank digital currency (CBDC)
This is a form of digital currency, also called digital base money, that is set up 
by a government and regulated by laws. These currencies are part of the money 
system and the money supply and can be used as a means of payment and for 
storing value. They are the responsibility of the central bank of the government 
that set it up and the bank keeps a record of the amount of money in each 
account. The value of the currency is backed by the bank’s reserves such as gold 
and foreign exchange. Blockchains are not used as they are not necessary for 
keeping the records secure. Each unit of currency in a CBDC system carries a 
unique serial number which prevents counterfeiting. The use of central bank 
digital base money has both the convenience of cryptocurrencies and the 
protection from unpredictable fluctuations in value provided by traditional 
centralised banking.

Credit cards
A credit card is issued by a bank to a cardholder. An individual or business, 
called the merchant, will accept a credit card payment from the cardholder in 
return for services or goods and send the details to the merchant’s bank – the 
acquiring bank. After a period of time, the issuing bank sends a bill to the 
cardholder requiring payment. Failure by the cardholder to pay the bill within 
an agreed time period, or to only pay part of the bill, will mean that the bank 
adds interest to the next bill. The information and money flow between the 
bank, cardholder and merchant is called the interchange. The transactions that 
make up a credit card interchange include the cardholder presenting the card 
to the merchant as payment; the payment being authorised using a signature 
or PIN, or neither in the case of contactless payments; the transaction being 
deducted from the buyer’s account, being deposited into the bank’s account 
and eventually ending up in the merchant’s account. In effect, the cardholder 
is loaned the money to buy goods by the bank issuing the credit card until the 
holder repays the loan. The merchant is paid by the bank so the merchant does 
not know, or need to know, if the cardholder can repay the loan to the bank. 
This differs from the use of debit cards and of cryptocurrency because the bank 
loans the money. No loans are made with debit cards and cryptocurrency.
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Debit cards
With debit cards, the amount to be paid to a merchant accepting a debit card for 
payment is taken from the account of the cardholder with no bank lending the 
holder any money. If the cardholder does not have sufficient funds available, then 
the transaction will not proceed. While a debit card holder may not notice when 
using the card, debit card transactions are processed in several different ways.

Offline debit card systems are used in the same way as credit cards. There 
is no network connection from the merchant to the bank or account of the 
cardholder. The card is presented and authenticated, with a signature not a 
PIN, at the merchant’s point of sale and the amount is taken from the holder’s 
account within two or three days of the purchase. Offline debit cards are mostly 
used for paying for goods or services and cannot be used to withdraw or deposit 
money at ATMs or merchants. Often, a fee is payable by the cardholder when 
using an offline debit card and there is a maximum daily limit on use.

Online debit cards require every transaction to be electronically authorised 
using a network connection to the issuing bank so that the transaction can 
be processed immediately. The amount of the transaction is taken from the 
cardholder’s account and transferred into the merchant’s account at the moment 
of purchase. Authentication is by the cardholder entering a PIN known only to 
themselves. The merchant must have access to an electronic PIN pad for entry of 
the cardholder’s PIN and for the transaction to be authorised. This type of debit 
card processing is far more secure and safe for the merchant and cardholder and 
is now the norm in many areas of the world. Online debit card systems allow the 
cardholder to withdraw cash at ATMs and at electronic point of sale checkouts 
at merchants, whereas offline debit card systems do not.

An ATM is an automatic teller machine that users insert bank cards into, enter 
their PIN and can withdraw cash, look at their account balance and sometimes 
carry out other transactions, for example, pay bills. ATMS can be located 
outside of buildings for use at any time or within restricted areas for more 
security. A PIN is a personal identification number known only to the user.

Electronic point of sale
Electronic point of sale (EPOS) used at checkouts or 
sales points in stores allows customers to pay using credit 
or debit cards. It is a self-contained computer system that 
carries out all of the tasks that an employee might do at 
a checkout to complete a sale. The amount of money to 
be paid by the purchaser is calculated at checkouts using 
devices such as barcode scanners, keypads, touchscreens 
and weighing scales that input data about the items 
being sold to the customer. At the time of checkout, 
the total amount to be paid is calculated and displayed 
to the customer. The customer uses a chip and PIN 
reader or a contactless card reader to pay with a credit or 
debit card. The amount paid is recorded and transferred 
digitally via the centralised banking systems.

Activity 12a
Explain the main difference in the use of a credit card and a debit card when 
paying for goods.

▲  Figure 12.2 Credit and 
debit cards

▲ Figure 12.3 EPOS terminal
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Stored value cards
Stored value cards hold a fixed amount of money that can be withdrawn 
or used to buy goods. Gift cards, travel cards and pre-loaded debit cards are 
stored value cards. The store of value on the card is sometimes referred to as an 
electronic purse (ePurse) as the cardholder can take out money or add money 
to the purse. This is not the same as an electronic wallet which is a web service 
or software that stores the user’s logins, passwords and credit card details. 
Stored value cards do not hold these details.

A value or amount of money is added to the card when the card is first 
purchased. Once the amount is spent or used the card is discarded. Gift cards 
from stores work in this way. Some cards allow a ‘top-up’ to be made by adding 
more value in a store or by an online transaction and the card is used as a purse.

An example of a stored value card is the card issued by public transport or 
transit authorities. The card is meant to replace the use of cash in the transport 
payment system. A traveller is required to purchase a card pre-loaded with a 
fixed amount of money to pay for journeys. For each journey the system deducts 
the cost from the card when it is presented at the ticket barriers. The card may 
hold ‘tokens’ which represent set journeys, and these are reduced in number on 
the card for each journey undertaken. The cards can only be used for travel and 
have no value for anything else. Travellers may be encouraged to use these travel 
cards with reduced fares per journey or discounts for frequent use of the cards. 
Reducing the amount of cash money used can reduce the risks of theft, fraud 
and errors in accounting for the cash by travellers and staff.

Stored value cards and the ePurse system do not need a network connection for 
use. The value on the card is usually only available for viewing in the issuing 
store or when used but some providers allow holders to check the stored value 
via their website.

A major risk of stored value cards is the lack of security. Often the cards require no 
authentication for use and if lost a card can be used by anyone who finds it. The 
original cardholder usually loses the stored value if the card is lost or damaged.

Digital wallets
A digital wallet is an encrypted software application or service that stores user 
details on a computer device. They can be used to store bank and credit card 
details, identification details, driving licence details or almost anything. Details 
stored in digital wallets can be used for making purchases or for verifying the 
user’s identity or age.

Online wallets
An online wallet allows users to store their online shopping information such 
as logins, passwords, credit card details and shipping address in secure software. 
The wallets can be used to fill out online forms when purchasing goods where all 
the user has to do is enter a password and the form is automatically completed.

Mobile electronic wallets
A mobile electronic wallet is an app or software that can be installed and used 
on a mobile device such as a smartphone. The wallet is used to store details of 
the user’s credit or debit cards, loyalty cards and other payment options. When 
a purchase is made, the user opens the app on the smartphone, chooses the card 
to use and then taps or holds the phone against a terminal designed to accept 
digital payments. Since wireless Near Field Communication (NFC) is used to 
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transfer the required data to and from the phone and terminal in the same way 
as contactless payments are made with physical cards, the smartphone has to be 
held quite close to the terminal.

The data in the mobile electronic wallet is encrypted and usually access is only 
gained by the use of two-step authentication with PINs and fingerprints. This 
makes the system secure and helps to prevent fraudulent use of the smartphone 
if it is lost or stolen. Further, the ability to remotely wipe or disable a lost 
smartphone can help keep the wallet details safe and secure.

Decentralised systems
Currency systems that are not controlled by any central authority are said to be 
decentralised. Virtual currencies and cryptocurrencies are decentralised forms of 
currency.

Characteristics of decentralised digital currencies
Digital currencies have a number of common characteristics that distinguish 
them from other forms of currency, the main one being that they are all stored 
electronically with no physical presence.

As decentralised digital currencies have no central controlling or regulatory 
authority, digital transactions are peer-to-peer over distributed and open networks.

Digital currency transactions are anonymous with users having no need to identify 
themselves or be identified and the transactions cannot be reversed or undone.

Cryptocurrencies and transactions using blockchains use cryptography and a 
distributed ledger to record and store transactions to build a trusted record. The 
records are replicated by every node so the system is less susceptible to hacking 
attempts, software errors and system failures. This also means there is no need 
for users to trust each other as all nodes verify, or not, the transactions.

The currencies also have a limited supply that depends on the algorithms used 
when they are created (Bitcoin is limited to 21 million coins, LiteCoin to 84 
million coins while some others have much higher limits) to try to prevent 
manipulation of its value. 

Virtual currency
A virtual currency represents a value, or amount of money, that is stored only 
in digital form. It can work in the same way as real money (coins and paper 
money) for buying goods or services but is not recognised as having any legal 
tender status by governments or financial institutions. Virtual currencies are 
not issued by central banks or authorities and are not regulated but rely on 
trust between users and get their value from assets owned by the developers or 
other mechanisms. They are mostly used between members of a specific virtual 
community, such as in an online virtual world or players in games on gaming 
networks. Virtual currencies are most often used for peer-to-peer transactions. 
The value of virtual currencies can fluctuate wildly in a very short time because 
the currencies are not regulated by any centralised authority.

Cryptocurrency
A cryptocurrency is a type of digital currency that uses cryptography 
technology to keep transactions authentic and secure. Bitcoin and Litecoin are 
two of many cryptocurrencies and are described in more detail below. Control 
of a cryptocurrency is not centralised but works by using a distributed ledger. 
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This means that the record of transactions is shared and replicated across many 
institutions, sites, and countries. The records are synchronised between all of 
the sites. Usually a blockchain system is used to do this.

A blockchain consists of a list of records, known as blocks, that grows with 
every transaction and linking the blocks creates a chain.

A transaction
is initiated

Data is packaged
in a ‘block’

The block is sent
to members

Consensus and
approval by network

The block is added
to the chain

The update is
distributed

▲ Figure 12.4 Diagram showing how a blockchain is made

Blockchains are created using cryptography and, because the blocks contain 
details of the previous block, a timestamp and a record of the transactions, they 
cannot easily be altered once they are made. This makes blockchain systems 
very secure since any alterations mean that all the other blocks also have to be 
changed. Altering blockchains after they are created is difficult as it requires all 
subsequent blocks to be amended and needs the consent of all other creators of 
the blocks. A blockchain system allows the integrity of the previous blocks to be 
confirmed all the way back to the original block in the chain.

Cryptocurrencies using blockchains make use of asymmetric encryption with 
only the owner knowing the private key to access their records on the blockchain. 
If the private key is lost, then the records, transactions and value of the 
cryptocurrency are also lost as they cannot be accessed by anyone without the key.

Cryptocurrency data is stored across peer-to-peer networks. Devices on peer-
to-peer networks are called nodes. Every node or user on the peer-to-peer 
network has a copy of the blockchain. There is no main or official copy of 
the blockchain and no copy is trusted or referenced any more than any other. 
This decentralisation requires a large amount of computer resources and as the 
system grows and grows over time there is a greater demand for these resources. 
However, the distributed storage of the blockchains does ensure that all 
transactions can be securely authenticated.

When transactions are made using a cryptocurrency, they are checked to 
ensure that they are valid and can be allowed to occur. The checking requires 
computing power and, as more and more transactions occur, computing 
resources are often shared to accomplish this. During the checking of a 
transaction, a proof-of-work time-stamping system is used. The use of a user’s 
computer resources to check transactions is rewarded with new cryptocurrency. 
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The process of creating new currency in this way is known as mining. Mining 
for cryptocurrency has led to an increase in demand for more powerful, and 
cheaper, processing systems as well as increasing the demand for electricity.

Bitcoin
Bitcoin is a cryptocurrency currency that was invented in 2008. Bitcoins are 
created by ‘mining’ and can be exchanged for goods or services or converted 
into other currencies. Transactions are verified by nodes using cryptography 
and recorded in a public ledger. The public ledger is distributed across all of the 
nodes and is called a blockchain.

Litecoin
Litecoin is derived from Bitcoin and was started in 2011. It works in almost 
the same way as Bitcoin but processes transactions about four times as fast as 
Bitcoin. It also uses a more complex method of verifying transactions which 
requires more processing power. This means that computing devices used for 
mining Litecoins are more expensive.

Advantages and disadvantages of digital currencies
Here is a table showing the advantages and disadvantages of digital currencies.

Advantages Disadvantages

Digital currencies enable much quicker and 
easier global transactions to occur. The 
transactions are made over the internet 
and money can be transferred securely 
within minutes between accounts in 
different countries. Traditional bank money 
transfers can take several days to complete 
and involve more documentation. 

Many digital currencies, such as Bitcoin, 
are not regulated and supported by central 
authorities.

Currencies that are not regulated and 
supported can also be lost easily: losing 
the passwords or keys to cryptocurrencies 
loses the entire value as the currency 
cannot be recovered.

Online shopping with sellers and 
purchasers around the world has been 
made possible by the use of digital 
currencies.

Security can be a problem because 
passwords or keys must be kept secure 
from unauthorised access. There is no 
central bank or credit card provider to 
protect or reimburse users of digital 
currencies if the currency is accessed and 
stolen.

Activity 12b
1 Describe a distributed ledger database.
2 Describe the contents of a blockchain created during a digital currency 

transaction.

Activity 12c
1 Describe the common characteristics of decentralised digital currencies.
2 Explain why users of decentralised digital currencies do not need to trust 

each other.
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If the digital currency is a cryptocurrency, 
its value does not change because of 
exchange rates between the different 
currencies used by countries. One Bitcoin 
is worth one Bitcoin everywhere in the 
world but one US dollar, for example, while 
still one dollar, is exchanged for different 
amounts of different currencies and this 
can vary.

Digital currencies’ actual value can vary 
enormously over short periods of time. 
Users can be exposed to large losses as 
well as gains in their value.

Apart from some stored value cards issued 
by, for example, retail stores, digital 
currencies cannot currently be used in shops 
to buy goods, such as a newspaper or a 
sandwich, and usually cannot be exchanged 
for physical cash, for example, at an ATM.

There a cost (commission) payable for 
exchanging currency. Digital currencies 
such as Bitcoin do not need exchanging 
but the use of a credit card issued by a 
bank can incur high charges and poor 
exchange rates when purchasing goods 
from a different country or when used in a 
different country while on vacation.

Exchanging and trading of digital 
currencies can also be difficult if there are 
few users of the currency.

▲ Table 12.1 Advantages and disadvantages of digital currencies

Impacts and risks of digital currencies
The impacts and risks of digital currencies, which includes virtual currencies, 
cryptocurrencies and other types of currency, for example, stored value cards, 
arise from the fact that the details of the values and transactions are stored 
electronically.

Individuals
Digital currencies are not regulated so there is little control over the value of 
each unit, or coin, which means that all trading activities can have large effects 
on the value. For example, the value of ‘coins’ can change rapidly and digital 
currencies are considered a high-risk investment. Cryptocurrencies are known 
for having unpredictable values and money can be lost very quickly. Virtual 
currency values can be whatever the users decide as they are not regulated.

Blockchain transactions, used in cryptocurrencies, are irreversible so care has to 
be taken to transmit payments to the correct address. Sending a payment to the 
incorrect address will result in a loss of the amount unless the receiver is good 
enough to return the payment. Given that transactions are anonymous, there is 
little that can be done to recover incorrectly addressed payments if the receiver 
decides to keep them.

Storing cryptocurrency private keys securely is essential. If the private keys are lost, 
then the currency cannot be accessed and its value is lost forever. Hardware and 
software failures and malware can destroy or lose keys, so storing the keys in an 
electronic wallet and making multiple backups, and safely storing these, is essential.

However, digital currencies allow money to be moved around the world 
quickly and without many of the charges that banks make for foreign exchange 
transactions. Transactions using cryptocurrency take no account of international 
borders and money transfers are made securely and almost instantly. Users can 
create the payment in one national currency, or Bitcoins, and the recipient across 
the world can withdraw it in another, or keep it as Bitcoins, without the need for 
exchange rates or rules. Such payments would make the sending of money home 
to families by workers overseas much cheaper.
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People in poorer economies, in areas with high inflation, or where having a 
bank account is rare, can benefit from the use of digital currencies. In Kenya, 
anyone with a smartphone can store money and send money to anyone else 
using a system of mobile phone credits as money. Despite the high costs of 
cashing in these credits, the common and extensive use between people means 
that costs are avoided as there is often no need to actually convert these credits 
into cash. It is also physically safer than carrying cash or other high-value goods 
since the digital currency is encrypted and is stored securely on the phone.

Stored value cards can be used by anyone who has them physically in their 
possession. They are untraceable which allows easy transfer of money, for 
example, as a gift but, if lost, the value is gone.

A concern with CBDCs is the privacy and rights of individuals. Current data 
protection regulations and laws in the European Union, for example, allow 
individuals’ data to be ‘forgotten’ which means that it has to deleted if it is 
no longer required. With digital currencies, the data cannot be deleted or 
‘forgotten’. Individuals who wish to remain anonymous or do not wish their 
transactions to be tracked or remembered will continue to use physical cash.

Security is very important. The theft of private keys used by individuals is a 
great risk. If the private keys to the accounts are stolen or become known, then 
the whole of the blockchain that stores details of the transactions is vulnerable 
and money can be taken by thieves very quickly and not recovered. Although it 
may be possible to track the money, it would be almost impossible to recover if it 
is moved into another currency.

Businesses
Digital currencies, especially the use of cryptocurrencies, have enabled the 
introduction of ‘smart’ contracts. Details of the contract are stored in a 
distributed ledger and it ensures that the money transactions are enforced 
according to the contract. Bitcoin allows smart contracts to be created in its 
blockchains. Because the details are built into the blockchain code when the 
contract is created, smart contracts cannot be altered, are trackable and cannot 
be reversed. One benefit is that the details can easily be seen at any time by all 
users involved in the contract. This attempts to ensure that money is not lost 
during transfer between organisations, internal divisions within organisations, 
contractors or when crossing international borders.

Digital currency can make the purchase of high-value goods or property deals 
easier. A great deal of trust is required when making transactions involving large 
sums of money and people who do not know each other or do not meet. By 
placing the money in an account held by a third party, buyers and sellers have 
more security and less need to rely on trust. The third-party account, called an 
escrow account, only pays out to the seller when the goods are transferred to 
the buyer. The seller knows that the money is available because the buyer cannot 
stop the payment once the goods are safely transferred and the seller does not 
get the money until this has occurred. With digital currency, this process can be 
automated and expanded to involve multiple individuals or organisations. The 
currency can only be moved when all the participants have authenticated the 
transaction. The system can be applied to large or small transactions.

Activity 12d
Explain why great care has to be taken by an individual when making a payment 
using a cryptocurrency.
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In order to attract investments in cryptocurrencies, some companies have 
offered unrealistic interest rates as they are unregulated. This has fooled 
investors who are new to cryptocurrencies into purchasing large amounts of 
a currency which has then lost most of its value. Such schemes have become a 
common trap for unwary investors.

Businesses can benefit from CBDCs because payments to and from them are 
made easier and quicker. Payment for high-value goods, for example, new 
buildings or rare paintings, can be made safely as the transactions can be made 
dependent on certain, agreed conditions. Sellers can be assured that their money 
will arrive in their accounts as agreed. The conditions are encoded into the 
digital transactions and cannot be changed without everyone’s agreement.

The drawbacks of using CBDC are few. One of the main concerns is that a bank 
issuing a CBDC may be vulnerable to a ‘bank run’. This is when many investors 
or customers try to remove their money all at once or within a short time from 
a bank or a group of banks. With physical cash, a bank can simply refuse to 
give out any more and close its doors while it tries to deal with the crisis. With 
digital money, there is little control and transactions occur very quickly. To 
combat this risk, some governments and banks restrict the use of their digital 
currency to financial institutions and do not allow individuals to access it.

In a similar way, a CBDC made available to businesses and individuals may 
have a damaging effect on other banks. Businesses and individuals may decide 
to move their accounts and money to the CBDC and start a ‘bank run’ on the 
other banks. This risk has meant that central banks have been reluctant to create 
digital currencies that are available to everyone.

Activity 12e
1 Describe what is meant by a ‘smart’ contract.
2 Describe two advantages of smart contracts compared to traditional ones.

Governments
Digital currencies, especially cryptocurrencies, are seen by many governments as 
a threat simply because they are decentralised and unregulated. The usual role of 
central banks in lending money to financial institutions or purchasing financial 
assets to create more money in an economy is undermined by cryptocurrency. 
Unregulated and excessive growth of money supplies can lead to an increase in 
the rate of inflation, rapid price increases and the loss in value of the country’s 
money compared to that of other countries. For this reason, many governments 
are seeking ways to regulate and control cryptocurrencies. One way is to try to 
amend existing laws but this is complex and may have unexpected effects on other 
currency regulations. Another way is to issue their own cryptocurrency and ban all 
others. Some financial experts say that this approach is to be resisted as it would 
give total control of all money supply and transactions to governments. This would 
remove the right of citizens to have their transactions transparent and anonymous.

Some Asian countries have banned the use of cryptocurrencies while others have 
accepted their use. Bans have been imposed because of the risk of too much 
currency leaving the country which might make the economy unstable. In other 
areas of the world, cryptocurrencies are becoming accepted.

The European Parliament is starting to use blockchain systems to create their 
own decentralised ledger for their own finances. This will attempt to ensure that 
their workings are transparent and resistant to fraud. Switzerland is incorporating 
cryptocurrency into its economy and passengers on its public transport systems 
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will be able to use Bitcoin to pay for travel avoiding the use of cash. In Germany, 
cryptocurrency is accepted and can be traded freely but is taxed if traded for 
euros. These, and other countries, have recognised that cryptocurrencies are 
becoming more popular but have not recognised them as ‘real’ currencies as yet. 
This avoids creating new regulations but risks destabilising the economy of the 
country. There is no control over the amount of money in circulation, the rates 
of exchange or who is allowed to create, use and trade the currencies.

CBDCs are being introduced as governments recognise that, while digital 
currencies can make transactions easier and add to economic growth, they have 
some risks. The benefits of CBDCs to governments are not only the almost 
instant transfer of money without the need for lengthy processes involving banks 
or financial institutions but also the ability to provide low cost bank accounts 
to almost everyone. Also, more taxes can be collected because, with a CBDC, 
there is no easy way to hide income or move it to other countries without the 
issuing bank knowing. All transactions are recorded in the distributed ledger. 
For the same reason, criminal activity by individuals, organisations or businesses 
is much more difficult to hide as transactions can be tracked more easily. Unlike 
some cryptocurrencies, the use of a CBDC is regulated by the issuing bank.

CBDCs give the control of the currency back to banks and governments. The 
amount of money in the economy and the exchange rate between currencies can 
be controlled. The possibility of phasing out the use of physical cash can be of 
benefit to everyone. Individuals can use the digital currency with their mobile 
devices, for example, smartphones, and not have to carry any cash. Only the user 
can access the phone to make payments or carry out other transactions. The 
possibility of being robbed is much reduced as the individual carries no cash and 
the smartphone is useless to others.

Global economy
The use of digital currencies has led to increases in business activities across the 
world. Money can be moved much easier using digital currency than with real 
money. There is no need to physically ship paper money or valuable materials, such 
as gold, silver or precious gems, between countries to pay for goods. Large amounts 
of money can be transferred securely and safely with ease and very quickly. This has 
resulted in an increase in worldwide commerce and a growth in the global economy.

E-commerce has been made possible by digital currencies and has increased 
business between countries. Customers can buy goods from anywhere in the 
world. E-businesses in underdeveloped countries can easily trade worldwide. 
Small companies are able to supply goods to far-away customers that they would 
not be able to supply without digital currencies because the costs of transferring 
money in traditional ways can be excessive.

Digital currencies can be linked to global stock markets where money can be 
paid out depending on movements of share prices into accounts anywhere in 
the world. This can happen in noticeably short timescales allowing more global 
transactions to occur.

12.2 Data mining
Data mining is described as the practice of extracting useful information or 
knowledge from very large repositories of data and is also called knowledge 
discovery in databases. Data mining uses tools and techniques from artificial 
intelligence, statistics, neural networks and machine learning to analyse 
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massively huge collections of data called data sets. Data sets are made up of 
collections of numbers; images; values that describe features, for example, a 
person’s gender; documents or files.

Data mining can use artificial intelligence and machine learning with self-
learning algorithms to learn about the data sets to improve its performance. These 
can monitor and determine relationships within the data and use the relationships 
to learn and re-examine the data and provide results in real time. If new data sets 
become available, machine learning can use what has been learned to analyse the 
new data. Artificial neural networks are also used because they can automatically 
create new relationships in the data as they learn from the data being processed.

Vast amounts of data are collected by organisations such as businesses which 
need to try and make sense of it. Looking for patterns, trends and associations 
within the data will help the organisations make decisions. The organisations 
can then take actions based on those decisions. Data mining is the process of 
automatically analysing raw data to discover relevant information, patterns and 
trends within the data and summarising these so that they can be understood by 
humans. Many industries, such as manufacturing, marketing, scientific research 
and the space industry, collect raw data continuously so their data mining 
processes are ongoing, repetitive and iterative to ensure that their analyses and 
reports are regularly updated.

Other uses of data mining are in national security and surveillance where very 
large amounts of data are analysed to help with national interests and assist with 
law enforcement.

The data mining process
The Cross Industry Standard Process for Data Mining (CRISP-DM) 
Reference Model is the standard method for carrying out data mining. Other 
models of data mining exist but are outside the scope of the Cambridge 
International A Level Information Technology syllabus. It has six phases, 
each of which has its own defined tasks and outputs. The phases that make up 
the CRISP-DM model are business understanding, data understanding, data 
preparation, data modelling, evaluation and deployment.

1. Business understanding
In this phase, the business sets out its goals and decides what it needs from the 
data mining process. A business goal might be to increase its sales from social 
media advertising. A data mining goal might be to find out how many, and 
what type, of its customers use the different types of social media. It will then 
be able to target these customers with customised advertising.

The factors that will affect the data mining goals are then determined. The risks, 
constraints and contingencies are assessed along with the costs and benefits of 
carrying out the data mining. The success criteria for the whole process are set in 
this process, for example, to be able to identify which customers use the different 
types of social media and where advertising should be targeted to increase sales.

A detailed plan is produced that includes the tools and the techniques to be 
used. The plan should include a list of tasks that have to be carried out, how 
long these will take, the resources required and all the inputs and outputs of 
each process. Allowance must be made for repeating aspects of some processes 
such as repetitions of the modelling and evaluation processes. It is important to 
select the correct tools and techniques that will be used for the data mining at 
this stage as these affect the whole process.
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2. Data understanding
Data is collected from the sources available to the business. The amount of 
data collected must be large enough to ensure that it does actually contain any 
patterns and trends that would be useful to the business. On the other hand, 
the amount of data must be concise and manageable so that the results of the 
data mining are available in a reasonable amount of time to be useful.

A description of the data is produced in a report. The description details the 
format, the number of records and fields and any other information that has 
been discovered during collection. The data is then explored to ensure that it 
will provide the information set out in the data mining goals.

In this phase, the data is also assessed and verified for its quality. The characteristics 
of high-quality data include being accurate, complete, valid, consistent and fit for 
purpose. The results of the assessment are given in a data quality report.

3. Data preparation
The data to be used is selected according to its relevance to the data mining, 
its quality and any technical constraints such as restrictions on the data types 
or the quantity of data that can be handled. The data is then ‘cleaned’. This 
is the term used to describe the process of detecting and removing corrupt or 
inaccurate records and removing irrelevant parts of the data. This is to ensure 
that the data is of high quality.

The next task is the construction of any new records that need to be derived 
from existing records in the data. For example, new records may have to be 
created for customers who have made no purchases for several years.

Combinations of data can be created by merging data, such as common 
features of different social media types, or by aggregating data into summaries, 
such as how many purchases or the method of payment used by customers. 
For example, how many customers use a debit card, use a credit card or use 
contactless payments.

4. Data modelling
In this phase, the tools decided upon in the business understanding process are 
used to carry out the mining. A number of data mining techniques can be used 
alone or in combination with each other.

Data mining techniques include looking for relationships, or associations, 
between data and classifying data into predefined groups using decision trees, 
neural networks, linear programming and statistics. Data is clustered by 
grouping together data with similar characteristics, which are used to define the 
groupings, and predicting relationships between the variables. Regular events 
or patterns that re-occur during business periods are discovered using decision 
trees, or a set of decision trees are used to test data against conditions until a 
final decision is made about the trends.

The mining is documented so that the process can be repeated. A test procedure 
is created and documented so that the data mining model can be fully 
evaluated. Often the data to be used is divided into several subsets that are used 
for testing, validation and training purposes. From the testing, the performance 
of the model is assessed and any necessary alterations to the settings of its 
parameters are made along with any amendments to the data structures which 
were created during the data preparation process. This is repeated until the 
model is deemed to perform as required.
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5. Evaluation
This phase evaluates the model against the business success criteria from the 
business understanding process. All the reports from the previous processes are 
taken into account. If the model does not meet the criteria, then the phase will 
have to go back to the previous phases and any amendments will have to be 
made. Changes at the data preparation and data modelling phases will have to 
be made to ensure that the success criteria will be met. If the model does meet 
these criteria then it is approved and ready to be deployed.

6. Deployment
The data mining model is deployed, that is, made available to the business to 
use, when it is found to be satisfactory and to meet the requirements of the 
business. Plans and documents for its use, maintenance and monitoring are 
created so that the process can be repeated and amended if necessary. Finally, 
the results of the data mining, the knowledge about the trends and patterns, are 
made available to the business in a format that it can use.

Data

Data sources are
identified and selected

as required by the
business
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produced on
data quality

Business
understanding

Data
understanding

Data
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▲ Figure 12.5 A summary of the CRISP-DM data mining process

Activity 12f
1 Describe what is meant by a ‘data set’.
2 Explain why data mining uses artificial neural networks.

The advantages and disadvantages of data mining
There are several advantages and disadvantages of data mining, some of which 
we will go into now. Many of the biggest disadvantages relate to ethical and 
privacy concerns which will be described in greater detail below.

Advantages
The main advantage of data mining is that it helps in decision making. By providing 
information about trends and patterns in sales or marketing history, retail businesses 
can make decisions about future sales campaigns or what goods to sell or not to sell. 
By analysing sales data, data mining can help to identify the need for, and lead to 
the development of, new products that could increase the profitability of a business. 
Forecasts of who is going to respond to marketing campaigns can allow more 
targeted advertising to increase sales and profits. Data mining can identify areas 
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where potential new customers can be acquired by targeting advertising or marketing 
materials. It can also identify the existing customers who can be encouraged to buy 
more goods from the company. These customers can be retained and this will add to 
the company income and increase the competitive advantage of the company.

Financial institutions and banks can examine historical records and discover 
patterns and trends that help to detect fraudulent transactions and protect their 
customers from financial loss.

Data mining can also assist in detecting potential security risks by showing the 
normal patterns in user activities and revealing unusual activity compared to the 
normal. The knowledge that patterns and trends could be discovered by security 
agencies may act as a deterrent and help prevent criminal activities. Criminals 
who know that their activities can be discovered may not, as a result, actually 
carry out the crimes.

Disadvantages
Data mining can reveal patterns and trends but does not tell the user the 
significance or value of the findings. Skilled technical and analytical specialists 
are needed to interpret the output created by the data mining tools. A 
disadvantage of data mining is that, although it can identify the relationships 
and connections between the data, it cannot pinpoint their causes. For example, 
there is a link between increased sales of airline tickets just before a flight is due 
to take off and the ticket purchase being online. This does necessarily mean that 
the closeness of the take-off time causes the purchases to be made online. There 
are many other factors that only a skilled analyst would have to consider once 
the trend has been discovered.

Data mining cannot be used to predict the activities of an individual. Just 
because millions of credit card users show a particular pattern of spending, for 
example, buying a drink at the same time as some food, does not mean that an 
individual will always do the same on the next visit to a store. Data mining only 
shows up the overall trends and patterns in large numbers of shopping activities.

Data mining also requires a large amount of relevant data to be available. Where 
insufficient data is available, data mining does not always provide a reliable or 
meaningful set of trends or patterns. National security agencies have attempted to 
use data mining to help to discover possible trends in terrorist activities, but the 
number of incidents is, fortunately, too few to provide specific patterns. Another 
example is the prediction of earthquakes. This study is still in its early stages because 
of the limited data available for analysis. Also, where the results of data mining 
are used to assess individuals based on how well they compare to overall trends, 
errors and anomalies can occur. For example, when assessing a customer’s financial 
prospects, banks could use data mining results to allocate individual credit scores. 
Sometimes this can lead to some customers not being offered loans because their 
profile and scores do not match what the bank sees as acceptable when making loans.

On the other hand, the amount of data may be overwhelming. National security 
agencies have reported that the amount of data they are expected to mine and 
analyse in the very short timescales required of them presents a considerable 
challenge. Expensive computer systems, sophisticated data mining and reporting 
software and highly skilled personnel are required to deal with the continuous 
stream of live data.

The quality of the data being used for data mining has an influence on the results. 
The presence of duplicate records, the age of the data, and human error in the 
input can all affect the outcomes in ways that sometimes cannot be recognised. 
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A large amount of time and effort has to go into cleaning the data. Unwanted or 
inaccurate data has to be removed. The same coding must be used throughout, 
for example, ‘no’ is always shown as 0 and not sometimes as ‘N’, ‘No’ or ‘n’, and 
dates must always be recorded in the same format.

Databases may not be compatible or be able to exchange data effectively. It 
is important that all the computer systems and databases to be used for data 
mining can work together so that several databases can be searched and mined 
simultaneously to make use of the vast amounts of stored data.

Activity 12g
1 Explain why small companies do not often use data mining to analyse their 

sales.
2 Explain why data mining is very costly.

Mining of data acquired from indirect sources, for example, data purchased 
from a collecting organisation by another business, may suffer from inaccuracies 
that are not apparent to a new user. An example could be the use of a shared 
bank account. It would be obvious to the bank who would easily recognise 
transactions for the individual customers using the account but, if the data was 
combined with other similar accounts and anonymously mined by others looking 
for patterns in individual transactions, there would be errors in the overall results.

The wide range of specialist data mining tools available makes it difficult and 
expensive for businesses to choose the most suitable for their needs. Data 
mining tools can be complex and difficult to use, requiring personnel who are 
skilled in their use. Extracting the required information can be daunting and 
sometimes beyond the skills found in the employees of some businesses.

Privacy and ethical issues are of major concern to many people. Massive amounts 
of data are collected about customers of businesses, about customers of banks 
and about patients using healthcare facilities. These people are concerned that 
the information being collected and shared about them may fall into the hands of 
unscrupulous people who will use it for fraud, blackmail and other criminal activities.

Healthcare experts argue that the risk of data falling into the ‘wrong hands’ is 
one worth taking to save lives. A solution is to allow patients to decide whether 
or not they wish their data to be used for data mining. Doctors argue that this 
may mean the loss of important data sources and reduce the reliability of the 
results of data mining if many patients decide to withhold their data.

In banking, concerns about the use of personal data and the consequences of its 
loss or viewing by unauthorised people have led to extensive precautions being 
taken to protect the data. However, data mining requires that large amounts 
of personal data be shared, combined and analysed. While the data can be 
anonymised, customers are still concerned that their details could be exposed to 
fraudsters. Banks are being encouraged to use strong authentication techniques, 
such as two-factor verification, for customer logins. They could also use masking 
techniques to hide credit card details, encrypt stored data and remove data about 
customers whose accounts are no longer active. They could also allow customers 
to withdraw their consent to the use of the data or require an annual renewal of 
consent by the customer. By allowing customers to have more control over their 
data, by informing customers about how the data is used and analysed, and by 
making the details of data use clear and understandable by customers, banks can 
reassure their customers that their data is kept secure and private.
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There is concern that much data mining is carried out by individuals and 
organisations using their own software algorithms which are not scrutinised or 
checked by public regulators. The public do not really know what data mining is 
being done on their data and to what use it is being put.

Another concern is that the data collected by private and public organisations for 
their data mining purposes is later used for another purpose. This has been called 
‘mission creep’ and can occur whether the data was collected with the specific 
consent of, for example, customers or was acquired by other means. Using data 
for purposes other than the purpose for which it was originally collected can 
lead to consequences that affect people in ways that were not intended and can 
be harmful. Personal information can be exposed or used in inappropriate ways. 
An example could possibly be the misuse of shopping loyalty card data where the 
original purpose was to collect data about purchasing habits. Instead it could be 
used by others to identify the shopper’s religious or political views by analysing 
when they buy food items that are associated with religious events.

Uses of data mining
Data mining has many uses and we will now describe how and why some of 
those uses occur.

National security
Data mining can be used to assess crime patterns and allow crime prevention 
resources to be allocated accordingly. Patterns can be detected in financial 
transactions, such as money transfers, and in communications and these can be 
used to track organisations and individuals that could be a threat to national 
security or may have carried out crimes.

Attempts have been made to use data mining techniques to try and identify 
possible terrorist groups or individuals before they can act. Data mining can be 
used in the identification of suspect communications by analysing telephone and 
email communications for language patterns. Patterns can be identified in the 
movements across the world of suspect groups of people and these patterns can 
be used by security services to try and identify possible threats.

Law enforcement agencies use data mining to look for patterns in travel, 
financial transactions, and criminal activity in the records of shared databases 
within their own countries and those of other countries. The sharing of data 
between countries is subject to domestic laws and international agreements but 
can include billions of records from thousands of resources making the results 
from data mining more reliable. It can help detect and combat people and drug 
trafficking, cybercrime and terrorist-related activities.

Surveillance
The ability to collect and analyse large amounts of data about internet 
communications allows governments to monitor the activities of its citizens 
at home and abroad. Communications are intercepted and collected from 
internet service providers and the major internet companies. The type of 
communications intercepted and collected include files transferred between 
users; social network information such as posts, comments and photographs; 
video and voice messages; VoIP chats and calls; emails; text messages and chats. 
From the massive amount of data collected and shared between government 
agencies and between governments around the world, patterns, trends and 
groupings can be discovered using data mining techniques.
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This surveillance is justified by the governments involved, who maintain that it 
can help detect and combat crimes such as child pornography, terrorism, cyber-
terrorism, tax evasion and fraud.

Civil liberty organisations protest and argue that it is a huge invasion of the 
privacy of law-abiding citizens to have their private communications spied on by 
governments. Further, they argue that, since most of the surveillance and data 
mining is done in secret, citizens cannot check that governments are respecting 
their rights and that the information is being used in accordance with data 
protection laws.

Businesses
Retail companies collect data from customers in many ways. Records of sales in 
stores and online, data from loyalty card schemes, surveys and data bought from 
other companies or from social media all provide vast quantities of data. This 
can be mined to discover trends and patterns in the purchasing habits of people 
with money to spend.

Shopping habits can be analysed to determine what people buy, when, and in 
what combinations. Knowing what items people buy at the same time can enable 
supermarkets to display these items closer together or to send out coupons 
offering incentives on them. Knowing when items are bought and what sequence 
they may be bought in can help in advertising campaigns. Advertisements for 
similar or associated items can be targeted at customers when they are shopping 
to prompt them to buy more. Mining large amounts of data can discover these 
patterns, trends and associations and help to maximise sales and increase profits.

Delivery companies use data mining to help determine loading patterns for 
delivery trucks and for distribution schedules between warehouses and the retail 
outlets.

Financial services
Stock market trading patterns and trends can be analysed using data mining of 
the records of the trading of stocks and shares made over many previous years. 
A trend is a movement in the values in either the overall upward or downward 
directions over a period of time. Trend analysis looks at many current trends 
and uses them to try to predict future trends. While there can be no guarantee 
of 100% accuracy, using vast amounts of data can discover, for example, which 
stocks and shares are growing in value more than others. This analysis can be 
used in the short term for making a quick profit, or over medium and long 
terms for more certainty of profits over many years. Data mining can help 
financial institutions to decide which stocks to buy and when to sell them.

Credit card companies use data mining to try to discover how customers use 
their credit cards and how often customers change from one bank card provider 
to a different one. The results are used to offer customers incentives to use their 
cards more, in different ways, or by offering one-off or time-limited deals to 
dissuade them from changing cards. Credit card companies can also use the 
results of data mining to combat fraud by detecting and comparing unusual 
patterns when customers use them for buying goods or make transactions. Data 
mining can be used to assign customers a credit score based on how their details 
compare to the trends and patterns discovered by analysing millions of other 
customers’ financial activities. A credit score is a number based on an analysis of 
a person’s finances and financial history and represents how worthy they are of 
being allowed to have more credit from the bank.
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Scientific research
There are many scientific research papers on a variety of topics published every 
year. Data mining can be used to examine and analyse these publications in 
order to group together research on similar topics. This can then be used by 
scientists, to discover patterns in the discoveries, which in turn could be used 
as a basis for more research or for the production of summaries of research. 
Scientists from different areas of research would then be able to quickly and 
easily follow the research of others which, in turn, aids their own research.

Scientists use data mining in astronomy to analyse the huge amounts of data 
collected from visual, radio and other telescopes around the world. They are 
looking for patterns in the data that might lead to new discoveries about the 
universe.

Research into new drugs for the treatment of diseases can include the mining 
of data from different trials of drug use. This helps in the development of new 
drugs, medicines and treatments.

Healthcare
The introduction of electronic health records (EHR) and the sharing of these 
among healthcare facilities has allowed a huge amount of data about patients 
and illnesses to be collected. Mining this data has enabled healthcare providers 
around the world to improve the quality and efficiency of their organisations. 
Healthcare professionals are able to identify best practices and the most effective 
treatments, by studying these across many patients. These are then shared with 
other healthcare professionals and used to save the lives of more patients and to 
improve their quality of life. By analysing and comparing the effects of different 
medicine and drug treatments on large numbers of patients, the results can 
be used to determine a standard treatment for illnesses which will save lives. 
Medical errors may be reduced if the results of data mining are used to improve 
diagnoses, treatments and patient care.

An important use of data mining in healthcare is to detect and reduce fraud. 
Fraudulent insurance claims by patients, doctors and healthcare providers can 
cost the insurance companies or government health providers millions of dollars 
that would be better spent on genuine patients. Data mining can show the usual 
patterns of claims by patients, doctors and healthcare providers and help to 
establish a ‘normal’ baseline against which the claims can be compared. A ‘normal’ 
baseline is the number and types of claims that would be expected if there was no 
fraud occurring. For example, doctors and healthcare providers would normally 
be expected to make claims that reflect the types of patients and illnesses that 
they deal with. A doctor treating only kidney ailments would be expected to claim 
for drugs, medicines and treatments related to those ailments and not for other 
diseases. Unusual patterns of claims, referrals for treatment, or for prescriptions, 
can be spotted and investigated by insurance companies before the claim is paid.

The outbreak of diseases and the spread of pathogens (microorganisms that 
cause diseases) can be studied by using data mining. By discovering patterns in 
changes in the pathogens or by identifying any clusters of patients infected with 
the pathogens, it is possible to detect outbreaks of diseases earlier and attempt to 
prevent their spread.

The analysis of social and economic trends
Government policymakers rely on the data collected about their citizens to make 
better decisions for their countries or regions. The data can include information 
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about migration, a growing or ageing population and a change in wealth by 
different groups of citizens. Data mining allows trends to be discovered in the 
data and allow governments to make preparations for the future.

Social media data mining collects and analyses information from various social 
media platforms. Posts, comments, tweets, images, and the items clicked on, are 
analysed to create social profiles and to predict how these groups will react to 
marketing strategies and social pressures. The use of artificial intelligence and 
powerful computer systems allows this analysis to occur in real time. Companies 
can exploit the opportunity to adapt their marketing quickly according to the 
conversations and communications of social media users. Political parties can 
also use such data mining to try to influence voters in elections by quickly 
analysing chats and postings and targeting their campaigns accordingly.

An economic trend indicates how well, or not, a country or region is managing 
financially. The economy of a country, or region, includes all the financial 
transactions that occur. Again, there is a massive amount of data that has to be 
analysed. Data mining is used to discover the underlying trends in the economy. 
These trends can be used to make forecasts of stock market prices, the effects of 
changes in taxes and employment rates.

12.3 Social networking services/platforms
Social networking services provide an online platform for people to share 
ideas, views, digital videos and images with others. People can start, and build 
upon, a social relationship with others who have similar interests, activities or 
relationships. This means users can connect to almost anyone else who uses a 
social networking service and these people can connect to other users to form 
a ‘social network’ of users. Social networking services use computer networks 
to connect people, businesses and organisations, usually over the internet. They 
can be used on almost any web-enabled computing device including desktop 
computers, laptops, tablets and smartphones. 

Various types of social networking service exist. There are those services that 
connect people with existing friends, those that connect professional people 
according to their jobs or employment, and those that connect people looking 
for information about family history or for carrying out other research.

Online social networking platforms share common features. Most allow and 
encourage the creation of profiles by the user with the facility for the user 
to add or create content linked to that profile. The profile can be linked to 
similar profiles on the platform to create a social network. Social networking 
services use Web 2.0 technology and standards because these allow the active 
collaboration of users who can interact with each other on websites in ways that 
were not previously possible. Web 2.0 technology places the emphasis in websites 
on user-generated content, cloud computing and social networking. Today, the 
term Web 2.0 is not often used because nearly all websites use its standards and 
features but without it social networking as known today would not have been 
possible. Profiles created on one social networking platform are specific to that 
platform and not usually shared with other platforms. Users have to create a 
profile for each platform they use.

The facility for users to create content on websites is used by businesses who 
encourage customers to review their purchases and purchasing experience, trips 
and visits to places. Reviewers can interact with each other in a form of social 
networking. This can lead to increased sales and more profit for the businesses.
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Activity 12h
Explain how Web 2.0 technology has enabled social networking to be developed.

Chat rooms
A chat room is an online space that is used to share information with other 
users. While instant messaging is only between two people, chat rooms involve 
multiple users at the same time. The participants in a chat room are connected 
together via the internet (or other network) and chat rooms are usually, but not 
always, set up to discuss a specific topic. Topics can be about almost anything. 
Users of chat rooms often have a nickname or user ID that allows them to 
hide their real name. This means that participants can be anonymous enabling 
them to express views or behave in ways that would not be tolerated in real, live 
conversations or situations. It is important to choose a nickname or ID that does 
not reveal who you are and not to disclose personal information about yourself 
when using chat rooms. Young and vulnerable people can be placed in danger 
when using chat rooms as other users may not be who they pretend to be.

Chat rooms use a protocol called Internet Relay Chat (IRC) which breaks 
the data into packets that are sent between the user’s device and the chat room 
server. When a user logs into a chat server, the server can show all the chat 
rooms that are available and give the user a choice of room to join.

The server sends all the messages from the user to all the other users.

The user sends message
from a smartphone to
the chat server   

Message is echoed
to all users  

Message is echoed
to all users

Message is echoed
to all users  

Message is echoed
to all users  

▲ Figure 12.6 A chat server with clients

Some chat rooms do allow private messages to be sent between users and these 
messages appear separately from the group messages.
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Uses of chat rooms by individuals
Chat rooms are used to share information with a group of other users in a 
similar way to a face-to-face discussion or conversation between people in a real 
room. Conversations are in real time and the interactions can be between others 
known to the group members or with complete strangers. Individuals use them 
to discuss any topic of interest to the group.

Chat rooms are set up with rules that govern how the users should behave while 
participating. This is to prevent, for example, the use of bad or inappropriate 
language; the spreading of hate or racist ideas; or advertising. Other restrictions 
could include the use of repeated messages to overwhelm others. These rules 
are important when the chat room is open to the public but would not really be 
necessary for those set up for employees of businesses or government departments.

Chat rooms are usually set up for specific groups of individuals, for example, a 
chat room for those interested in railways; those interested in hill walking; or for 
any other activity or topic. Sometimes, participation is restricted to only those 
who are invited but other chat rooms are advertised and open to anyone.

Uses of chat rooms by businesses
Business owners and employees set up chat rooms to communicate with 
other business owners or employees. This is to ‘network’ with them to make 
contact, discuss business ideas and encourage trade. Business people who chat 
in chat rooms can increase their awareness of other businesses and make other 
businesses aware of them. This can result in an increase in commerce between 
the businesses. By hosting a ‘special event’ chat room, for example, a discussion 
on new trade regulations, business owners can hold discussions that advertise 
their goods and services to encourage others to trade with them.

Uses of chat rooms by governments
Governments can use chat rooms to hold discussions with interested groups 
of people. While some chat rooms are open to anyone, most government 
chat rooms are restricted because they are set up to allow discussion of policy 
between departments or for discussion of issues that are not made public. 
Government chat rooms allow employees who are in remote locations or in 
different cities to hold discussions.

Government departments, such as a revenue department, can set up a chat room 
to have a private discussion of taxes with an individual or with a business. This 
can be used instead of a face-to-face meeting.

Advantages and disadvantages of chat rooms
Chat rooms have a number of advantages for participants. Most providers make 
access to their systems available for free or for very little cost. Communication 
is near instantaneous so conversations and discussions can be in real time. This 
is a major advantage to businesses which can set up chat rooms for employees 
to gather ideas and views on products; provide training for employees without 
having to gather them all together in one place or hold meetings without 
requiring employees to leave their primary place of work. Businesses can set 
up chat rooms for individual customer support where a customer makes an 
initial enquiry and is then connected to a specialist at the company for detailed 
support. The use of chat rooms can save a business considerable amounts of 
money by reducing the costs of employee meetings and of customer support. 
Individuals benefit by not having to move from their current task as they can 
chat while doing other things on the computer.
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There are disadvantages of using and communicating in chat rooms compared 
to other forms of social networking. Obvious disadvantages are that the 
participants need access to the internet and have to be online at the same time 
as other users of the chat room.

A more important disadvantage is that users can choose names for their profiles 
or accounts that do not reveal who they really are. This can make using chat 
rooms risky especially for young people because they may reveal details that 
allow other users to learn private and personal information or even trick them 
into face-to-face meetings. The content that users type into or post in chat 
rooms is not filtered, moderated or controlled so inappropriate language, 
intimate or indecent photographs or images may appear unexpectedly and to 
those for whom it is unsuitable.

There is a lack of non-verbal communication between users of chat rooms as, 
with text-only systems, there is no information about body language, tone of 
voice or accents, emotional intonations or facial expressions visible. This can 
lead to misunderstandings and arguments and also serves to hide the true 
identity of users.

Chat rooms can be used to spread malware. Users can be persuaded to follow links 
or run software that places malicious code onto the computing device or leads to 
fraudulent activities. While this is not the fault of the chat room itself, using chat 
rooms and becoming familiar with them can make users less aware of the danger. 
Further, chat room software is not designed to deal with security issues.

Instant messaging
In contrast to chat rooms, instant messaging (IM) is a real-time communication 
over the internet between two users who are known to each other. The people 
that can communicate are listed in a contacts list which allows users to be alerted 
when others are online. Some IM services use push technology that transmits a 
message character by character so recipients can see messages as they are being 
composed. By combining communication features into one software messaging 
application or app, many ‘IM systems’ now include the sending of images, videos 
and the ability to make audio and video calls. The inclusion of group chats into 
some of these apps has blurred the distinctions between all of these services. IM 
is text-based between two people. If it is expanded to include groups of people 
and multimedia it becomes a ‘messaging system’.

Most IM apps lack the facility to communicate with other companies’ IM apps 
or software because there is no agreed standard protocol for the sending of 
instant messages. The Short Message Service (SMS) that forms the basis of 
text messaging commonly used on mobile (cell) phones uses well-established 
standard communication protocols to allow devices to exchange text messages 
over communication networks. IM services have no such standard protocols 
so users of one service cannot message to another service using IM. Each IM 
service provider uses its own proprietary protocols although there are some 
third-party applications that can use several protocols to allow users to message 
across different services. The creation of open standard protocols like Jabber, 
which became the Extensible Messaging and Presence Protocol (XMPP), 
enabled modern messaging systems to be developed and the use of IM to 
decline in popularity.

To use an IM service, a user must download and install IM software or an app 
from a provider, create an account user profile and log in. The app or software 
usually acts as a client connected to the IM server providing the server with the 
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user’s connection information and contact lists. The server checks to determine if 
any users on the contact list are also logged in and, if so, sends a message back to 
the client app which changes the status of that user to ‘online’. The user can then 
choose another user to message and the two are connected together with windows 
opening up to allow the users to type. The apps can use the connection information 
provided by the server to make a peer-to-peer connection directly between the users 
so that the server is not involved in the communications between users. More often, 
the apps act as clients of the server which stores and forwards messages between 
clients. When the communications session ends, the server should delete the 
connection information provided by the app and change the user status to offline.

Server

Connected client
smartphone   

Connected
client laptop  

Connected
client laptop  

Connected
client laptop

Internet

▲ Figure 12.7 Client-server connections of online users

Server

Laptops
not in the
conversation  

Laptops
not in the
conversation  

Connected
smartphone

Connected tablet

Users messaging
directly with each other  

Users
messaging
via a server 

Internet

ServerConnected
smartphone

Connected tablet

Internet

▲ Figure 12.8 Two users connected when messaging each other
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IM is not as secure as the messaging services that are more commonly in use 
today. IM service providers store the connection information, and often the 
messages, on their servers. Some encryption may be used but often it is not, so 
confidential or private information should not be sent by instant message as it 
may be intercepted and viewed by unauthorised persons.

Uses of instant messaging by individuals
Individuals use IM to send short, concise messages to another user. The 
messages arrive almost instantly and the other user can reply immediately. This 
allows a real-time conversation to occur between the users. IM is often used to 
inform the other person of, for example, the user’s location, time of arrival at a 
pre-arranged meeting or to exchange thoughts or comments.

Uses of instant messaging by businesses
IM by businesses is used between employees to exchange information about 
their activities, for example, estimated time of arrival at a meeting or in response 
to a question, but it can create security risks. Phishing attempts, the delivery of 
viruses and the theft of the employee’s contact lists are examples of the security 
risks linked to IM. Instant messages may not be encrypted so can be vulnerable 
to eavesdropping.

Businesses are also required to comply with data protection and other laws 
governing business information so instant messages often have to be kept and 
archived along with all other data. For this reason and due to the security issues, 
many businesses have strict policies regulating the use of IM for business purposes.

Uses of instant messaging by governments
Government employees use IM in the same way as anybody else. However, 
governments have to keep all electronic data exchanges, for example, emails, 
secure and have to retain them for records of their activity and for archiving and 
the use of IM is included in this. Archiving instant messages requires the use 
of IM scanning services, content storage services and other systems to store the 
large amount of data generated. This, and the lack of privacy and security issues 
with IM, means that government employees are restricted in their use of IM.

To enable the use of IM by government employees but to try to avoid the security 
issues, some governments, for example the French government, have created their 
own IM app for mobile devices. The French IM app, called Tchap, provides end-to-
end encryption to allow informal communications between government employees 
and agencies. Its use will replace the use of all other IM apps by French government 
employees who will not be allowed to use other apps for IM.

Activity 12i
Explain why confidential information should not be sent via IM.

Messaging systems
Modern messaging systems that can be used on smartphones have the ability 
to make audio and video calls as well as send images, videos and texts between 
users over the internet. Some examples of features that can be included are

» group chats that allow more than two people to have an online conversation 
in real time

» file transfer allowing images and documents to be exchanged
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» mobile payments using a mobile device to authorise a transaction instead of 

using cash or credit card
» games to play
» push notifications which are messages, notifications, alerts or requests for a 

transaction sent from a server to a client device instead of being initiated by 
the client, for example, a message from a courier stating that a parcel is to be 
delivered at a certain time

» status updates which are notifications with information about the progress or 
status of a task, process or transaction

» emoticons which are a pictorial representation of facial expressions created 
out of letters, numbers or punctuation marks, for example, :-)

» virtual assistants which are software applications that can respond to 
questions or requests; online chat virtual assistants are called chatbots.

Each messaging system uses its own software app to connect users but still 
within its own network as systems still do not easily, or are not permitted by 
the provider to, connect with each other. Web browser-based clients allow other 
computing devices to use the messaging systems.

Examples of modern messaging systems include Apple’s iMessage, Facebook’s 
Messenger, WhatsApp, Snapchat, Viber, Telegram, Line and Google’s 
Hangouts. All offer text messaging but many offer voice calls, video calls and 
multimedia exchange options as well.

Some messaging systems use end-to-end encryption to try to prevent messages 
being read or modified by unauthorised persons. Encryption is explained in 
the AS Level textbook and referred to in the sections on Communications 
technology in Chapter 14 here. The message is encrypted by the sender and can 
only be decrypted by the recipient. Any messages stored on servers are stored 
in encrypted form so cannot be understood by third parties. Sometimes the 
messages are only encrypted when in transit across networks but are stored as 
plain text. This is not as secure as end-to-end encryption. Companies that use 
end-to-end encryption are unable to give security or law enforcement authorities 
access to messages as they do not have the means to decrypt them.

Text messages
Text messages are mostly sent between users of mobile (cell) 
phones. Text messages use the SMS or the Multimedia 
Messaging Service (MMS). SMS allows only text to be sent 
but with MMS digital images, video, audio and emojis can 
be added. Emojis are graphic symbols that represent words, 
ideas and concepts in a drawing. They are designed to be 
understood regardless of the language of the reader.

Use of text messages by individuals
Personal and business text messages are often used when a short, simple or 
informal message is needed as they are a quick and easy way to communicate. 
Instead of an email or phone call, a text message can be used when it would be 
inappropriate or impolite to interrupt the recipient who may be busy or even asleep.

Use of text messages by businesses
Text messages are used by businesses to ask for confirmation of orders, to alert 
and check delivery times with customers and for sending texts advertising their 
goods or services.

▲ Figure 12.9 Sending a text message
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Banks and other organisations that deal with confidential details or materials 
use text messaging to send a one-time code, token or password (OTP) to users 
when they log into their online services. The use of two-factor authentication 
(two-step verification) adds an extra layer of security because the OTP is sent to 
the user by a different communication method than the login ID and password. 
As many people always carry their mobile phone with them and have easy access 
to it, this system can work well when the access to the phone is also controlled 
by a PIN or fingerprint. Authentication techniques are explained in Chapter 
14, Communications technology. The drawbacks are that the user must be in 
possession of the mobile phone that receives the text and the text message is in 
plain text so can be read by anybody with access to the phone.

Activity 12j
Describe how a bank could use a text message to check that the person logging 
into an online account is authorised to do so.

Use of text messages by governments
Text messages are used by governments to keep citizens informed. Alerts can be 
sent to all citizens with mobile phones when an emergency or crisis happens.

Advantages and disadvantages of instant messaging

Advantages Disadvantages

IM is in real time, can be considerably 
cheaper than text messaging as the 
messages pass over the internet, and is 
less intrusive than a telephone or video 
call.

IM is not secure. Messages are not usually 
encrypted unless they are part of a 
modern messaging app where end-to-end 
encryption may be used.

In a business environment, monitoring the 
IM of employees can be difficult. Employees 
can send unencrypted sensitive information 
by instant message or can inadvertently 
download malware. In the same ways that 
other forms of social networking are insecure, 
IM can compromise the data of a business. 
Most businesses require each employee to 
have their own corporate login provided by 
the company for IM so their activities can be 
tracked and personal messaging is forbidden.

Messages are short compared to emails and 
can be composed and read quickly.

Instant messages can, like those in chat 
rooms, be misinterpreted by the recipients. 
They are sent very quickly so errors or 
confusing sentences can be sent. As there 
are no visual clues such as facial expressions 
or tone of voice, only the text in the 
message is seen so messages that are not 
checked can be misleading or misunderstood.

IM can be carried out at the same time 
as doing other tasks without interfering 
too much with those tasks. Composing or 
reading an email interrupts other tasks 
more than does an instant message.

Employees can be distracted from their 
main task by IM.

▲ Table 12.2 Advantages and disadvantages of instant messaging
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Forums

A website, or part of a website, that allows users to communicate with other 
users by posting messages is called an online forum, web forum, or an 
internet forum. Other names for web forums include ‘online bulletin boards’ 
and ‘discussion boards’. Most forums can be viewed by visitors to the site, but 
most only allow posts to be made by users with an account. Unlike the users of 
chat rooms and IM services, members of a forum do not have to be online at 
the same time as other members. Postings in forums are visible for considerable 
periods of time whereas those on chat rooms and IM are lost once the session 
is closed.

A user with an account is called a member of the forum. Many forums have 
an administrator and a moderator. The administrator, who can also be a 
moderator, is responsible for the maintenance of the site and controls who can 
have an account and who can be a moderator. Moderators have access to all 
of the posts of members and regulate the posts to ensure that they meet any 
rules of the forum. Postings by members have to be moderated before they 
become visible to all. A forum is usually set up to discuss a particular topic and 
the rules of the forum are designed to prevent inappropriate postings and to 
ensure that postings relate to the purpose of the forum. On a forum dedicated 
to computer hardware, a moderator would only allow postings about hardware 
issues to appear.

Some online forums are ‘flat’ forums where each post or reply is added to the 
previous one and there is no other organisation of the relationship other than 
the order of the posting. Most forums are ‘threaded’ so that the relationships 
and relevance of the postings are linked to a particular topic. A collection 
of posts to a forum is then called a thread which has a title, a description of 
the thread and an original post. Members can then add their comments and 
postings until it is closed by a moderator. The number and order of threads 
can be changed or fixed by administrators and moderators depending on the 
importance or usefulness of the thread. Postings on a forum are usually shown 
in chronological order. A typical forum will show threads in order of newest first 
but the posts and replies to the posts for that thread will be in order of oldest 
first. Members can create ‘ignore lists’ which hide or minimise threads and posts 
that they do not want to see. Threads often end with members stopping posting 
through boredom, the topic being exhausted or members going off topic.

Online forums can use ‘cookies’ to record member’s use of the forum, topics 
and store login details to automate repeat logins and show whether a thread has 
new posts for the member to view. These cookies can be disabled or removed 
at any time. Regulations in some parts of the world require forums, like other 
websites, to seek permission of the user before using cookies.

Other features of online forums are being able to upload file attachments; 
some private messaging between members; embedding videos from other 
social networking platforms; the use of avatars (an image that shows up when 
a member makes a post and represents the member) and the limited use of 
formatting and other coding in posts or replies to posts. The use of HTML 
in actual posts is discouraged or forbidden by most forums. Forbidding or 
disabling HTML coding in posts is a security measure designed to prevent 
client-side code from being inserted into posts. Client-side code, code that runs 
in the member’s web browser, can be used to exploit security weaknesses and 
bypass access controls such as logins and passwords. Alternative coding systems 
such as Bulletin Board Code (BBCode) can be used to display text in bold, 
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italic or different colours. In this system, a tag is inserted before the word. For 
example, [b] This[/b] is [i]“Cambridge[/i] [b] [i]International [/i] [/b] [u] 
A Level” [/u] will appear as: This is “Cambridge International A Level” when 
the post is viewed and the code is rendered to HTML by the web browser.

Most forums have automatic mechanisms to prevent multiple postings by members 
who may try to get answers or make the same comments on a number of threads 
and to prevent threads being duplicated by members who, for example, may not have 
bothered to search for a relevant thread but just create a new one. They may also 
make use of mechanisms such as CAPTCHA to prevent automated registrations, 
automatic deletions of the accounts of unused memberships, and the facility to 
suspend members who break the rules. Users who regularly break forum rules or 
abuse others on forums can be blacklisted on a database that web forums can check 
automatically when a user applies to become a member. This can try to ensure that 
‘forum spammers’ do not disrupt the genuine activities of forum members.

Use of forums by individuals
Individuals use forums for discussion and research. Almost any topic can be 
discussed. Research can be carried out by posting questions in the search for 
information. Family history, car repairs, appliance servicing and other topics can 
all be found on web forums with members willing to help others in the search 
for knowledge or advice.

Use of forums by businesses
Businesses use web forums for a variety of reasons. The main reason that businesses 
use web forums is to connect to customers and to enable customers to connect 
with each other. By connecting with customers, businesses can allow customers 
to interact with the business and increase sales and customer loyalty. Customers 
can ask questions about products, how to use products, how to repair or maintain 
products or how to make use of after sales or customer service. Other customers 
can assist, or enhance, the traditional support role of a business by answering 
questions posed by other customers. This feature can save the business money as 
their customer support staff may not be so busy answering telephone calls or do 
not have as many emails to respond to. The ‘out-sourcing’ of customer support in 
this way has the benefit of being able to advise or help many customers at once.

Market or consumer research can be carried out using web forums. Customers can 
provide feedback about goods or services and help generate new ideas for products. 
This method can be cheaper than traditional surveys or focus groups. One benefit 
to the business is that, while the business controls and supervises the postings, 
using a web forum and being transparent to customers, feedback is usually reliable 
and honest as it is usually not anonymous and can be commented upon by other 
customers. Unwarranted or unfair criticism of products is usually quickly countered 
by other customers so the business will gain customer support and loyalty.

Use of forums by governments
Government agencies and departments use websites to distribute information 
and to promote government initiatives and ideas. This is a one-way 
communication to the public. Web forums can be used, along with other 
social networking and social media systems, to enable citizens to interact 
with and to participate in government. Governments can get feedback 
from citizens on their policies, ideas and performance. This makes the 
communication between governments and citizens into a two-way process. 
Topics and threads can be set up by government officials to gather views 
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and ideas on government policies, to react to the concerns of citizens, 
and to gather the opinions of citizens. By using two-way communication 
systems such as web forums, governments can become more transparent and 
accountable in their decision making. Many governments are using not just 
web forums, but a range of social networking platforms to do this.

Advantages and disadvantages of forums
Web forums are a good way for businesses to connect with customers. Contact 
with customers is direct and immediate. Businesses that encourage customers to 
use their web forums to discuss issues and ideas about their products will attract 
visitors to their sites which, in turn, will mean more customers and more sales. 
It will also encourage customers to return to the business so increasing sales.

One of the drawbacks to using web forums is that the discussion has to be 
started in a way that will attract and retain participants. This is not an issue 
when a forum is set up to discuss a specific topic or product with invited 
participants but setting up a discussion in the hope of attracting visitors can 
be challenging. Moderation of forums can be time consuming and requires 
skills and knowledge so that inappropriate comments or questions can be 
blocked. Blocking too many posts will reduce the attractiveness of the forum 
and users will go elsewhere. This can have a negative effect on a business. 
Similarly, having too few posts because of lack of interest will reduce the 
usefulness of the forum. A lack of new or returning customers will reduce 
the business sales and profits.

In some countries, the business or individual that provides a web forum on their 
website is held responsible for the content of the forum. This means that any 
offensive or illegal language, the use of materials that are copyrighted by others 
or the defamation of people or businesses could lead to the prosecution of the 
website owner.

Email
Electronic mail or email is a method of exchanging messages between users 
on computer networks and over the internet. Email uses the store-and-forward 
method of message exchange. A message is sent by a user to an email, or 
mail, server which forwards the message to another user. Both the sender and 
recipient use email client software applications to log into the email server but 
they do not have to do so at the same time. The server will receive, store and 
forward the email message as and when the users log in. Email protocols and 
mail servers are also explained in Chapter 14, Communications technology.

Email client software is available for almost all computing devices so emails can 
be sent and received from desktop computers, laptops, tablets and smartphones. 
To use email, a user has to have an email address, an email client which is 
usually a software application or app but can be web-based, and a connection 
to a network or the internet. Email systems allow users to check emails while 
mobile by using cellular networks or Wi-Fi connections to the internet.

Every user has a unique email address which identifies the email box from which, 
and to which, emails are sent and received. An email address is made up of two parts: 
the local part which is the unique username and a domain part which identifies the 
organisation which issued the email address. The two parts are separated by an @ 
character. The whole email address has a limit of 254 characters. Most characters are 
allowed but there are some restrictions on how they can be used in email addresses.
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A typical email address could be:

brian.gillinder@email.com

A CB

▲ Figure 12.10 A typical email address

Part A is the local address with the user being a Brian Gillinder. The period, 
or dot, between the two names is optional but is often used as there may be 
another email user with a different name in the Gillinder family.

Part B is the @ character used to separate the local part from the domain 
section of the address. Email addresses without an @ character are invalid.

Part C is the domain section. This can take various forms. It gives the name of 
the organisation which holds the user’s email box and the last few characters are 
the top-level domain and can represent the type of organisation and often the 
country in which the organisation is based. Where originally there were only 
seven top-level domains, such as ‘.gov’ for government, ‘.edu’ for educational 
establishments, ‘.org’ for an organisation and so on, there are now many 
that cover other types of organisations. There are over 250 top-level country 
domains recognised. Singapore has a country-level domain of ‘.sg’, The People’s 
Republic of China ‘.cn’ and New Zealand has ‘.nz’.

Email addresses may be in lower or upper case or a mixture of both. However, 
email standards require that different cases of characters be treated as the same. 
For example, brian.gillinder@cambridge.org must be treated exactly the same as 
Brian.Gillinder@Cambridge.org and emails be sent to and from each as if they 
were the same address.

The process of sending and receiving emails is as follows:

» The sender composes the email in an email client and addresses it to the 
recipient. An email can contain plain text and HTML codes to format the text. 
Originally emails were only plain text but the adoption of the Multipurpose 
Internet Mail Extensions (MIME) standards allows the inclusion of 
multimedia such as audio and video files and digital images. Attachments can 
also be added to email messages. The use of HTML has enabled emails to be 
displayed with all manner of text formatting, to carry inline graphics and have 
weblinks embedded in the message. A plain text email is usually sent as well as 
an HTML version because some email clients cannot use HTML. The use of 
HTML in email messages raises security issues because it can allow malware to 
be carried in emails as well as be used in phishing attempts.

» The email client prepares the message and readies it for sending using the 
Simple Mail Transfer Protocol (SMTP). All internet email servers use this 
protocol for sending emails. Some proprietary systems such as Gmail and 
Microsoft Outlook use their own protocols for sending email within their 
systems but they have to use SMTP when sending to other email providers. 
Every email message has a header which contains the email address of the 
sender, the date it was sent, the email address of the recipient, email addresses 
to which the message is to be copied if the sender has entered these, an 
address to which to reply and this may or not be the same as the address 
of the sender, and the type of content which is usually MIME. A message 
identity number is assigned to the message and this is included in the header. 
This information can be used to track the email message’s passage through 

306981_CIE_A_Level_IT_Sample_001-078.indd   34 17/12/20   4:03 PM

Hod
de

r E
du

ca
tio

n -
 un

co
rre

cte
d p

roo
fs



35

12.3 Social netw
orking services/platform

s

12
the systems and to log its progress. If the email message is invalid because 
the recipient email address is invalid or does not exist, the sender is alerted 
almost immediately. Alerts can also be made to the sender when the message 
is delivered or if the message cannot be delivered.

» The email client places the email to be sent in the outbox of the sender and 
sends it to the email server of the email provider of the sender.

» The server determines, using SMTP, the address to which it should be sent. 
The domain part of the email address is resolved from the Domain Name 
System (DNS) and the server looks up the address of the email server of the 
recipient and sends it. The message may be passed using SMTP to several 
other email servers before it reaches the server of the recipient.

» The receiving email server looks up the local part of the email address and, if 
valid, places the email message in the inbox of the recipient. The message is 
stored on the server until the recipient collects it.

» The recipient uses an email client which may be web-based, a desktop 
application or an app on a smartphone to log into the email server.

» The email message is downloaded to the recipient’s client software using Post 
Office Protocol (POP3) or Internet Message Access Protocol (IMAP). It can 
then be read by the recipient.

The diagram in Figure 12.11 summarises the process of sending and receiving 
an email message.

Sender composes and
addresses an email

message in an email
client application.

Sender’s
email server

Server receives the mail message and
uses SMTP to resolve the recipient’s
domain and forward it to the next server.    

Third party
email server

Third party servers may receive
the mail message and use SMTP 
to resolve the recipient’s domain
and forward it to more servers.

Recipient’s
email server

Recipient’s server finally receives
the mail message and places it in
the recipient’s inbox on the server
to wait for download.   

Recipient uses an email client
application to log into email server

and download copies of email
messages into the local inbox

using IMAP or POP3. The email
messages are left on server

by IMAP but not left on
the server by POP3.

Recipient reads
the email message.

Internet

Email message
sent by SMTP
from sender’s

outbox to email
server.

▲ Figure 12.11 The process of sending and receiving an email

Post Office Protocol version 3 (POP3) is used by email clients to download 
messages from an email server. By default, email clients using POP3 will delete 
the messages from the server after retrieving them. This has the drawback to the 
recipient of only being able to read the email on one device. POP3 servers use 
ports 110 and 995. IMAP allows several email clients to access and retrieve email 
messages from servers. The messages are not automatically deleted but remain on 
the server until the recipient chooses to delete them. The recipient can download 
and read messages using any number of devices. IMAP servers use ports 143 
or 993. POP3 and IMAP are protocols that work at the application layer of the 
TCP/IP suite and are explained in Chapter 14, Communications technology.

Once an email message is downloaded using POP3 or IMAP it can be read 
when the recipient is offline. If webmail is used the recipient has to be online to 
read messages. The use of webmail has the advantage that there is no need for 
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a specific email client as any compatible web browser can be used to send and 
receive webmail. However, webmail has the disadvantage that, if the connection is 
insecure, it can be freely read by third parties. Automatic analysis of the browser 
activity by services that collect data for market research or advertising purposes 
can also mean the messages are not kept secure and private. Users of webmail are 
usually required to connect to servers using HTTPS which uses encryption.

While email is a convenient and easy method of communicating, email 
messages are not encrypted during transmission or when stored on email 
servers. Users can encrypt their messages but this is not the default. Email is 
not recommended for the exchange of confidential or sensitive information and 
many organisations forbid their employees from using email for anything other 
than routine messages. Confidential and sensitive information, documents or 
other secret data must be exchanged using secure systems that use encryption.

Advantages and disadvantages of email
Email has some advantages over other forms of social networking. Senders and 
recipients do not have to be online at the same time. Emails are sent and are 
stored on email servers ready for the recipient to log in and download them at 
a convenient time. The feature of emails that allows them to be sent or copied 
to many recipients at once can be used by businesses for keeping customers 
informed or for advertising. Automating the sending of emails in response to 
an email enquiry, automatic notifications of delivery or of the reading of emails 
can save large amounts of time for busy employees. Email using the internet can 
reach recipients around the world in shorter times than traditional letters, is not 
subject to the problems of time zone differences that can affect the use of chat 
rooms or IM and is relatively cheap to use. Also, emails can carry images, links 
and file attachments as well as text which makes them ideal for communicating 
information.

Email has, along with other forms of social networking, the disadvantage of 
being insecure. Emails are not encrypted by default, have multiple copies stored 
on many email servers around the world and are stored for indeterminate 
amounts of time. Once an email has been sent, the sender usually has no 
knowledge of the route it takes or where it is stored and under whose jurisdiction 
it comes on the way to the recipient. Emails can be intercepted, retrieved and 
read after the sender and recipient have finished with them. For this reason, 
confidential, sensitive and personal information is not safe or secure in emails.

The content of emails can easily be misunderstood. Formal writing structure 
is not often used in emails as spelling and grammar errors can be made when 
typing quickly. Minor errors in spelling or wording can change the whole 
meaning of an email message leading to confusion, misinterpretation or the 
taking of offence by the recipient.

Employees can become distracted from their main tasks by having to send and 
respond to emails. Individuals can become obsessed with checking and replying 
to emails.

Emails can be wrongly addressed so they either do not get received or go to the 
wrong recipient. Such mistakes in addressing can be a minor nuisance requiring 
the message to be sent again or cause great difficulty or embarrassment if 
received by the wrong person.

Emails can be overlooked, ignored or not received which means that important 
messages are missed. Large numbers of emails being received can lead to ‘email 
overload’ and add to the levels of stress and anxiety of recipients.
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Large quantities of unwanted emails, called spam emails or just spam, can 
distract recipients, fill up inboxes and email servers and slow down network 
traffic. Although anti-spam software and filtering by email providers has 
reduced the amount of spam emails, they are still a nuisance to email users. Very 
large volumes of emails sent on an email server may cause it to crash. This is 
known as email bombing.

Email messages, as well as instant messages, are used by fraudsters who attempt 
to obtain personal and confidential information by phishing techniques. While 
the anonymous sending of emails is difficult (the sending address is clearly 
shown in the email header and ‘reply to’ sections), creating false email accounts 
is relatively easy to do. Using false email addresses that appear to come from 
reputable organisations such as banks, phishing tries to direct the recipient to a 
fake website by placing instructions, warnings or alerts and links in the email 
messages. The alerts are to persuade the recipient to use the instructions and 
links. The links and fake website are made to resemble the true website so the 
recipient is fooled into using them. Once at the fake website, the victim is 
requested to enter personal information which is then collected by the fraudster. 
The information is then used to access the victim’s bank account and steal 
money or to carry out fraudulent financial transactions. Emails are the most 
common way that phishing attempts are carried out.

Blogs and microblogs
A weblog or blog is a social network platform to which a writer, or group of 
writers, often called bloggers, can use software tools to post content. They are 
web pages that can be used by authors as diaries or journals, as a platform on 
which to display their work, or to present information and opinions on a specific 
topic. Posts are shown in order on the web page, with the latest posts first and 
the oldest appearing last. Blogs may be used as diaries or journals by the authors 
who add content on a regular basis. Some blogs allow readers to add comments 
or posts in reply to the posts of the author.

Most blogs have a similar page structure with a header, main content area and 
sidebars which carry information about the authors and their profiles. There is 
usually an area for links and privacy policies, contact lists and other information 
about the page. Static web pages often do not have these elements. Static web 
pages are not updated regularly and some are never updated.

Blogs are regularly updated and most authors try to make sure that their posts 
are not too long that readers lose interest, but are long enough to convey their 
message, place images appropriately so that the text wraps in a way that draws 
attention to the image or uses the image to illustrate a point, and use headings 

Activity 12k
1 Explain why email is described as being a ‘store-and-forward’ system.
2 Describe the make up of a typical email address.

Activity 12l
1 Explain why users might choose to use webmail rather than use a dedicated 

email client to send and receive their emails.
2 Explain why some users prefer not to use webmail.
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sensibly to draw attention to the post but not overwhelm it. A change of font 
can be used for the header or in the text to make the post more attractive and 
attention grabbing.

Use of blogs and microblogs by individuals
Individuals create and use blogs for many reasons. With access to the internet, 
bloggers can communicate with a very large audience and ‘talk’ about any topic 
they wish. Some bloggers share their personal lives with others by relating every 
minor detail of their daily lives in a blog. Others will make known their views 
on more serious topics such as the global economy or human rights issues. 
Bloggers can attempt to make money from blogs that become very popular, and 
some manage to make this a full-time occupation. The blog can be used as a 
marketing tool by the addition of advertisements, collaborating with advertising 
networks, by selling of digital products or even memberships.

Microblogging is the addition of small snippets of content to a blog. A short 
piece of text, a single image or a link to a video or other content is a microblog. 
Individuals sometimes use microblogs to describe activities such as what they 
are doing or like at that particular moment in time. An example of a microblog 
platform is Twitter.

Use of blogs and microblogs by businesses
Businesses use blogs for advertising purposes and as a way to increase customer 
satisfaction. Sponsored posts on bloggers’ sites add to the income of bloggers 
but raise awareness of the products and bring new customers to the businesses’ 
own sites. Search engines will automatically scan blogs along with other 
websites for keywords and show the results to customers looking for product 
information. Having a large number of mentions will increase the number of 
times that a customer sees the business information.

Customers can be kept up to date about the activities of the business, allowing 
the business to quickly share information about new products, updates or 
recalls. News services use blogs to inform readers and express their opinions. 
This also encourages users to use that news service more.

Use of blogs and microblogs by governments
Governments and government agencies use blogs to attempt to keep citizens 
informed of their activities. The blogs show photographs and comments about 
actions and events that citizens might be interested in or that governments want 
them to know about. The blogs are often open to readers to add comments or 
opinions so that the government can get some feedback.

An example of a US government agency blog is NASA’s blog that is usually 
updated daily with information about its space activities. Another example is 
the Indian government’s use of blogs on its official portal to spread news and 
information and to request feedback from its citizens.

Advantages and disadvantages of blogs and microblogs
Blogging has enabled people to communicate with audiences around the 
world. Many people have made it a full-time occupation and can make money 
out of their blogs. By having a lively and interesting blog about themselves, 
their activities or their chosen topics they can attract audiences and visitors 
to their sites. 
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Some of the advantages and disadvantages of individual blogging are shown in 
the table below. 

Advantages Disadvantages

Full-time blogging has many of the 
advantages of self-employment: bloggers 
have more time to themselves and for 
family, they can organise their time 
themselves and do not work fixed hours, 
they do not answer to supervisors or 
managers and their blogs attract people 
to an existing business so can help to 
indirectly increase the blogger’s income.

But the disadvantages of self-employment 
also apply: bloggers work alone and need 
to be self-motivated because they may 
have to work long hours to generate 
enough income to make a living, they 
cannot work and earn money when they 
are ill, they can spend too much time 
writing and servicing their blogs and this 
can have a negative effect on their social 
and personal life, they may lack physical 
exercise or activities due to spending 
excessive amounts of time at a computer 
screen and by devoting all their time to 
updating their blogs, bloggers can develop 
health issues themselves.

Blogging can assist and help people with 
particular problems such as obesity, mental 
health issues and physical disabilities. 
Sharing experiences and offering advice 
or just reading about others with 
similar issues has been shown to help 
considerably. 

Some bloggers may develop a fixation 
or obsession with blogging and do little 
else. This can lead to the person becoming 
socially isolated or developing mental 
health issues.

Many bloggers improve their literacy skills 
by having to write large amounts for 
their blogs which are commented upon by 
others.

Bloggers writing about specific topics will 
find that their topic knowledge improves 
and they may become seen as experts in 
that field, and bloggers can reach very 
large audiences.

Bloggers are responsible for any postings 
on their blog and may be liable to 
prosecution or litigation. Bloggers who 
make derogatory comments, defame their 
employers or blog about company business 
without authorisation from the business 
may be required by the employer to remove 
the blog, be subject to disciplinary action 
or be fired by the employers or all of these. 
There is the possibility of online insults, 
attacks and threats against a blogger. 
Internet ‘trolls’ can use the anonymity of 
postings to target bloggers. As with other 
social networking methods, these attacks 
can have severe detrimental effects on the 
targeted person.

Blogging can increase the number 
of people using minority languages. 
Publishing books and magazines in 
minority languages is expensive and they 
have a small number of readers.

▲ Table 12.3 Advantages and disadvantages of individual blogging
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Many businesses now make use of blogs to advertise their services and products. 
The table below shows some of the advantages and disadvantages of this.

Advantages Disadvantages

A blog run by a business can increase 
customer awareness of the products and 
increase customer satisfaction which will 
lead to more sales and profits. Improved 
customer relations, customer involvement 
in product development and maintenance 
can all add to sales and profits.

Very few customers actually take part in 
blogs run by businesses, so the feedback 
and comments do not always produce 
reliable data. Some postings may be 
untrue, inflammatory or derogatory so 
careful consideration by moderators has 
to be made about whether these can be 
publicly shown.

Postings to company blogs must be 
constantly monitored and it is important 
for businesses to respond quickly to 
postings in case customers lose interest 
and do not return. This can make the job 
of company moderators difficult and time 
consuming, distracting them from more 
important company business.

Businesses using blogs must have a 
company policy about the content and use 
of postings, must make sure all employees 
are aware of the policy and take steps to 
enforce it.

▲ Table 12.4 Advantages and disadvantages of business blogging

Social media

▲ Figure 12.12 There is a large of variety of social media apps and websites

The term social media is used to describe applications and websites that have 
facilities for people to post and share content in real time. While there may be 
some restrictions put in place, usually as soon as a user adds or posts content, 
other users of the social media platform can view it. Social media sites can be 
accessed using apps on smartphones and tablets as well as by using software 
applications or web browsers on desktop and laptop computers. Dedicated social 
media websites, forums, blogs and microblogs, chat rooms, photograph and 
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video-sharing sites, virtual worlds, some forms of online gaming and other ways 
of sharing content can all be included under the broad term of social media. 
Social media sites have a number of features in common with each other as they 
all require users to create a profile specific to that social media platform before 
the user can make use of the platform, all enable and encourage the connection 
of user profiles with other profiles, all depend upon content generated by users 
and all use Web 2.0 technologies.

Joining and creating a profile on a dedicated social media platform is usually 
free but there are usually restrictions on who can join. An email address is 
essential. Age restrictions are the most common with persons under 13 years 
old being banned. A requirement for under 18s to be enrolled in a school is 
another common requirement. This is to attempt to protect young people from 
exploitation or exposure to inappropriate materials. A profile contains information 
about the user and is shown on a web page unique to that user. Links and 
connections to other users can be automatically created by comparing existing user 
profiles with the list of email contacts found in the user’s smartphone or webmail 
account, an automatic search of the site’s profiles of existing members or a manual 
search by the user of the existing member profiles. Searches can be based on any 
information that could be found in a profile. Typical searches are for users whose 
profiles show that they live in a particular region of the world, have particular 
likes or views, schools, colleges, places lived in or names. Most sites will allow the 
details of a user profile to be hidden from public view by adjustments to privacy 
settings by the user. Keeping personal details hidden is a method of preventing the 
details from being stolen and used for malicious or fraudulent purposes.

A typical profile on popular social media sites will include the name and a 
photograph of the user, a collection of personal information about the user, a 
list of ‘friends’ or people that are connected to the user and sections for the user 
to post their content and for others to add their comments. The content can be 
made available to any other member or can have restrictions as to who can view it.

Use of social media by individuals
Individuals make use of social media platforms to create and maintain personal 
relationships, to interact with others by sharing content such as photos, videos, 
messages, views and comments about their everyday activities, holidays and 
other experiences.

Social media can be a useful way of checking up on other people since there 
is a great deal of personal information posted in profiles. Applications for 
employment can include references to a user’s social media profile for employers 
to see. Some employers will explicitly check the social media profiles of job 
applicants and their postings to try and find out more about the applicant.

There are digital divides amongst social media users. While the apps or software to 
use social media are usually available for free, some populations lack easy and cheap 
access to computer devices and to the internet. Poor or remote areas also lack the 
infrastructure to enable the population to access social media. Where social media is 
readily available, young people tend to access it more often than older generations.

Use of social media by businesses
Businesses use social media for marketing purposes by connecting with or 
contacting existing and potential customers, to track and analyse social media 
conversations and trends, and to allow their employees to keep in contact with 
the business and each other on an informal basis. Businesses use data mining 
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to look for trends in the large amounts of social media data that they can 
collect or buy from the owners of social media platforms. Of particular interest 
to businesses are social media conversations that go ‘viral’, or spread rapidly 
because these are the conversations or posts that will be seen by most users in a 
short time.

One of the features of social media is that individuals can link the profiles of 
others to their own so that they are automatically shown or alerted to any new 
postings. This is known as ‘following’ and more individuals follow businesses 
than follow celebrities on social media. Businesses can exploit this to draw 
attention to their products and services by making regular updates to their 
profiles or postings so that these are automatically shared with their ‘followers’ 
and raise the brand awareness.

The postings can also contain links to the business website and increase the 
number of visitors which can increase sales. Customers who are aware of a 
brand and of who runs the businesses are more likely to buy new or replacement 
products from the business because of what they can see on social media. In 
this way, the business uses social media to ‘humanise its brand’, a strategy also 
known to increase customer loyalty and sales.

News organisations make considerable use of social media to distribute news 
information and their opinions. The organisations have taken advantage of 
the fact that many people use social media very often. News items posted on 
social media are quickly distributed. The opinions of journalists and news 
commentators can spread across the world very quickly. Local traffic news 
and news items of local importance, local activities and events can quickly be 
advertised on social media. News of national and international importance 
can be posted by government departments. Social media can act as a source 
of current news with local government, law enforcement agencies and news 
organisations posting updates to their shared profiles.

Many people use social media as their primary, or only, source of news because it is 
quick and easy to access. Drawbacks of using social media as a news source are that 
it is difficult to verify the accuracy or honesty of a news item or opinion without 
cross-checking with other sources and the views and opinions of the writer may 
be biased, not appropriate or extreme but there is no means of countering them. 
Because social media postings can spread unchecked so quickly and be added 
to and reinforced by replies or additional postings, extreme opinions and fake 
news can easily become accepted as the norm. This is especially true when it is 
spread among restricted groups of social media users where replies and comments 
reinforce the views and opinions without any counter arguments being made.

Fake news is a term that is sometimes used to describe information that is a 
hoax, distorted, false or is disinformation, that is, information created and 
spread with the intention of deceiving people. It is a vague term popularised on 
social media and is often used to try and discredit political opponents or people 
with opposing views. Social media platforms are the ideal method of spreading 
false news and ideas because so many people use social media, there are many 
connections and shares to others and users are from all around the world. The 
spread of false news relies upon the increased willingness of people to believe 
news or ideas that appear on social media because they often appeal to their 
emotions or are not verified or no counter arguments are provided.

Social media can be used to disseminate useful and important information. 
Traffic news and weather alerts are posted to social media so that they can be 
quickly spread to warn users. Traffic conditions can change quickly with accidents 
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or holdups causing disruption to travellers. Frequent updates to social media 
can help people plan and amend their journeys to avoid unnecessary congestion 
and delays on roads. Airlines, railway and shipping companies post urgent 
notifications to social media and advise travellers to keep a watch out for up-to-
date information about their flights and journeys so that they can be advised 
about any unforeseen circumstances that could cause cancellations or alterations. 
Weather conditions can change very rapidly so information posted to social 
media can help people be aware of and prepare for these. The sharing of alerts 
and changes in conditions by users of social media is now an important factor in 
the fast and efficient dissemination of adverse travel and weather conditions but 
does assume that the people affected are able and willing to access social media 
when their circumstances are difficult. Trapped in an airport awaiting flight 
information or in severe weather conditions may not allow access to computer 
devices, the internet or to the electrical power needed to access social media. 
So, while social media is an important medium for alerting people, it has to be 
alongside more traditional methods of getting information to the public.

Activity 12m
Why do some employers check the social media profiles of prospective and 
existing employees?

Use of social media by governments
Governments use social media to communicate with their citizens. Information 
can be disseminated, and opinions, views and comments can be returned to 
the government by social networking by its citizens. Governments can try to 
give their citizens more involvement in the decisions that affect them. Some 
governments use social media as a way to reach more people than would 
traditional methods such as newspapers or radio and TV.

People can use social media to try to influence governments and raise 
awareness of issues in their region. People can also use social media to show 
support or argue against ideas, policies and political leaders. In democracies, 
governments use social media to encourage citizens to participate in 
government, provide feedback to the government and to hold governments 
to account for their actions.

Use of social media in education
Social networking is used in education for collaboration and communication 
between students, teachers and parents. The use of mobile devices to connect to 
other students to ask questions, assist others with homework or share documents 
can improve learning. Teachers can be asked questions and send replies without 
the student having to physically find the teacher. Parents can be kept informed 
of their children’s activities and school events via social networking.

Information can be discovered and discussed on social network platforms, 
for example, blogs and wikis, that students can use and share in their studies. 
Learning can be enhanced in areas such as reading and writing. Students that 
dislike reading books often read web pages and social networking posts readily. 
Students are often more motivated to read online messages, news, information 
and articles than to read books.

Social networking can provide distance learning opportunities for students who 
are unable to attend school.
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Use of social media in finance
Financial institutions use social media for advertising their products and 
services. In most countries, financial institutions, for example, banks, are 
closely regulated but are allowed to advertise for new customers. Using social 
networking enables the institutions to bring themselves to the attention of 
millions of potential customers. Advertisements can be placed into news feeds, 
onto web pages that host blogs, onto video-sharing sites and sent to potential 
customers by email. Advertisements can also be placed into online shopping sites.

Online reviews and comments from customers are a useful way of monitoring 
the success, or otherwise, of a product or service. These can be made visible 
across different social media platforms and can act as advertisements.

Customer support is another use of social networking. Monitoring social 
networks can provide quick responses to problems and inform customers of 
attempts to resolve them. For example, a response to the reporting on social 
media platforms that a bank’s online services are not working can be very quick 
with an update as to when the problem is fixed.

General financial advice and explanations have been posted on social networks 
by major banks to educate the public. Podcasts of information have been made 
available. These uses also serve to enhance the reputation of the institution 
providing the free advice.

Financial institutions also gather and analyse large amounts of data from the use 
of social networks. Data mining can help to discover possible new markets for 
their products and services.

Use of social media in healthcare
Social media is used in healthcare by patients and by healthcare providers. 
Patients can access information about health conditions and discuss these with 
others. Self-diagnosis and treatments can be discovered without reference to 
professional healthcare providers. While suitable for minor afflictions, it is not 
recommended as a replacement for consulting a proper doctor as information 
exchanged on social media about medical conditions and treatments can be 
misleading, inaccurate and possibly dangerous. However, a discussion with 
others who have the same medical conditions and are willing to share their 
experiences can be helpful in understanding and recovering from illness. This is 
peer support and can help considerably in, for example, giving up smoking, as 
sharing the experience with others by social media can increase motivation.

Public health can be monitored and reached using social media. Outbreaks 
of disease, such as Covid-19, can be monitored and controlled by using social 
networks. Contact tracing of individuals who may have come into contact with 
disease carriers can be accomplished using, for example, IM, contact apps on 
mobile devices or posts on social media platforms. In times of public health crisis, 
social media platforms can spread information and alerts very quickly. However, 
the spread of inaccurate and deliberately misleading information about health 
issues can be a serious problem as it is often difficult to distinguish the truth.

Healthcare providers and professionals use social networking to share 
information between themselves and with patients. Reminders and alerts about 
scheduled medical treatments can be sent by instant message or email. Reminders 
and advice on how to avoid infections or injuries can be posted to social media 
platforms. Updates and news about healthcare provision can also be posted.
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People training to be healthcare providers can access information and can 
engage in group discussions to support their learning and training.

Advantages and disadvantages of social media
Social media has a number of advantages and disadvantages set out in the table below.

Advantages Disadvantages

Enables people from all around the world 
to connect and communicate with each 
other. People can connect to family and 
friends, to others with similar thoughts, 
religious views and interests and share 
content such as text, images and videos.

Adding posts to social media conversations 
without carefully considering the previous 
posts or feelings of others can produce anxiety 
and stress in others and create a negative 
perception of the person making the post.

Cyberbullying can lead to low self-esteem, 
depression and other mental health issues.

Cyber-stalking can produce online and 
physical threats to users. The spread of 
false or misleading information is difficult 
to control. It is also difficult to distinguish 
real information from fake.

It requires few skills, can be low cost 
and can be seen by others very quickly 
regardless of the location of the users.

An internet or mobile connection is 
required and this may be expensive in some 
areas of the world. The tool used to access 
the social network (e.g. smartphone) can 
also be expensive in some areas.

Personal or confidential information can 
be seen by others, stolen or lost if users 
do not take precautions to keep data safe 
and secure. If unauthorised people obtain 
and use the personal data of others, they 
can use it to commit fraud, or embarrass or 
humiliate users of social media.

▲ Table 12.5 Advantages and disadvantages of social media

Impact of social networking
On individuals
Using social media can be a rewarding experience and can be used to connect 
with, and keep in contact with, friends and families from all around the world. 
Using social media can have positive effects; for example, it can provide help 
and support for people with health problems. There are social media groups for 
sufferers from obesity, various diseases, and those with disabilities. By sharing 
issues and problems on social media, individuals can be supported and helped.

However, there are concerns that the use of social media can have adverse 
effects on individuals. Users of social media are more likely to be extroverted 
and open on social media but are less likely to be afraid of hurting the feelings 
of others compared to when talking face-to-face. This can often lead to open 
and frank discussions about topics. On the other hand, as posts and comments 
are permanently displayed and available, the uncontrolled and hurtful views 
of others can have damaging effects on the psychological health and mental 
well-being of individuals. Individuals who frequently check on the activities of 
friends can develop a fear of missing something and being left out of activities, 
or of not being part of the group. This has been linked to mood swings and 
depression in some people. There is also the fear of being hacked, of personal 
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details being used by unscrupulous people or of employers, school and college 
officials reading the social media posts and this can lead to increased levels of 
stress and anxiety in individuals.

The ability to check up on others and to find out personal information has 
drawbacks. Users can ‘stalk’ other users by looking at the status updates, posts, 
images and comments and use this to track the movements and activities of 
individuals. New friends or acquaintances can be investigated, ex-partners or 
colleagues can be ‘watched’ or followed online. As well as upsetting and causing 
fear and anxiety in the person being stalked or watched, the stalker can also 
develop mental health issues which can have a lasting effect on their behaviour.

Most social media platforms do not carry out background checks on users when 
they join and set up a profile. Often all that is required is an email address and the 
answers to a few questions. Provided the email address is valid then the answers to 
the questions can be fake. This makes it easy for people to create false profiles and 
to hide their real identity. People seeking new relationships can set up a fake social 
media account with a profile designed to attract and interest others. Deceptive 
romantic relationships can develop in this way, a process called ‘catfishing’, in 
which a person is targeted by another on social media. The aim is to target a victim 
for abuse or fraud, the victim of catfishing often being persuaded to send money 
to the attacker in the belief that the attacker needs support. Many people have lost 
large amounts of money by becoming victims of fake profilers on social media.

Fake profiles are used by adults who attempt to befriend young people with the 
aim of influencing or abusing them. By pretending to be much younger, using 
false photographs and creating a fake profile containing the type of personal 
information of a teenager, an adult can pretend to be of the same age group 
as an intended target. Young people get satisfaction from befriending others 
on social media, posting photographs of themselves and having the approval 
of others and this can lead to risk-taking or being abused. Young people are 
always advised to keep the amount of personal information they show in their 
profile to a minimum, never disclose these details to strangers, never post 
compromising photographs of themselves or others, and never befriend or 
connect with strangers on social media. Young people are also advised to report 
any inappropriate or unusual requests to make contact with strangers. Parents 
are advised to check who their children are in contact with on social media and 
what their children are posting. However, checking a child’s several hundred 
online connections can be very difficult.

When individuals using social media are not approved of or are not accepted by 
their peers on social media, they can become emotionally distressed. This effect 
is seen in teenagers who try to emulate the appearance and personality of others 
on social media to try and be accepted or become part of a peer group. If they 
fail, or are mocked online, then they can develop health issues. On occasions, 
retaliation can occur and the person being mocked becomes a bully by mocking 
others in turn. Bullying online is called cyberbullying. Studies have shown that 
occurrences of cyberbullying are increasing on social media platforms. The 
intensity, duration and frequency of being cyberbullied can all have a negative 
impact and significantly lower the self-esteem of an individual.

There are numerous cases of people losing their jobs after posting inappropriate 
or silly images or comments to their social media profiles. Employers can check 
what is being posted to business accounts and to private accounts and may not 
approve of the postings. This can become an issue even after many years as 
social media postings remain visible for a long time.

306981_CIE_A_Level_IT_Sample_001-078.indd   46 17/12/20   4:04 PM

Hod
de

r E
du

ca
tio

n -
 un

co
rre

cte
d p

roo
fs



47

12.3 Social netw
orking services/platform

s

12
Activity 12n
1 Explain how some social media platforms allow users to create fake accounts.
2 Explain why parents find it difficult to protect their children from fake users 

on social media.

On businesses
Business profiles on social media allow companies to have a global audience 
with little cost to themselves. Most social media content can be produced 
quickly and cheaply, often with little formal training. This compares to the need 
for the high-quality content that needs to be created by advertising agencies for 
use in traditional advertising on television or cinemas or on posters. Further, 
while traditional advertising takes considerable time to develop and appear, 
social media advertising can be almost immediate and reach many potential 
customers very quickly. Another benefit of using social media to advertise is 
that the postings are more permanent, so they remain visible far longer than 
advertising on billboards, television and in cinemas. However, when there are 
many posts being added, advertising can quickly be displaced by new posts and 
disappear from sight.

Businesses can offer their followers on social media the possibility of customised 
discounts or offers in order to increase sales. An airline company in the USA 
offered free food and a free flight to the first customers to use its new service 
out of San Francisco or Los Angeles. The customers were required to post their 
location and time on a specific social media platform when checking in for the 
flight. A fast food company, McDonalds, once offered a discount to customers 
if they made a social media posting while actually purchasing food in one of 
their restaurants. Other restaurants use social media to show customers how 
their food is sourced, prepared and served, and provide a platform for diners to 
review and comment upon their experiences in the restaurants. By responding 
to reviews, restaurants and also hotel proprietors can easily deal with customer 
complaints or acknowledge praise.

The use of social media platforms or sites to advertise products and to attract new 
customers can be subject to abuse. There is evidence that some customers are paid for 
posting good reviews for products, that some reviews are fake because the customer 
making the posting has not purchased the product, that some reviews are posted by 
employees or owners of the business or some postings are generated automatically by 
computers. Users of social media who become customers as a result of fake postings 
and reviews are misled into buying different or substandard products or services. This 
is an example of social media being used to misinform and to defraud people.

On governments
Social media has made citizens more aware of the activities of their governments 
and allowed more insight into what governments are doing. Governments can 
use social media to distribute their ideas and views and become more transparent 
in their activities. Citizens can hold their governments to account more easily 
because of the free use of social media to quickly spread news and ideas.

Social media is difficult for governments to control as it is freely available on the 
internet. In some areas of the world, social media is controlled and policed by 
governments who are concerned that their citizens might use it to cause dissent 
and unrest in the country or publicise activities that the government might 
not want people to know about. Methods of control by governments include 
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passing laws that make it illegal to use some or all social media, blocking access 
to social media platforms, controlling internet access or restricting access only 
to government approved social media platforms. Other attempts at censorship of 
social media include making it illegal to post links to certain websites or to share 
information from certain sites.

A positive use of censorship of social media is the banning of links and 
information about child pornography, child and people trafficking, drug 
trafficking, terrorism or similar threats to society. It is illegal in most countries 
to post or share indecent images of children and those that do so, even if they 
are underage themselves, can face prosecution and punishment. The easy 
accessibility and freedom of social media in most countries, however, makes it 
very difficult to monitor, police and control everything that is posted.

Activity 12o
Explain why using social media may cause anxiety and stress.

12.4 Impact of IT
On society
A society is a grouping together of people. It can be a small group of people 
with common interests, a community or a nation of people. IT and its tools for 
storing and manipulating data and for communicating information have had 
impacts on the common traditions, institutions and group activities of a society 
and on the way that people work in the society. The use of computing devices, 
mobile technologies, multimedia technologies and the internet all have an 
impact.

Sport

Athletes can use wearable technology to monitor and record their heart and 
breathing rates, speed, distance covered, location and other performance 
information. Small electronic devices can easily be attached to clothing, footwear 
and body areas to communicate data collected from sensors to central computer 
systems where it can be analysed. The use of data mining and artificial intelligence 
systems to track performances can add to the information that coaches and 
trainers have at their disposal. Coaches and trainers can use the analyses to 
enhance the athlete’s or team performance. Decisions that affect the team strategy 
can be made during games by using IT to track and monitor players on the field.

Software packages can be used to monitor and analyse data about individual 
athlete’s nutrition, training and fitness. Software can calculate the body 
fat percentage, body mass index and the fitness compared to age rating of 
individuals. Sharing the data on social media with other sports people can 
provide an element of competition but may have detrimental effects on the 
individual. For example, comparing their own body shapes and weights with 
those of others can be psychologically damaging or result in a lowering of self-
esteem if the others appear to be doing better.

Prosthetic limbs and better sports equipment can be designed using computer-
aided design software and created with 3-D printing technology. This can 
ensure that the fit and feel of the limbs and equipment is customised to 
individual athletes which can lead to enhanced performance.
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Sensors, video recording and replay can also be used to enhance the experience 
of spectators and to assist in making judgements during games and tournaments. 
Sensors placed in balls, on goal posts or on courts can ensure that scoring 
decisions are accurate, fair and unbiased. They also allow the paths of balls to 
be tracked and analysed by computers almost immediately for the production 
of game statistics or to show replays overlaid on live action. This can add to 
spectator involvement and enjoyment and increase the popularity of the sport.

Supporters are able to view and enjoy watching sports from around the world in 
real time. The use of modern telecommunication links and high-speed internet 
connections allows live action for sports anywhere in the world to be brought to 
viewers anywhere else in the world. Viewers can use digital television systems, 
smart television sets with internet connections, mobile devices such as tablets or 
smartphones and other computing devices to view sports fixtures and tournaments 
as they happen. Social media platforms via apps and web-based systems can also 
be used. Despite the high access costs to the end-user, the impact is that sport has 
been made available to more viewers than ever before by using IT. By being able to 
view more sport, more people may be encouraged to take up sport themselves.

Decisions by on-field referees or umpires can be reviewed by video-assistant 
referees (VAR), the television match official (TMO) or third umpires 
that watch the game unfold in real time. A VAR or TMO has the same 
status as other match officials and, by using video technology and wireless 
communications, can assist the referee on the field in making decisions that 
affect the play. How the official interacts with the referee and the decisions is a 
matter for the sport itself, but all rely on IT and all have changed the way major 
sports are conducted. The referee on the field no longer has absolute control 
over a game as decisions are reviewed and supported or altered as appropriate. 
Some sports allow all the conversations between referees and VAR officials to 
be overheard while some allow only some or none. This has had the impact 
of creating criticism and controversy over the use of technology in overseeing 
games where, previously, only human judgements were made. Critics have 
suggested that the technology is intrusive and spoils the flow of the games. 
Supporters of the systems maintain that it enhances the fairness of decisions.

▲ Figure 12.13 VAR in soccer

Activity 12p
Explain why soccer fans attending a match complain that the use of VAR spoils 
their experience of the game.
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Healthcare
IT has improved the monitoring and treatment of patients. Advanced machines 
controlled by microprocessors can be used to continually monitor patients sending 
data to nurses and doctors and providing alerts when the condition of the patients is 
of concern. This can enable the nurses and doctors to monitor and treat more patients 
simultaneously, reduce the number of nurses and doctors needed to treat patients, 
automatically display information in easily understandable formats such as graphs and 
charts and record data for analysis. Patient data can be more easily shared between 
doctors and healthcare providers to add to the amount of available data which can be 
used for data mining. This enables trends and patterns in diseases to be discovered.

Doctors and nurses can post their observations to medical communities using 
social media or cloud computing systems. This enables more discussion and 
the sharing of research into diseases and treatments. Patient treatments can be 
improved through the sharing of information.

Monitoring of patients can be carried out remotely. Data from sensors placed on 
patients at home, for example, sensors that monitor blood pressure, heart rates 
and electrocardiographic (ECG) data, can be sent in real time over the internet 
to healthcare providers. Patients can be continually monitored and doctors 
alerted if their condition changes. This can improve patient care and support. 
If necessary, emergency services can be called more quickly and patients treated 
faster so they are more likely to survive and recover.

Manufacturing
Manufacturing has become safer for workers through the use of IT. Workers can 
be trained using simulations of dangerous or complex machinery or situations 
and online training courses that workers can carry out in their own time and 
receive instant feedback.

Virtual and augmented reality are used to train employees to use machinery. 
These are also used during the manufacture of goods to assist in the process. 
Precise placement of parts, instant feedback on the manufacturing process for 
quality control, monitoring by supervisors and error reporting can increase the 
consistency and speed of manufacturing.

Industries are using robotics to speed up manufacturing processes. They can 
make them safer as humans no longer do as many dangerous tasks or carry out 
tasks in hazardous environments and work continuously in those environments.

Manufacturing companies do not have to employ as many workers as would be 
used on a manual production line but they have to employ technicians to service 
and maintain the robots. The costs of employing manual workers are saved but 
the costs of skilled technicians can be high. Overall, the use of robots in 
manufacturing can decrease the labour costs and, because robots can work faster, 
more consistently and continuously, the costs of manufacturing can be reduced.

▲ Figure 12.14 A robot in manufacturing ▲ Figure 12.15 A robot in car assembly ▲  Figure 12.16 Robotics in packaging 
products
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Wearable robotic devices can be used to monitor patients’ health and report 
to healthcare providers. These devices are still being developed but will enable 
doctors to monitor and collect patient data remotely.

▲ Figure 12.17 Wearable monitoring system can record data remotely

The use of artificial intelligence and robotics has enhanced the development 
of new drugs and medicines for treatment of patients. AI can analyse more 
documentation and research papers than humans and, combined with 
other data mining techniques, analyse the effects of drugs and medicines 
more quickly. Robotic devices can test more compounds more reliably and 
consistently, with repeatable results, than human technicians and can keep 
more in-depth and searchable records for later analysis. For example, a common 
compound in toothpaste, triclosan, has been found by AI robotic testing to 
be useful in treating malaria caused by parasites resistant to other anti-malarial 
drugs. The AI analysed large numbers of public databases and robotic devices 
carried out thousands of tests on it and other compounds to show that triclosan 
could be useful. A new treatment for malaria became possible.

3-D printing can be used to create and dispense drugs to patients. Drugs can be 
customised to a specific patient and ‘printed’ whenever required. There is no need 
for large quantities of the drug to be produced in a factory or stored in a pharmacy. 
Drugs can even be printed out at the home of the patient as and when required.

Healthcare providers can be contacted online to make appointments, ask for the 
resupply of drugs on prescription and seek advice. The use of VoIP and video 
calls between patients at home and doctors can save the time of travelling to the 
health centre and help the doctor to see more patients in a day. These calls can 
be made using a smartphone.

Websites and social networking communities have been set up to show and 
explain various symptoms and where medical problems are discussed. This 
increases the knowledge and understanding of the patient. These websites and 
social communities that discuss medical issues can be helpful but may be wrong, 
or dangerous, and very great care must be taken with their advice and suggestions.

The use of artificial intelligence, robotics and wearable computing has improved 
the treatment and care of patients. Expert systems, with the use of artificial 
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intelligence, can assist doctors in the diagnosis of illness and the application of the 
most suitable drugs and treatments to improve patient recovery times and survival 
rates. Robotics and wearable computing enable surgeons to carry out surgery 
and medical procedures more safely, precisely and more accurately. Using these 
computer-controlled methods, patients have surgery that is less invasive, often 
suffer less pain during recovery, have reduced scarring and recover more quickly.

Robotic devices that include telepresence are used in healthcare. Telepresence 
means enabling a person to appear to be present in a location when they are 
physically elsewhere. In healthcare, a doctor or nurse can appear to the patient 
and discuss their condition as if they were physically next to each other.

▲ Figure 12.18 A telepresence robot in a hospital

Telesurgery is a type of telepresence where a surgeon performs a surgical 
procedure while not being at the same location. The surgeon controls the 
robotic arms and tools on a robotic device to carry out the surgery. The surgeon 
may be next to the patient in the same room, in another room or at a different 
location altogether. However, telesurgery relies not only on the robotic device 
but on reliable, high-speed communication systems to exchange the required 
data between the robotic surgical tools, the control system and the surgeon. 
The surgeon requires feedback, both visual and tactile, and the control systems 
and devices need to communicate the feedback and the surgeon’s decisions 
and movements at high speed. 5G mobile communications systems offer the 
bandwidth required for telesurgery over long distances.

▲ Figure 12.19 Surgery relies on a variety of equipment ▲ Figure 12.20 Telesurgery may become possible
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Prosthetic limbs can be controlled by monitoring the electrical signals sent to 
muscles along nerves and using microprocessors to translate these into signals 
to control actuators on the prosthetic limbs. The microprocessors can receive 
data from sensors in advanced prosthetic limbs to measure the angles and forces 
when the wearer walks or moves. The microprocessor can analyse how the 
person walks and change the stiffness of the limb joints in real time according 
to the requirements of the movements. This enables the wearer to move and 
walk more easily and safely.

Activity 12q
Describe how wearable computing systems can assist a surgeon in operating on 
a patient’s eye.

Education
IT has affected the purpose and method of educating people. Education is not 
now only about learning large quantities of facts and information but about how 
to discover, access and distribute information to others and working with others. 
Using IT also requires people to be able to determine the truthfulness and 
validity of the information they find. The vast amounts of data and information 
mean students need help selecting, analysing and evaluating information.

Using IT improves the educational experience of students because lessons and 
courses can make use of multimedia, images, text and links to materials from 
resources stored almost anywhere in the world. Physical libraries of books 
and resources are being replaced by digital libraries and resources that can be 
accessed using the internet. Virtual visits to museums or historical sites are easily 
carried out using the internet.

A classroom is a space where learning occurs. In theory, any space can be a 
classroom and used for learning, for example, a field can be a classroom for 
learning about plants or a pool or river can be a place to learn to swim, but 
usually the term refers to a place where students are more formally taught 
by teachers. For example, a room in a school or a lecture hall in a college are 
classrooms. Using IT in classrooms has changed how teaching is carried out. 
Also, it has enabled different spaces to become classrooms.

Classroom-based teaching takes place in a room where students sit at desks 
and a teacher leads them through a topic. Worksheets, visual aids and other 
teaching materials are used to support the learning of the students. A virtual 
classroom uses IT to enable students and teachers to communicate, interact and 
discuss topics. It is online and often uses video-conferencing techniques to allow 
students and teachers to be connected at the same time. Instructor-led learning 
is where a teacher, or instructor, guides and assists students through a learning 
process. It can be for groups or for individuals, online or face-to-face.

Teachers can enhance lessons with IT and can, perhaps more importantly, 
customise lessons for individual students. Teachers have had to learn new skills 
to be able to use IT effectively both in the classroom and remotely. Spaces and 
areas, for example, rooms in homes, where students can access lessons remotely 
are now also classrooms.

IT equipment and software programs require teachers to think systematically 
and carefully create better teaching materials for their classes. The use of 
remote learning requires teachers to make full use of IT so that their lessons 
and courses are interesting, motivating and enable students to learn effectively. 
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This requires teachers to be not only experts in their own subject but very 
proficient in the use of IT. While the use of IT can reduce some costs, for 
example reducing the number of teachers on the payroll, it can become 
expensive in terms of equipment, software and time needed to prepare and 
deliver lessons and courses using IT.

The role of the teachers has changed too. Teachers have to prepare students to 
be able to find, analyse, understand and apply information and not just to know 
and remember it. Students can access information from anywhere in the world, 
can communicate with teachers and students from around the world and can 
learn from home using IT.

Banking
IT has changed banking from a system where customer accounts were kept at 
branches and transactions were done in person to a system where banking can 
be carried out from almost anywhere that has an internet connection. Electronic 
banking uses automated teller machines (ATM), telephone banking and 
internet banking.

Information and computing technology have enabled banks to store 
accounts and financial information in large databases for ease of retrieval and 
manipulation, to provide more flexibility for their customers and to save the 
costs of having many bank branches and many staff. Services such as credit 
and debit cards, ATM, electronic funds transfer (EFT) and EPOS, mobile 
banking, telephone banking, internet banking and electronic data exchange 
(EDI) have all been made possible by IT. IT and increased commerce have 
made banking more available to individuals and to businesses.

Internet banking, online banking or e-banking means that anyone with a 
suitable computing device and an internet connection can perform almost any 
banking activity. The only time a person needs to physically be present at a bank 
or ATM is when the transaction involves cash money.

Enquiries about bank account balances, transfer of money between accounts, 
paying of bills, converting money between foreign currencies, managing 
accounts and reporting fraud can all be carried out using internet banking. 
Most, if not all, of these tasks and the opening of new accounts can be carried 
out at any time of the day and from mobile devices such as smartphones.

The introduction of internet banking has had an impact on the banking 
activities of people with disabilities. Internet banking has enabled people 
with disabilities to carry out their banking activities without having to find 
and travel to an accessible bank branch. They can access the services at their 
own pace without stress or pressure to proceed faster because others are 
waiting in line. However, this often requires specially adapted hardware, which 
can be expensive. For example, people with visual impairments may need speech 
recognition or text-to-speech software to access internet banking.

Activity 12r
Describe how the use of online banking has made life easier for people with 
disabilities.

e-business and finance
IT has made e-business possible. The electronic transfer of funds, the use of 
debit and credit cards, online banking and online commerce use the computer 
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systems, networks and public communications systems that make up the 
internet. Individuals can purchase goods from sellers anywhere in the world, 
at a time that suits them and without leaving home. The main impacts include 
increases in global commerce and global wealth, commerce can be at almost 
any time of the day and night and can be between people and businesses based 
anywhere in the world.

Expert systems can be used by banks in financial planning and giving advice 
to their customers. The use of expert systems to provide financial advice has 
impacted on customers in that advice is more consistent and can be given 
faster than by using human advisers. Expert systems do not forget details 
about the customer’s f inancial information, but human advisers may do so. 
Training humans to give advice takes time and may not be the same for 
each adviser. The use of an expert system can be more efficient than humans 
when dealing with many customers and may give more consistent advice 
than humans.

Banks have made contactless payments using cards and mobile phones 
available. The use of contactless payments has made cashless payments more 
common and the use of cash money has decreased. In some countries, payments 
by mobile phone are more common than the use of cash.

Financial trading has been enhanced by the use of IT. Computer systems can 
be programmed to automatically track the value of, and to buy and sell, stocks 
and shares. Preprograming the system with values at which stocks or shares 
should be bought or sold has increased the speed at which trading occurs 
around the world. Human traders have instant access to the prices of stocks, 
shares and goods and can use IT to look for trends and patterns in the prices 
so they can make better decisions of whether to buy or sell. Buying and selling 
decisions can be taken and carried out immediately with the effects on prices 
being seen instantly.

Business reports make use of Extensible Business Reporting Language 
(XBRL). XBRL is based on XML which is the extensible mark-up language 
used to transfer information over the internet and has standardised the financial 
information that appears in the public reports of companies so that it can be 
sorted and searched more easily by traders.

Computer systems can calculate and display financial data in various formats, for 
example, graphs and charts, that assist owners of businesses in making decisions. 
If the owners of a business are taking out a loan to expand, the interest and the 
costs can be shown in a way that makes it easier to understand and predict the 
possible effects on the finances of the business.

Business data can be securely transferred online and payments can be received 
and sent electronically. Financial transactions are faster and more secure than by 
traditional methods such as the movement of cash.

Personal finance has been made easier and simpler by using IT. Personal 
accounting, online banking, purchasing and selling from home and from a 
small business have all been made possible by IT and by reliable, high-speed 
communications systems. The internet has enabled e-business to flourish 
amongst small and large companies. Software for personal finance can display 
data in the form of graphs and charts which assist in the understanding and 
planning of financial matters.
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Activity 12s
1 Describe how IT can assist business owners in understanding their finances.
2 Describe how IT has enabled financial traders to make more profits when 

trading in goods, stocks and shares.

News and media
IT has increased the speed at which news is collected, collated, researched, 
checked and distributed by journalists. The development of high capacity 
communication systems using fibre optic and satellite communication systems, 
data storage systems and of mobile devices has enabled journalists to find, 
research and report on news topics from anywhere in the world with a speed not 
possible using traditional methods. The internet has enabled news to be available 
at anytime from anywhere that a connection is possible. News items are almost 
permanently stored for later reference and research. News items can be sent to 
news organisations quickly so that events around the world can be reported 
upon. Live reporting from events across the globe has been made possible and 
viewers of television news can see events unfold in real time. IT enables reporters 
and journalists to be in contact with newsrooms, to show local events and to 
talk to people from all around the world. Experts in the news topics, and others 
such as local residents, can be interviewed using mobile devices with video calls.

Traditional newspapers use IT to create and print their editions. News stories 
can be written by reporters using laptops or tablets; photographs can be taken 
digitally; and it can all be sent to the editor using email or other internet-based 
methods such as cloud storage. This enables the news stories to be more up 
to date and relevant compared to the traditional methods of ‘phoning in’ a 
story or sending a hard copy. The newspaper stories are collated and set out by 
editors using IT systems and sent for printing. Editions of the newspaper or 
magazine are sent around the world to be printed locally to where they will be 
sold. IT has cut the cost of distributing newspapers and magazines as, if they are 
distributed online, there is no need to transport.

News services are making increasing use of social media. While many journalists 
believe social media postings to be an unreliable source of information, social 
media is a source of news items that can be fact-checked and used in mainstream 
journalism. Because social media is available for anybody to post news and 
stories, it is vital that postings be checked for accuracy and reliability by 
journalists that intend to use them in their own stories. Social media often posts 
new stories quicker than traditional journals, newspapers or television news 
reports. News journalism is changing from long fully checked in-depth articles 
to short posting, videos or tweets that can be corrected later if necessary.

Individuals are encouraged to respond to and contribute news stories through 
social media. Video and audio editing applications on home computing devices 
such as laptops and tablets help enable this.

Family and home
IT and access to the internet in the home has enabled better communications 
with friends and relatives and access to vast amounts of information for research 
and education. Email and other social networking systems allow families to keep 
in contact with relatives and friends from around the world more often than in 
traditional ways. The use of VoIP, video calls and messaging systems allows the 
exchange of chat, home videos and photographs between family members that 
are far apart.
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Home networks allow access to the internet using computing devices such as 
laptops and smartphones. A wireless network can easily be set up in a home 
so that each member of the household can have individual access to shared 
resources such as printers. More usefully, Wi-Fi connections provide access to 
control networked devices and appliances, view outside surveillance cameras or 
baby monitors, and to access the internet.

Home networks allow users to use apps on their smartphone to control central 
heating or air conditioning systems, lighting and televisions. Smart devices 
connected to the home Wi-Fi can be controlled remotely using the internet. 
Workers can turn on and alter heating, air conditioning and lighting ready 
for when they arrive home. Internet-enabled devices and appliances can be 
configured to monitor themselves and send usage data, for example electricity 
use, to suppliers or to reorder goods, for example, a ‘smart’ refrigerator can 
reorder perishable foods when stocks on its shelves are low. Security cameras, 
smart doorbells and baby monitors allow monitoring and surveillance of video 
and audio for security and safety purposes.

Voice-controlled devices can be used to search for information, control devices 
and play music on demand without the user having to move around or manually 
use controls. This has made multi-tasking easier as a voice command can be 
issued while doing manual tasks. For example, while cooking a meal, a voice 
request to play a favourite song or change the radio station can make the tasks 
more enjoyable.

▲ Figure 12.21 Voice-controlled Amazon Echo ▲ Figure 12.22 Other devices are incorporating this technology

Smart television sets allow voice control by the user. Infra-red remote controls 
are replaced by the use of voice commands. This requires the TV set to ‘learn’ the 
voice and dialect of the user and to store these for reference. Security concerns 
have been raised over the use of voice control of TV sets and other devices because 
these devices must always be listening out for commands. Whatever is spoken in the 
vicinity of the devices can be recorded and often this is on the servers of the supplier 
of the device. Personal and confidential conversations can be overheard with the 
resulting loss of privacy. Such concerns can be addressed by switching off and not 
using the voice facility or by changing the way conversations are made in the home.
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▲ Figure 12.23 Voice control of a smart TV, often through the remote control

Entertainment
Television services make use of IT in many ways. The creation and distribution 
of TV programmes has been changed by the use of IT. Television programmes, 
from news to entertainment and movies, are recorded, edited and distributed 
using computing technology. Programmes are recorded using high definition 
television cameras and the video and audio files stored on high capacity storage 
systems. Editing is carried out in the digital domain where special effects can be 
added, unwanted materials removed and titles added with ease. Digital television 
programmes are distributed to viewers using satellite communication systems and 
the internet as well as by more traditional terrestrial broadcast systems. This has 
changed the way that people use television. Broadcasters can reach a wider audience 
that crosses regional boundaries using satellite transmissions. This makes applying 
copyright restriction and censorship more difficult for regional governments.

Streaming video over the internet has changed the way people view television 
programmes and movie content. The content is available as and when the viewer 
wants to watch and not when the broadcaster decides to show it. Viewers have 
more control over what they watch and when they watch it. Where once viewers 
had to wait for episodes of TV series to be shown, broadcasters, or content 
providers, can now make all episodes available at the same time.

▲ Figure 12.24 Streaming video services
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Computer technology has enabled the creation and streaming of home-made 
movies, or short videos, to be uploaded to internet streaming websites. This has 
allowed people to reach audiences around the world to share their ideas, views 
and to entertain. By using subscriber services, entertainers can make a living from 
their productions, whereas using traditional methods, such as making a movie 
or a TV programme, this would be difficult. A new entertainment industry has 
arisen that sidesteps the traditional movie and TV production processes.

The streaming of digital audio has enabled recording artists to make their music 
available to the listening public very cheaply. The costs of recording a song with 
a computer and distributing a song using a digital streaming website or on social 
media are very low compared to hiring a recording studio and making the song 
available on CD. Well-known recording artists’ songs are also available via digital 
streaming made possible by IT. The digital streams can be accessed from almost any 
computing or mobile device. Smartphones with Bluetooth® connected headphones 
are a popular choice for listening when moving around.

The internet has enabled radio stations to reach global audiences. Listeners can 
access thousands of radio stations from almost anywhere in the world because 
the radio station streams their output over the internet. This makes content 
available from any country to any country. Some governments place restrictions 
on what can be streamed from or received in their countries via the internet in 
attempts to restrict what their citizens can listen to. However, the overall impact 
has been to distribute news, views and entertainment around the world and 
increase people’s awareness of other cultures and ideas.

▲ Figure 12.25 Internet radio

The whole computer game industry could not exist without computing 
technology. The creation, storage and distribution of computer games is dependent 
on computing technology. Computer gaming consoles are specialised computing 
devices designed specifically for playing games. The impact of computer gaming 
has been to create a new business and commerce area in the global economy. It 
has also driven the development of better computing devices, for example, faster 
central processors and processors for graphics rendering, higher-speed RAM, 
faster solid-state hard disk data storage systems and very large capacity optical and 
holographic storage devices, because of the need for more powerful computing 
systems and devices for gaming and entertainment.
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As the need for more computing resources in devices for playing 
games increases, computer consoles may be replaced by a client-
server arrangement whereby a low-specification device is used for 
accessing high-performance game servers over high bandwidth 
communication networks. This arrangement makes the games more 
available, with more profits for the game suppliers, to more users 
because there is no need for them to buy an expensive console.

Computer games have been shown to improve visual attention skills, 
problem solving, hand-to-eye coordination and fine motor and spatial 
skills in players. Research studies on adults has shown that trainee 
pilots and surgeons who have been playing computer games as they 
grow up appear to be more skilful than those who have not. Playing 
strategy-based computer games can increase planning, resource 
management and logistical skills because resources are limited in these 
games and decisions must be made on how to use the resources to the 
players’ best advantage. Other, more complex skills, such as multi-
tasking, tracking variables and the management of multiple objectives 
have been shown to be improved by the playing of strategy games.

Government
Governments use IT to gather information from their citizens, 
distribute information to their citizens and enable citizens to apply 
for government jobs, documentation such as identity cards, driving licences, 
passports and other legal documentation.

The use of IT has made the payment of government funds to citizens faster and 
more secure. Pensions, tax repayments and other monies due to citizens are paid 
directly into the bank accounts of citizens. Citizens now receive their payments 
on the due date and can access the funds immediately. Any changes or updates 
to the payments can be made without lengthy correspondence. Citizens can also 
pay their taxes and the costs of applying for government documents online.

The use of IT and the internet has enabled the citizen to have access to more 
government information and take part in government activities. By using IT and 
the internet, governments can use websites and social media to allow citizens 
to interact and hold them to account. Information can be made available for 
viewing on websites but also sent directly to citizens’ social media accounts. 
Government websites can provide access to changes in regulations and laws 
along with the publication of details of discussions between politicians in 
parliaments and assemblies. Government activities, for example, assembly 
sessions, can be streamed live on the internet for all to see. This has encouraged 
and assisted citizens to take part in the government of their region or country.

In emergency situations, text messages can be sent to the smartphones of citizens 
to warn of approaching events or to give advice. Live streams of virtual meetings 
have enabled governments to continue to function in times when real meetings 
are not possible. In the Covid-19 pandemic that began in 2019, government 
ministers and officials, along with many other citizens around the world, could 
not meet in person so held virtual meetings and sessions so that government could 
continue with its business and inform the people. For example, in the United 
Kingdom, Parliament held its first ever virtual session and broke a 700-year-old 
tradition that all its government sessions must be held in person. Without IT, using 
video-conferencing and calls, this session would not have been possible and the 
government members would have had to attend in person, which was a dangerous 
practice at the time, or the government would have had to have been suspended. 

▲  Figure 12.26 Microsoft Xbox One S and 
Sony PS4 games consoles are being 
used in 2020
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Similar use of IT occurred across the United States of America and around the 
world. The use of IT helps governments to inform, safeguard and assist their 
citizens and to govern the country in times of extreme peril.

One impact of the increasing use of IT by government departments is on the 
environment. In the UK, the government is the country’s largest purchaser of ICT 
equipment and uses a large amount of power and resources. This adds to production 
of carbon dioxide in the atmosphere and the UK government has pledged to reduce 
this impact by the simple act of turning off the computers at night.

Politics
Politicians use IT to keep in contact with their electors. They hold web 
forums which can be accessed from anywhere with a suitable web-enabled 
device and can reach a wide audience. This can collect a wide range of views 
and suggestions from the electorate and allows the electors to question the 
politicians. A weblog can be produced by or for the politicians to give the 
perception that the electors have greater access to elected representatives. 
It provides a chronological record of postings and may include multimedia 
elements. Emails, with attachments such as posters or leaflets, from politicians 
can be sent to registered subscribers to keep them updated with information 
about the activities of the representatives. Politicians usually have a website with 
information about themselves and their activities. Online questionnaires can be 
used to collect views and suggestions from citizens to help the politicians serve 
the people better. Citizens have greater access to their representatives and can 
influence the decisions that they make in government through the use of IT.

The analysis of large amounts of data using data mining techniques is used to 
try to discover the voting trends of voters, anticipate the demands of voters, and 
to predict how political candidates will perform in elections in different regions. 
This allows election campaign managers to target areas with advertising, target 
specific groups of people on, for example, social networking platforms, to raise 
awareness of their political candidates and to influence voters to try and get 
their candidates elected. Data mining can also reveal spending patterns, budget 
trends and other patterns in government that can be used by politicians to 
inform their plans and show citizens how the government is performing. This 
affects how citizens view their government, gives them more information and 
enables them to be more involved with government.

The development and deploying of apps for smartphones made specifically 
to advertise a politician are available. Voters can ask questions, search for 
information and engage in peer-to-peer discussions with politicians and this can 
help or influence their decision on which candidate to vote for.

Social networking platforms allow many millions of citizens to learn about the 
policies, views and ambitions of their politicians and their governments. Social 
networking platforms are more open to discussion by many and can increase 
the numbers of people included in politics. However, social networks can be 
manipulated, for instance, by carefully and methodically promoting only certain 
points of view and specifically excluding opposing ideas. Extremist and generally 
unpopular views and ideas can be spread with little opposition.

Websites that can be used to find and add to online petitions have been set up. 
For instance, change.org alerts subscribers by email to petitions and surveys set 
up to influence politics. Users can easily post their agreement or disagreement 
and add their name to petitions. Local, regional and countrywide petitions can 
be set up to make people aware of issues that are of concern to people.
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Apps for smartphones and other devices have been developed to allow the 
distribution and evaluation of political information. These apps allow users to 
spread unbiased political information so that voters can become more informed 
and educated about issues in their countries. They also allow users to discuss 
and comment upon information published by governments. Apps are usually 
specific to one country and not available to voters outside that country. The 
danger is always that these websites and apps can be misused by sophisticated 
but unethical people to misguide and misinform voters.

IT has made possible the use of electronic voting systems. Voters can cast their votes 
in person by using a voting machine at a polling station. Voters can select their 
vote onscreen, press a button or insert a punched card on which they have already 
made their choice. The machine records the vote electronically and can count the 
votes cast for each candidate quicker than manual counting. Results of elections 
can be announced much quicker than with manual counting. Some electronic 
voting systems enable voters to cast their vote remotely. Web-based voting systems 
using a web browser can be accessed anywhere using the internet so voters do not 
have to travel to a polling station and can vote while away from home, for example, 
on holiday or living abroad. Electronic voting has increased the turnout of voters 
as it provides greater access to voting. There is no need to attend a polling station 
and stand in queues waiting to vote. Online voting has been shown to reduce the 
numbers of errors made by voters and to reduce the number of spoiled votes, that 
is, those votes deemed ineligible due to being completed incorrectly.

Electronic voting increases accessibility for people with disabilities to participate in 
elections. For example, visually impaired people may need assistance to use punched 
cards or place their mark on voting papers, which could compromise the secrecy of 
their vote. Electronic voting machines equipped with sip-and-puff, foot pedals and 
other technology that assists in the use of computing ensures that their votes can be 
entirely secret. Voters with physical disabilities can also be assisted by technology and 
may not need to attend polling stations in person. The use of voice recognition or 
eye movements to control computing devices can enable votes to be cast on websites.

There is a digital divide between those that can access these platforms using 
IT and those that, for a variety of reasons, cannot. One of the impacts of the 
increase in the use of IT in politics has been to disenfranchise those people, that 
is, to deprive those people who cannot access resources and services using IT of 
their right to take part in the process of government. The use of online voting 
systems may make it easier for some people to cast their vote, but it excludes 
many others because they cannot access the IT systems. However, online voting 
can encourage voting among people who usually do not go to vote because they 
dislike, or cannot undertake, the experience of physical voting.

Electronic voting also has drawbacks and hidden biases. It is subject to 
interference and errors caused by unauthorised access by those wishing to alter 
the outcome of the voting, votes not being transmitted to the central systems 
due to communication or machine failures or deliberate ‘rigging’ of the votes, for 
example, the electronic alteration of the numbers of votes cast. It is difficult to 
verify the identity of a voter if they vote remotely so end-to-end auditable voting 
systems are available. These provide a voter with a receipt that proves that they 
voted but not who they voted for. Other methods of authenticating the voter 
include providing each voter with a unique code, often as a barcode, that can be 
scanned as they enter a polling station or entered into the web page when voting.

It has been shown that different age groups prefer different methods of voting, with 
younger people not being such active voters as older generations. This may affect the 
numbers of people voting if only electronic voting systems are used in an election.
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On monitoring and surveillance in society, including policing
IT is used for the monitoring and surveillance of property and people in many 
ways and for a variety of purposes. Property and people can be monitored 
remotely using cameras wired into closed-circuit television systems or accessed 
using private computer networks or the internet.

Individuals and companies use surveillance to protect their homes and 
businesses from intruders and other unauthorised persons. The security systems 
use small cameras placed around the exterior and interior of houses and the 
images can be viewed by the use of apps on smartphones or other computing 
devices. The images, and sometimes audio, can be accessed via the home 
wireless network or more remotely over the internet.

Security systems for businesses use cameras placed to allow security guards 
to view certain areas in an office at the location or remotely. A few security 
personnel can monitor large areas or complex buildings. If a situation arises 
that needs attention, security guards can be sent to the location of the situation 
while their progress and safety is monitored. With the use of night-vision 
cameras, the monitoring can occur all day, every day without interruption.

Traffic movements are monitored by using surveillance cameras placed at 
road junctions, over roads and motorways and at accident blackspots. Many 
countries have centralised traffic control systems which use surveillance 
cameras to watch traffic conditions and enable traffic control officers to 
alter traffic lights and send emergency services to accidents. Cameras placed 
at road junctions can monitor vehicles to ensure that drivers comply with 
road rules. The surveillance cameras can also be used by law enforcement 
agencies to track vehicles around the country. Automatic number plate 
recognition (ANPR) is used to identify vehicles. ANPR (also known 
as automated licence-plate recognition or ALPR) uses optical character 
recognition to read the licence plates and create data that can show the 
vehicle’s location every time it is photographed by an ANPR camera. The 
cameras can be static mounted on poles or over roads on gantries or fitted to 
law enforcement vehicles. ANPR is often used in speed limit enforcement. By 
accessing the central records of vehicle registrations, the vehicle’s owner can 
be discovered and traced. Fines for speeding can be automatically issued to 
the vehicle owner’s registered address, vehicle details can be retrieved by law 
enforcement officers on patrol and vehicle movements can be recorded for 
later use.

▲ Figure 12.27 ANPR cameras positioned over the road ▲ Figure 12.28 ANPR used in police vehicles
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Law enforcement agencies use surveillance cameras to monitor areas to try 
and prevent crime. Streets and open areas can be monitored and watched for 
people committing crimes and for known criminals. The use of CCTV and 
remote monitoring by law enforcement in public areas along with the use of 
facial recognition software is subject to intense debate in some countries. While 
it is accepted in some countries as a normal activity of law or security forces, in 
many countries it is not. There is great concern that watching citizens going 
about their activities in public areas is a massive invasion of their privacy and civil 
rights. In the UK, most of the monitoring of areas and people is carried out by 
private companies trying to protect their property and employees. This has raised 
concerns from regulatory bodies when the companies monitor people without 
telling them that it is happening. In an attempt to protect the individual’s right 
to privacy, any surveillance has to be notified to the people being watched by, 
for example, a notice on a wall or post. This may appear to defeat the point of 
surveillance but has been shown to be a strong deterrent to crime.

Despite the concerns over privacy and civil rights, the use of surveillance by 
authorities can help to reduce crime and civil disorder and assist in the catching 
of criminals. Monitoring housing areas and access to homes can reduce the 
number of burglaries and thefts from homes, for example, the theft of parcels 
left at the doors of homes by delivery couriers.

Internet connected cameras (IP cameras) are small and can be placed almost 
anywhere that they can connect to a network or the internet. Law enforcement 
departments, companies and individuals can place them well out of reach of the 
public and hide them in rooms or in doorbells to be able to watch over areas and 
properties. Again, there is concern about the privacy and rights of others so, for 
example, in the UK homeowners who use video cameras to watch who comes to 
their door are forbidden to allow the field of view to cover public access areas or 
their neighbour’s property.

▲ Figure 12.29 Home CCTV camera ▲ Figure 12.30 CCTV being installed in a city
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In other countries, for example, in China, the placement and use of surveillance 
cameras are used to ensure that the population abides by laws and regulations. 
This proved very successful in monitoring how its citizens obeyed the lockdown 
rules imposed as a result of the Covid-19 pandemic. Close monitoring of people 
to ensure that they did not go out from their homes saved many lives.

In South Korea, its 8 to 10 million surveillance cameras were used to track 
people who may have come into contact with people infected with Covid-19. 
The tracking of credit card transactions was also used as it shows where people 
have been. This was combined with data taken from monitoring the locations 
of mobile phones, which are recorded automatically with great accuracy. Mobile 
phones are connected to several masts at once so their location can be easily 
calculated. With all this data on individuals, the authorities were able to retrieve 
names and addresses from service providers of all people who came close to 
an infected person and locate them. People could then be checked by medical 
professionals. In situations where the privacy of individuals and their safety 
from, for example, a disease, are in conflict, there are difficult choices to be 
made by governments. For example, is the privacy and the right of an individual 
not to be watched all the time more important than their safety?

The use of facial recognition software to scan the 
images from surveillance cameras can be used to 
identify known criminals and has led to the catching 
of those without standing arrest warrants. Large 
gatherings of people, such as sporting events, 
airport arrival and departure lounges, and markets 
can be scanned for those suspected of plotting 
terrorist attacks. IT can carry out this scanning and 
identification faster, and possibly more accurately, 
than humans can. Again, this raises the question 
whether the infringement of the privacy and rights of 
law-abiding individuals can be tolerated in order to 
catch criminals or prevent terrorist attacks. Different 
governments and countries have differing views on 
this matter.

Aerial surveillance used by law enforcement and 
the military is carried out by the deployment of 
remotely controlled devices such as drones. These 
are equipped with cameras and listening devices and 
can be monitored from locations very far from their 
base. Drones can go where larger aircraft cannot. In 
civilian use, drones can show the crowds at large pop 
concerts and other gatherings. However, the use of 
drones can cause safety issues as they can fail and fall 
on people or interrupt the flights of aircraft if used 
carelessly.

The use of satellite technology to monitor people 
from space is made possible by the use of high 
definition cameras, precision aiming, high-speed 
communications systems and remote-control 
technology. Events from around the world can be watched in real time by 
observers from anywhere. Military commanders, and their political masters, can 
watch their troops in action from the safety  of their command posts.

▲ Figure 12.31 Facial recognition technology
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▲ Figure 12.32 Satellite cameras for surveillance

Surveillance of computing devices and their use has an impact on society. Mobile 
phones can be tracked to determine their location and where they have been. 
Although in reality it only tracks the phone itself, by assuming the owner is with 
the phone, individuals can be tracked. Computing devices can be monitored and 
their uses reported to businesses and governments by cookies (small files placed 
in the computer) used by websites. In many countries, websites have to explicitly 
request permission from the user to place cookies that report usage data. This 
has given the user control over much of the data that is reported back to the 
website owner. However, the interruption of the web browsing experience has 
become a nuisance to users because many websites cannot be viewed without 
a lengthy check of what cookies are to be allowed. A refusal to allow cookies 
often results in the user being unable to view the site at all. The European 
Union (EU) has data protection laws that prevent data being exported beyond 
its borders without checks so some websites from around the world cannot 
be viewed in the EU. For example, some news websites based in the USA are 
blocked because they refuse to place restrictions on their use of data.

Malware that monitors and reports computer usage to others is a tool that some 
governments use in surveillance of their citizens. Malware, for example spyware, 
can also target personal and confidential data and report it to others who can 
use it for fraud or blackmail.

Surveillance of the electronic communications between computing devices can 
reveal personal and confidential information about users. Governments, and 
other unauthorised people, can intercept and read emails because most email 
systems do not use end-to-end encryption. Apps that make use of end-to-end 
encryption ensure that only the authorised users can read the messages. While 
reading the emails of its citizens is often seen as an invasion of privacy and is 
forbidden in many countries, governments and law enforcement agencies argue 
that it assists in the tracking and apprehension of criminals.

Surveillance of social media use and postings can be carried out by monitoring 
and tracking individual postings to determine the personal and political views 
of individuals. Data mining and analysis of the vast amounts of data from social 
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media platforms can reveal the personal interests, political views and beliefs, 
friendships and associations, activities and the buying habits of individuals, 
groups and populations. Companies and governments can use this information 
to discover trends and patterns that assist in government planning, security 
arrangements and in marketing. It can be argued that by using social media and 
displaying information for all to see and read, users of social media are allowing 
themselves to be monitored by companies and governments but others argue that 
the use of data gathered from social media should be carefully regulated to protect 
users because these users did not intend their postings to be used in this way.

Data from credit cards and other electronic payment systems can be collected 
and analysed to track people’s purchasing habits or movements. Anonymised 
data can be collected and sold to third parties for analysis, revealing trends and 
patterns in the financial activities of a population in a country. However, by 
analysing and combining the findings from un-anonymised data with data from 
mobile phone usage, or other electronic communications, it is possible to create 
an ‘electronic trail’ that shows where and when individuals have travelled. This 
can be used by law enforcement or other government agencies to monitor and 
locate individuals. In many countries, this monitoring has to be approved by 
a judge or by a warrant in order to access the data but in others it does not. 
In countries where approval has to be sought, any unauthorised collection, 
access and use of the data to monitor individuals is forbidden and punishable 
under the laws of the country. It is argued that this restricts the activities 
of law enforcement and may allow some criminals to escape justice but civil 
liberty organisations argue that this is a price that people should be prepared 
to pay to keep their freedoms and rights. However, the lawful monitoring of 
electronic communications has proved to be a valuable tool in reducing illegal 
immigration, preventing the trafficking of children, identifying and catching 
those that create, trade and view child pornography and in cyberbullying.

12.5 Technology-enhanced learning
Computer-based training
Computer-based training (CBT) is an interactive learning method that 
can also be called computer-assisted learning or computer-based instruction. 
It involves the use of a personal computer or mobile device that is, usually, 
connected to a network. The aim of CBT is to increase the performance of 
learners through the production, management and use of appropriate digital 
resources and educational technology. Learners/students can access the training 
materials at any time and can work at their own pace because a computer system 
takes the place of the teacher or instructor. A drawback of having no teacher 
present all the time, although teachers can be contacted, is that there is no-one 
on hand to answer any urgent questions the learner might have as there would 
be in a traditional classroom situation. This is known as asynchronous study 
where the student and the teacher communications are separated in time.

CBT uses different teaching techniques to keep learners motivated and 
interested in the materials to try to ensure that learners complete the training 
course properly. A good CBT course will be aimed properly at its target 
audience. A training course set up by a business to train employees will be 
designed to take into account what the staff need to be taught, what skills they 
already have and what level of technical expertise they have for accessing the 
course. Colleges also develop their CBT courses with specific objectives for their 
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students while considering the technical aspects required to give students access. 
The costs of collating and writing materials and constructing the courses and 
tests can be high. CBT can help reduce overall costs as fewer teaching staff may 
be required when it is used to train large numbers of employees or students, but 
it is expensive to develop courses for a just few employees or students.

In CBT, the role of the teacher is taken over by the computer. The CBT 
system also monitors the process of teaching and the progress of the students 
and provides assessments for testing the students and providing feedback and 
assessing student results. CBT is available to students in three different ways: 
CD-ROMS, web-based or as a networked course.

Activity 12t
Explain why asynchronous study with CBT is a drawback.

CD-ROMs
Materials and course resources can be provided on CD-ROMs to individual 
students to use whenever they wish. Students use their own computing devices 
to access the materials and to store any test results. There is often no need for 
the computing device to be network or internet capable but it must have the 
use of a suitable CD or DVD drive. This type of CBT is useful for learning a 
foreign language at home or for learning a specific work-based skill such as how 
to repair or maintain a machine tool.

Web-based training
Web-based training is provided over the internet using any appropriate web 
browser. Sometimes this is called cloud-based training. Students can access the 
materials from anywhere and at any time, provided they have a suitable internet 
connection. Activities and tests can make use of resources found on the internet 
and students may be able to be in contact, in real time in live ‘chats’, with other 
students and supporting teachers. Web-conferencing can be used for discussions.

Courses available on the local area network
Schools, colleges or businesses may use local area network-based (LAN-based) 
systems within the school or organisation for their own students, and not 
the wider internet. Many students can access the materials at the same time 
using networked courses. These allow more control over what resources and 
materials are made available to students and ensure that the distractions found 
on the internet are not available. Also, the materials are not available outside the 
organisation. Networked courses are explained in detail later.

CBT can be made available on almost any topic. Computer programming, 
software and hardware topics, languages and mathematics are a few. Some topics 
are not really suitable for CBT. While the theory of swimming, bicycling or 
practising flying aircraft can be taught with CBT, at some point the actual real 
activity must be carried out.

Most CBT systems provide the same features to their users. After the initial 
logging-in procedure, a student will find instructions on how to use the 
training; glossaries of the most important terms used in the training; interactive 
tutorials on topics; graphics to illustrate topics; video and audio learning 
materials; examples taken from real-life scenarios on the topics if appropriate; 
and sets of tests and assessment materials to allow the students to monitor their 
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own progress on topics and overall, get feedback and to report to the course 
supervisors. The ability to repeat the course or sections of the course is a major 
benefit to employees and students using CBT. If a section is not understood, 
needs practising or the assessment requires it, a student can repeat the section as 
many times as is necessary.

CBT uses a combination of teaching materials. Tutorials are used to explain 
techniques and concepts. Some tutorials are in the form of recorded lectures 
given by teachers who can use them to explain and show demonstrations of how 
to carry out physical activities, such as fitting replacement parts or carrying out 
an experiment in science, or to explain concepts in mathematics or literature. 
The lectures are presented in a logical manner to enable students to follow the 
teacher’s explanation.

Audio and visual materials can be incorporated into the tutorials used in CBT. 
These can be part of the linear flow of the course where they are inserted and follow 
on exactly how the original lecturer or instructor would have used them in a lesson 
or they can be accessed by links that take the student away from the main course.

Learning theoretical concepts is difficult for everyone and there is evidence that 
most people only remember about 20% of what they see or read first time. CBT 
provides the means for students to repeat topics as many times as they wish or 
need to. Repeating and practising topics improves learning. CBT should always 
provide a ‘drill and practice’ session after every tutorial, chapter or module.

Games and simulations included in CBT improve motivation and concentration 
by students. Games and simulations can help improve problem-solving skills. 
Entertaining games can improve the chances of students completing the 
training rather than giving up through boredom. Simulations can provide 
opportunities for students to try out and enhance their newly acquired skills. 
Simulations that provide realistic scenarios can prepare students for dealing 
with real-life events without the risk of being endangered. They also allow the 
scenarios to be repeated, recorded and analysed.

Assessment of students and feedback to students is an important feature of most 
CBT systems. Standard or customised assessment tests can be created by the 
teachers or supervisors. Testing at the end of each topic gives the student valuable 
feedback, the possibility of repeating topics and sections to improve performance 
and provides teachers and supervisors with monitoring data. The data can be used 
to provide customised assistance and guidance to students and count towards final 
gradings. Some CBT systems provide certification at the end of the courses.

Advantages and disadvantages of CBT
CBT of employees has advantages and disadvantages for employers, as shown in 
this table.

Advantages Disadvantages

High quality, consistent and focused 
training using the same course materials 
is provided to employees without the cost 
or time needed to set up classrooms with 
teachers for the training.

The lack of physical practice or interaction 
with other employees or the lack of an 
instructor to show how tasks should be 
done can make CBT courses less suitable 
for some businesses.

Differences in the individual styles of 
teachers are eliminated.

Travel costs of employees or visiting teachers 
are much reduced or eliminated altogether.
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Employee progress and understanding can 
be more easily tracked and recorded.

Some employees may not be very 
motivated, may skip sections, or may 
not study in sufficient depth to fully 
comprehend all the topics but just do the 
minimum to complete the course.

For situations where employee skills need 
regular updating or testing, when new 
processes and procedures are introduced 
or if the businesses has many locations in 
different countries, CBT provides a good 
method of regularly training or retraining 
employees. It is especially useful where fast, 
intensive training is required to deal with 
important new product updates or issues, 
for example, service engineers may have to 
be trained to fix a newly-discovered design 
fault in a kitchen appliance found in homes.

In a business such as engineering or the 
sciences, employers may find that there 
are some topics or subjects that cannot 
be fully taught through CBT. Laboratory 
experience and participation in practical 
experimentation is essential for a proper 
education in engineering or the sciences. 
CBT can support the learning of techniques 
but cannot fully replace the ‘hands-on’ 
experience.

▲ Table 12.6 Advantages and disadvantages of CBT for businesses

Benefits and drawbacks similar to those in business are applicable to the use of 
CBT for students as shown in this table.

Advantages Disadvantages

CBT can be undertaken at the student’s 
own pace and at a time convenient to the 
student.

Students must be self-motivated and able 
to work unsupervised. This may be difficult 
for some students, causing them to fall 
behind or fail to complete the course.

Important dates may be missed due to lack 
of supervision or pressure from teachers. 
Some students may fail to meet deadlines 
for the submission of work if not under 
constant pressure from their teachers.

The use of multimedia, tests and quizzes 
can be stimulating and motivating and 
students can easily stop and restart from 
where they left off.

Progress can be tracked, recorded and 
reported both to the student as feedback 
and to the teachers for monitoring 
purposes.

Students may skip sections in order to 
complete the course quickly. Some sections 
could be quickly looked at but not fully 
understood. If a section has no associated 
test, assessment or reporting then there 
is no obvious need for the student to 
complete that section. Important or crucial 
knowledge may be missed.

Students who live too far away from 
traditional schools and learning centres can 
take part in courses and can take courses 
that would not normally be available to 
them due to budget restrictions in their 
school, for example, learning a minority 
language or specialised technical skills may 
not be possible in some areas but courses 
can be made available by CBT.

The lack of interaction with other students 
or teachers may make the course boring to 
take.

▲ Table 12.7 Advantages and disadvantages of CBT for students
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Online tutorials
Online tutorials allow students to take part in a learning environment and 
interact with other students and with teachers without having to physically 
attend a class. All online tutorials share the common features of being studied 
online as an activity, carried out by the students as self-study and with a specific 
outcome for their learning. Students and teachers can be online at the same 
time or students can study and contact teachers as and when the need arises.

A group of students can log in and be online with a single teacher, a group of 
students can be online together and learn together without a teacher, or a single 
student can be online with a single teacher or tutor for one-to-one teaching 
or mentoring. This is known as synchronous study where the student and the 
teacher communications are available and in contact in real time.

The tutorials can take one of two types. A recorded tutorial provides video and 
audio in a linear sequence that only has one route through the tutorial, and 
an interactive tutorial has a number of different routes through the work. The 
material in interactive tutorials can be studied in any order. A mixture of both 
types is used in many tutorials.

Online tutorials are used in universities and colleges for teaching and monitoring 
academic studies, and in business organisations for industrial and vocational 
training. They enable students and other learners to access teachers and tutors 
that they would not otherwise be able to because they live too far away, cannot 
travel or do not have the resources, time or money, to get to the classrooms.

Online tutorials do require a stable, adequate speed internet connection and 
a suitable computing device in order to participate. The tutorials are usually 
restricted to students or employees of the organisation, some may require 
payment to join and some may be free to all. Free online tutorials usually have 
minimal, if any, contact with teachers or tutors, may consist of little more than a 
few video demonstrations and cannot properly be classified as tutorials.

Online tutorials use a common interface shared by the students and teacher, with 
all online at the same time. Often, this is accomplished by using web browser-
based software so the tutorial can be accessed using any web-enabled device. 
Modern browsers can implement audio and video connections so there is no need 
to download or install specialised software onto the students’ computing devices.

Sometimes, an online tutorial will allow the student to work individually and 
alone and communicate with a teacher who responds later. The student and 
teacher are not online at the same time. This type of tutorial allows students to 
be in complete control of their learning in terms of timings and progress.

Most online tutorials will try to emulate the experience of being in a real, 
face-to-face classroom with other students and a teacher. The facility to share 
documents by uploading and downloading to and from a centralised storage 
area, the simultaneous editing of documents, sharing screens and live discussion 
of topics all enhance the feeling of being in a real classroom.

The recording of an online tutorial for later review by students and teachers 
is a feature that increases learning as well as accountability. The student can 
review the work covered to ensure that there is understanding and the teacher 
can ensure that the work covered was appropriate and met the topic objectives. 
This is important because the experience of an online tutorial can be different 
for each of the students and for the teachers whereas in a real classroom the 
experience is mostly the same for all.
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A good online tutorial will provide almost instant feedback to students at any 
time of the day, explanations and discussions should be at the level appropriate 
for the student being not too easy nor too difficult, and will provide regular 
assessments with feedback so that students can monitor their progress.

Advantages and disadvantages of online tutorials
Online tutorials have all the benefits and drawbacks associated with CBT.

Students can join online tutorials with their fellow students and with teachers or 
they can learn when they choose, that is, on demand and when they feel motivated 
to do so, can stop and start as they choose and from wherever they choose or live.

For the providers of the tutorials, costs are lower than running traditional classes 
or lectures, fewer teachers are needed but experts can create the tutorials from 
wherever they live and do not have to travel to the school or college to deliver them.

The teachers have to spend time creating and updating the materials and 
carefully select the right media to ensure that the audio, video, graphics and 
web pages are appropriate and suitable for the students.

They also have to decide on the length of the tutorial so as to ensure that it 
covers the topics properly but does not go so long that students switch off.

Activity 12u
Describe how online tutorials allow students to have greater control over their 
learning.

Networked courses
Networked courses are a type of CBT used in schools and colleges as well as in 
businesses. Networked courses are taken online with access to course materials 
and assessments provided by a school or business. Usually, the materials are stored 
on an intranet with restricted access to members of the school or organisation, but 
some can be accessed over the internet by creating an account and logging in.

Networked courses can enable 
students to learn with others by 
providing a support community 
for students to ask for help or 
get advice from other students. 
Materials provided by the course 
can be regularly updated quite 
easily as they are stored centrally. 
Assignments and tests can be 
set and submitted to teachers 
for assessment, but some may be 
automatically marked by computer 
to give instant feedback. Teachers 
can monitor the progress of 
students and be as involved with 
the learning as little or as much 
as is required by each student. 
Networked courses may allow the 
students to set and monitor their 
own targets throughout the course 
as a way of motivating them to achieve more.

▲ Figure 12.33 Employee training by CBT
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▲ Figure 12.34 Classroom use of online training

As a result of a test or assessment at points during the course, the student may be 
directed along different paths through the course compared to other students. 
Students may also choose to go through the course along different routes. These 
courses are called ‘non-linear’ and have a branched set of paths through the work.
Another, simpler, type of course presents all the materials and assessments in a 
linear fashion so that all students work their way through in exactly the same 
way just like in a traditional classroom teaching environment. This type of 
course is easy to write and set up.
Some courses allow teachers to assess students before they start the course and 
set up customised routes through the course for the student before they start. 
This type of course takes considerable time and effort to set up and manage as 
the individual needs of many students have to be accommodated.
Linear courses do not take the experience or ability of individual students into 
account when presenting materials, but non-linear courses can be customised to 
each student.

Advantages and disadvantages of networked courses
Networked courses have similar benefits and drawbacks.

Advantages Disadvantages

They are usually taken with other 
students, peer-to-peer help and 
collaboration is available between 
students.

The courses may not be available from outside 
the intranet of the school or organisation which 
restricts the times and locations from which the 
courses can be accessed. Online tutorials and 
MOOCs do not have these restrictions.

The course materials are available on 
intranets, so access is more reliable, 
and no internet access is required.

Navigation around the course and 
student interaction may be greater than 
in other courses as networked courses 
are usually more specifically aimed at 
particular groups of students or learners.

▲ Table 12.8 Advantages and disadvantages of networked courses
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Activity 12v
1 Explain why a car mechanic learning how to service a new type of car may 

prefer to learn from a course supplied on CD-ROM rather than a web-based 
course.

2 Explain why companies may prefer to use networked courses for training 
their employees rather than a web-based course.

Massive open online courses (MOOC)
A MOOC is named because there can be almost an unlimited number (a 
massive number) of students enrolled on the course at the same time. Open 
because almost anyone can join up to the course. There is no formal admission 
or enrolment process or academic requirements. Online because the course is 
delivered using the internet and course because its purpose is to teach a specific 
topic. MOOCs allow almost unlimited numbers of students to access and join 
them using the World Wide Web. A stable internet connection and a suitable 
computing device are required and most MOOCs are free to access. MOOCs 
are produced by universities and colleges such as Harvard, businesses such as 
Microsoft, or organisations such as the British Council and the United Nations 
to reach large audiences around the world. Many universities and organisations 
do not produce MOOCs because they are reluctant to give away their resources 
online for free.

MOOCs include all the methods of imparting knowledge and skills found in 
CBT courses. Video recordings of lectures and demonstrations, games, problem-
solving activities, simulations, tests, quizzes and assessments, assignments and 
online tutorials. Also, social media discussions and interactive forums can be used 
to allow students to communicate with others and to gain feedback or answers to 
questions about the course topics. However, some MOOCs do require a payment 
for full access to all of their features. Teacher feedback and certification at the end 
of the course usually require a fee as a condition of full enrolment. MOOCs can 
be used as part of a wider and more extensive learning programme for students. 
A student may be required, or wish, to take a MOOC while studying a related 
topic.

Advantages and disadvantages of MOOCs
The table below lists the advantages and disadvantages of MOOCs to students.

Advantages Disadvantages

They are available for many topics or 
areas of study and are mostly free.

While most MOOCs are currently free, more 
and more are asking or demanding fees for full 
access. Students who cannot afford to pay for 
these will not be able to participate.

Students can be in any part of the 
world where internet access is available 
and join a MOOC published and made 
available from anywhere in the world.

A number of barriers to participation exist. 
Students must have a reliable, stable and 
adequate bandwidth internet connection and 
a suitable computing device. Materials such 
as video, graphics and often large files will 
need to be accessed without problems caused 
by poor or unreliable internet connections. 
Websites for MOOCs do not adequately provide 
for students with accessibility problems and 
these students are effectively excluded.
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Students and teachers can make 
contacts from all over the world and 
become known in their fields of study 
to a global audience.

Most MOOCs are only available in English 
so there is a language barrier that prevents 
students who do not speak or understand 
English from taking part.

Students can work through the 
course at their own pace and at 
times convenient to themselves while 
performance and achievement can 
still be easily and regularly monitored 
throughout the course.

While some universities and colleges use and 
provide MOOCS, most MOOCs cannot be used as 
credits for university or college qualifications.

▲ Table 12.9 Advantages and disadvantages of MOOCs

Video conferencing
Video conferencing enables users to meet with others without having to travel 
to conference venues. There are many benefits of using video conferencing for 
businesses including the reduction in the time taken to organise a meeting, the 
reduced disruption to employee work schedules of having to attend a meeting away 
from their usual workplace, the reduction in the environmental impact of travelling 
employees, the reduction of the costs and times of travelling by employees to a 
meeting venue and the avoidance of problems caused by time zone differences.

A video conference requires multiple cameras and screens so that the 
participants can all see each other, a set of microphones and speakers to 
exchange the spoken words and video-conferencing software to exchange 
the video and audio over the internet. As there is a reduction in the social 
interaction between participants, the software also ensures the orderly 
communication between the participants.

▲ Figure 12.35 Video conferencing

Most video-conferencing services not only allow participants to engage in 
meetings where they can see and hear each other but also allow them to share 
screens and access each other’s desktop remotely. The conference can also be 
broadcast to viewers not actively involved in the actual conference using the 
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conference software, a web interface 
or by social media. Chat rooms, text 
messages, VoIP and the use of digital 
whiteboards can be integrated into 
video conferencing. These features can 
be put to use in teaching and learning.

Students and teachers can participate 
in video conferences between schools 
that are geographically distant from 
each other. This is useful for connecting 
students with others from around the 
world and enabling teachers to teach 
students from other countries. Students 
can experience other cultures from 
around the world which can encourage 
tolerance and understanding of others.

Lessons or lectures can be recorded 
and viewed later for revision or for clarification of the topics. Students can take 
part in and experience an out-of-school visit or trip if they are, for some reason, 
unable to participate in person.

Advantages and disadvantages of video conferencing
There are advantages and disadvantages to using video conferencing, and the 
table below lists these:

Advantages Disadvantages

Students who cannot physically attend a 
school because they live in remote areas of 
a region can take part in classes by video 
conferencing.

The lack of the physical presence of the 
teacher, or the lack of complete coverage 
of the classrooms by the cameras, 
amongst students participating in a video 
conference may allow some students to 
be easily distracted or avoid taking part 
in the lesson, make the monitoring of 
individual students’ progress during the 
lesson by the teacher more difficult and 
make the teacher’s job of encouraging all 
students to take part more difficult.

Costs of providing education can be 
reduced by combining classes from 
different schools by video conferencing.

The costs of the additional hardware 
and the appropriate software can be 
prohibitive in some regions.

This type of distance learning gives 
students access to learning materials, 
teachers and discussions that they might 
not have otherwise had available to them.

The technical problems of the latency of 
the audio or its lack of synchronisation 
with the video, interruptions due to power 
outages, dropped internet connections or 
equipment malfunctions can make a video-
conferencing session unworkable.

▲ Table 12.10 Advantages and disadvantages of video conferencing in teaching

Activity 12w
1 Describe two benefits of using video conferencing in teaching.
2 Describe two drawbacks of using video conferencing in teaching.

▲ Figure 12.36 Collaboration using video conferencing
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Impact of delivery methods
Computer-based training, online courses, networked courses, MOOCs and 
video conferencing enable students to take part in and follow courses of study 
from which they would otherwise be excluded. This has allowed students to 
meet other students from around the world and to gain a global perspective and 
increase their knowledge, understanding and tolerance of other cultures.

The use of CBT methods presents challenges to students and teachers. Online 
courses and tutorials often present the teaching in much the same way as 
traditional classroom teaching. Some teachers simply transfer their teaching 
materials into digital format and expect students to work their own way through 
it. Good online courses that embrace IT and use a well-integrated mixture of 
multimedia and interactive materials will motivate and interest students. This 
has been shown to increase their performance and raise their grades. However, 
this increase in performance and grades relies on students being well prepared 
and carrying out the required course activities thoroughly. Research has shown 
that under-prepared students have been shown to perform less well when using 
online courses than if they were in a traditional classroom. Under-prepared 
students are also more likely to drop out of online courses and this slows their 
progress through college. Where colleges have moved to using many more 
computer-based and online courses over traditional face-to-face lessons and 
lectures, the impact on the less well-prepared students’ performance has been a 
reduction in course completion by more students.

However, the involvement and use of online tutorials increases the likelihood 
that students who are well motivated and prepared will complete the main 
course. Students who are highly motivated do well when using online 
courses and tutorials. It increases their independence and willingness to take 
responsibility for their own education and encourages them to use email, social 
media and video calls to contact their teachers to ensure that they understand 
their course targets, goals and assignments.

The challenge is to create courses that both motivate and hold interest. This has 
impacts on the teachers and creators of the courses. There are time and resource 
costs that add to the teachers’ workloads at the same time that, due to the use of 
CBT, the number of teachers is being reduced.

The use of online tutorials has some negative impacts on students and teachers. 
The lack of face-to-face contact can lead to poor communication. This results 
in students and teachers becoming demoralised and having a poor learning 
experience. Misunderstandings, misinterpretations of task requirements and a 
lack of immediate feedback about assignments and tests all lead to disillusionment 
and poor performance. The lack of frequent interactions can lead to feelings of 
isolation, insecurity and lack of confidence in one’s own abilities resulting in the 
student not finishing the course and possibly dropping out of college altogether.

Time management and motivational skills are improved by using CBT, 
especially in older students. Younger students struggle with managing their own 
time and keeping motivated, and the use of CBT can have a negative impact on 
their learning if used without careful thought and planning.
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Exam-style questions

1 Explain why governments view cryptocurrencies as a threat to their economy. [6]

2 Explain how using a digital currency can assist an art dealer when paying  
for a high-value painting. [6]

3 Explain why individuals should be careful when using and investing in 
cryptocurrencies. [6]

4 Describe why the use of data mining may cause concerns for the security  
of personal data. [6]

5 Explain why a student taking a holiday walking along the Great Wall of  
China might prefer to use a blog rather than a traditional hardcopy diary  
to record the trip. [8]

6 Discuss the benefits and drawbacks to businesses of using chat rooms 
during  
the development of a new product. [8]

7 Describe the processes that an email message goes through to pass from a  
sender’s email client on a laptop to the inbox of a recipient on a smartphone. [8]

8 Describe how the role of a teacher has changed with the introduction  
of IT. [6]

9 Discuss the benefits and drawbacks of using voice control systems to  
control devices and access information in the home. [8]

10 Describe how the use of CBT can affect the motivation of students to learn. [8]

11 Schools and colleges may try to reduce the costs of providing lessons  
by employing fewer teachers and using computer-based training (CBT)  
methods instead. Explain why the use of CBT to teach students may not 
reduce the overall costs. [6]
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