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777777777777777 Networks – 
Layering

Layering
When we write an email to someone and send it we have no idea where 
they will retrieve it, for example on a desktop computer or on a mobile 
device. We also have no idea what operating system or which email 
software they will use. It is a complex problem and, like all complex 
problems, they become easier to deal with if broken down into several 
distinct processes, or layers.

Layering is not confined to computer science; many cars are built 
using interchangeable parts, with the same components being used on 
various makes and models of car. For example a Ford engine is used in 
various Mazda models.

There are several advantages to layering. Layering reduces the complexity 
of the problem because the problem is broken down into smaller, more 
manageable parts, which facilitates modular engineering. This modular 
approach means that different suppliers or developers can work to 
improve, add new facilities or fix problems with one layer without 
needing to modify the other parts of the system. This in turn means 
that several developers can provide solutions for specific layers of the 
system and be assured they will work when included within the whole 

system. It is important that these layers are interoperable. 
It is also important that these layers are able to pass data 
between them, i.e. the data from one layer is formatted so 
that the next layer is able to recognise and process it. 

In computer programming, layering is the organisation of a 
program into separate functional components that interact 
in some sequential and hierarchical way. Each layer will 
often have an interface only to the layer above it and the 
layer below it. This means the layers can be individually 
sourced and merged into a functional system. The Linux 
kernel is the basis for various distributions of Linux-based 
operating systems. The system libraries and utilities are 

Key TermsKey TermsKey TermsKey TermsKey TermsKey Terms

LayeringLayeringLayering

Computer
hardware

Operating 
system kernel

Operating 
system utilities

Applications

Figure 7.1 A layered overview of a computer 
system
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developed and added to the kernel to create various versions of Linux-
based operating system.

In Figure 7.1, a simple model of a computer system demonstrates the 
use of layering between the computer hardware and the applications.

Communication programs are examples of layered applications. One 
example of a layered protocol is TCP/IP (transfer control protocol / 
internet protocol). The TCP/IP protocol is used to define how data is 
transferred through a network, for example over the internet or over a 
private network.

The TCP/IP stack (shown in Figure 7.2) is a complete set of protocols 
covering the movement of data across a network. These rules include 
how data should be formatted, addressed, routed and received. 

Layer 1: Application
This layer is concerned with making sure the data produced is in 
an acceptable format for the application that will make use of it. 

The software application generating the data needs to supply the 
data in a format acceptable to the software that receives it.

Layer 2: Transport
This layer is concerned with establishing connections across the network. 

It communicates with the receiving device to agree on communication 
protocols, what size of packet, the speed data can be sent and received, 

whether receipt of data packets is to be acknowledged etc.

Layer 4: Network
This layer is concerned with passing data to the local physical 
network. It converts the data into electrical signals that can be 

understood by the network hardware making it 
hardware-independent and able to be transmitted over any 

transmission media such as copper wire, optical fibre and wireless.

Layer 3: Internet
This layer is concerned with transmitting the data across 

different networks.
It identifes the destination IP and establishes a path 
across the network, via routers, to the destination.

Figure 7.2 The TCP/IP stack

Key TermsKey TermsKey TermsKey TermsKey TermsKey Terms

Task

Consider the problems that 
might arise if the computer 
software or hardware 
developers decided to 
use different rules for 
communication.
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When data is sent each layer encapsulates the data and adds 
information around the data, to identify features that will be required 
to unpick the original data once received.

DATA

DATA

Application
header

Transfer protocol
header

Transfer protocol
header

Internet protocol
header

Internet protocol
header

Ethernet
header

Ethernet
trailer

Transfer protocol
header

Application data

Application data

Application data

Figure 7.3 Encapsulating data for transmission

Method of data transfer: copper wire, optical fibre or wireless

Network layer

Internet layer

Transport layer

Application layer

Network layer

Internet layer

Transport layer

Application layer

Figure 7.4 Data being transferred between devices

Key TermsKey TermsKey TermsKey TermsKey TermsKey Terms
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Typically a protocol such as TCP/IP will determine:
■ How to establish and terminate communication between devices;
■ The format of any data to be exchanged;
■ How to detect and correct errors;
■ Any compression to be used.

Key PointsKey PointsKey Points

QuestionsQuestionsQuestions

111

222

333
444
555

Extension ActivityExtension ActivityExtension ActivityExtension ActivityExtension ActivityExtension Activity
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programming tools

Translators
We have seen that the processor runs programs that are fed to it as a 
series of instructions. These instructions are in the form of binary bit 
patterns. Processors cannot handle instructions in any other form. For 
example, an instruction can look like this:

10110000 01100001

opcode operand

This instruction consists of two component parts. These parts are: the 
operation code, often abbreviated to opcode and the operand.

The opcode is the part that tells the processor what to do, such as add 
a number or move a byte of data. The operand supplies the processor 
with the data that is to be worked on by the opcode. The operand might 
be an actual number, or more commonly it will be an address where the 
required data can be found or where it must be sent.

In the example above, the opcode is telling the processor to copy a value 
into the accumulator. We will look at this in more detail later.

Some opcodes, but not many, do not have an operand, for example an 
opcode that simply tells a program to stop.

Instructions in pure binary are called machine code. This is an example 
of a low-level language. It is called low level because it works deep 
down, directly on the computer hardware and not high up at the user 
level.

It is perfectly possible to write programs by setting out all the binary 
encoded instructions. In the early days of computers, this was the only 
way it could be done.

The bits could be entered by setting switches and plugging in cables, as 
in the case of ENIAC in Figure 18.1. Data could be input by using paper 
tape as in the case of Colossus or punched cards.

Key TermsKey TermsKey TermsKey TermsKey TermsKey Terms

OpcodeOpcodeOpcode

OperandOperandOperandOperandOperandOperand
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Giving instructions in this way is obviously very tedious and it was very 
easy to make errors. Humans are not conditioned to think in terms of 
0s and 1s.

There had to be better ways to give instructions to the processor and 
over the years more and more convenient ways were developed. This 
process continues to this day, where ever more easy ways are still being 
produced to pass instructions to a computer.

QuestionsQuestionsQuestions

111

Assembly language and 
translators
The evolution of programming techniques beyond pure machine code 
has led to writing programs in a more human-friendly way and then 
converting what is written back to pure machine code. This conversion 
is called translation. The translation is achieved using special software, 
unsurprisingly called a translator.

We have seen that it is possible, although not sensible, to write a 
computer program in pure machine code. There is one advantage of 

Key PointsKey PointsKey PointsKey PointsKey PointsKey Points

Key TermsKey TermsKey TermsKey TermsKey TermsKey Terms

TranslationTranslationTranslationTranslationTranslationTranslation

Figure 18.1 The early computer ENIAC (Electronic Numerical Integrator And 
Computer)
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doing that however. It enables the programmer to have complete control 
of what the program does, instruction by instruction.

There is an easier way to have this level of control though. Every 
machine instruction can be given an easy to remember code such as 
ADD or MOV. This easy to remember code is called a mnemonic, which 
means a way to remember something more easily.

Here’s how it works. A table is set up in memory where each machine 
instruction is stored alongside the more human-readable mnemonic. 
This means that the programmer can still write programs that control 
each step of the process but doesn’t have to remember or look up 
what the machine code instruction is. A translator takes care of the 
substitution later.

Earlier we looked at the machine code instruction:

10110000 01100001

This is an instruction that is recognised by Intel processors. If you gave 
this instruction to a different processor, it would not mean the same 
thing. That is another reason why writing programs in machine code 
can cause problems.

This instruction is hard to remember, so a programmer might change it 
into hexadecimal so that there is less to recall.

It could then be written:

B0 61

You should be able to see that this is the same.

The opcode B0 means move data into the register called AL. AL is 
the code for part of one of the accumulators in a typical PC. (Think 
‘Accumulator Low’ – it’s the lower part of an accumulator.)

61 is the operand, which you will realise is the same as decimal 97.

The assembly language programmer would write:

MOV AL, 61h

which reads ‘move into the register AL, the value 61 hexadecimal.’

Usually you wouldn’t specify a number like this. It is far more useful to 
get the value from another memory location. This is how variables are 
accessed. 

The instruction could be modified to get a value from a memory address 
by using square brackets. The instruction would be something like 
MOV AL, [1E].

Note

This is just one of many 
reasons why you will often see 
hexadecimal numbers used in 
computers.

QuestionQuestionQuestion

111
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The processor of most modern computers is able to handle typically 
well over 100 different opcodes. The complete set of instructions that a 
processor can handle is called its instruction set.

Learning these is a difficult job and most programmers don’t need to 
know them. However, having an understanding of what is going on is 
important for any programmer, computer engineer, or GCSE Computer 
Science student!

ExampleExampleExample

Assembly languageAssembly languageAssembly languageAssembly languageAssembly languageAssembly language

Table 18.1 Table 18.1 Table 18.1 

Assembly language Assembly language Assembly language 
instructioninstructioninstruction

What it meansWhat it meansWhat it means

INPINPINP

LOOP SUB NUMLOOP SUB NUMLOOP SUB NUM

OUTOUTOUT

BRZ QUITBRZ QUITBRZ QUIT QUITQUITQUIT

BRA LOOPBRA LOOPBRA LOOP LOOPLOOPLOOP

QUIT HLTQUIT HLTQUIT HLT QUITQUITQUIT HLTHLTHLT

NUM DAT 2NUM DAT 2NUM DAT 2

NoteNoteNote

Key TermKey TermKey Term
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QuestionsQuestionsQuestions

111

222

333

Assemblers
Now of course the processor cannot understand instructions written in 
assembly language. It needs instructions such as 10110000 01100001 
and cannot deal with mnemonics like ADD. So, the assembly language 
program must be translated into machine code. This requires translation 
software called an assembler.

Assemblers can do more than just substitute machine code for 
mnemonics. They usually have extra features to make life easier for the 
programmer, such as allowing the use of labels. A label is an easy to 
remember word that stands for a memory address.

The program above has three labels: LOOP, QUIT and NUM.

So instead of writing BRA 1 (branch to address 1), the address can be 
written using a label such as LOOP. The assembler assigns an address 
for the label LOOP and the programmer doesn’t have to worry about 
where the instruction is.

Writing programs in assembly language is easier than using machine 
code but it is still hard work. This is because every single step of the way 
has to be set out by the programmer. If you want a loop, you have to 
spell out exactly how the loop is to be set up and executed.

Low-level languages are one-to-one languages. Each action by 
the processor has to be specified by an instruction written by the 
programmer. This gives the programmer full control but it’s not easy.

High-level languages
High-level languages are more like human language, normally English. 
They make programming a lot easier because the programmer can 
concentrate on the logic of the program and not worry too much about 
how the hardware is going to handle it. Because of this, they are referred 

Key TermKey TermKey Term

AssemblerAssemblerAssembler
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to as problem-oriented in contrast to low-level languages which are 
machine-oriented.

Each high-level instruction gets translated into a number of machine 
instructions, so high-level languages are often called one-to-many.

For example, a program to count down written in Python could be like 
this:

  num=int(input(‘Enter a number ‘))

  for i in range(num,0,-2):

   print (i)

This is a lot shorter and easier to understand than the assembly language 
program in Table 18.1.

Because high-level languages are so useful and improve productivity so 
much, there are huge numbers of them, each one designed to cope with 
a different type of problem or approach.

Here are some examples:

Table 18.2

Language Use

JavaScript Making web pages interactive.

Visual Basic An easy way to write programs for 

Windows computers.

C++ Useful for many large-scale projects.

Python Good for learning to program and a 

wide variety of development uses.

The code that is written by the programmer is called the source code. 
It cannot be run by the processor.

Just as with assembly language, it is necessary to translate programs 
written in high-level languages into pure machine code. There are two 
main approaches to this, compilation and interpretation. They each 
have their advantages and disadvantages.

Compilers
These work through the source code, spot certain errors and translate 
all the code into a machine code file, which is called object code. Object 
code is in fact machine code. The compiled code is sometimes called 
an executable file if it is now ready to be run direct from a computer’s 
operating system.

Key TermKey TermKey Term

Source codeSource codeSource code

Key TermKey TermKey Term
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Advantages of compiling code over 
interpreting it
■ The executable file is more or less unreadable to a casual observer. 

This means that valuable trade secrets are less likely to be passed on 
to customers.

■ An executable file runs fast because it has already been translated. 
There is no need for the customer or whoever is using the program, 
to have a copy of the translating software. This can have economic 
as well as storage benefits.

■ Compilers often optimise code. That means they analyse it to find 
more effective or economical ways to achieve the same result.

Disadvantages of compiling code
■ When you are developing the code, it has to be compiled in full, over 

and over again every time a mistake is discovered or an improvement 
made.

■ You cannot try out individual commands to see their effects.
■ A compiled program is specific to a particular processor. It won’t run 

on a different one. It may not be possible simply to recompile it. A 
different processor may require a different programming approach.

Interpreters
These work through the source code and translate it one command at a 
time, then immediately execute it. If an error is found, the process stops 
there and then, allowing it to be corrected or debugged.

No object code file is produced. The program has to be interpreted again 
every time that it is run. This means that whoever is using the program 
needs to have a copy of the interpreter.

Advantages of interpretations
■ It is easier to debug.
■ Errors are picked up at the time of translation, line by line. There is no 

need to read through a lengthy error report at the end of translation.
■ It is easy to experiment and try different approaches. You don’t need 

to recompile to try each change.

Disadvantages of interpretations
■ The code runs more slowly than compiled code, because translation 

and execution take place for each line of code.
■ The code does not get optimised.
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■ The source code must be made available to the customer so it could 
be adapted or copied.

■ The user must have a copy of the interpreter resident in memory. 
This occupies extra memory and may require financial outlay.

■ One approach that is often used is to develop a program using an 
interpreter and then when it is completed and tested, compile it at 
that stage.

Editors
An editor is software that is used to write source code. It can be really 
simple and just allow code to be written, edited and saved, like Windows 
Notepad or Unix vi or nano (see Figure 18.3).

Editors are different from word processors in that they do not support 
any formatting like bold, italic, tables or images. This is important 
because you want your source code file to be uncontaminated with any 
of the embedded codes that all word processors add. You can, if you 
want, write source code with an ordinary word processor but if you do, 
you must make sure to save your work as a text only file.

There are many specialised editors that make programming a bit easier.

Pretty printing
Lots of editors examine your source code as you work. They can make 
your code more readable without changing what is saved. Some are 
designed to work with specific programming languages. Others try to 
be smarter and work with many.

They will do things like:
■ identify loops and indent for easy reading
■ identify variables and present them in a different colour

Key PointsKey PointsKey PointsKey PointsKey PointsKey Points

Figure 18.2 A coder at work
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Figure 18.3 A program written using the plain text editor nano

Figure 18.4 The same program written using a specialised programming editor 
with pretty printing

The IDE
An IDE is an Integrated Development Environment.

It is a software tool that provides many of the utilities required to 
develop a program – all in one place.

Common features of an IDE include:
■ An editor, often optimised for a particular language;
■ Tools for debugging such as the facility to inspect variables;
■ Step-by-step progression through a program;
■ A build feature that compiles and links with other needed parts of 

the program.
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In addition, many IDEs also include a compiler and possibly an 
interpreter too.

Error diagnostics
All IDEs have a repertoire of features that can be used to track down 
errors in code.

This is known as debugging and the tools used for this are called 
debuggers.

Figure 18.5 A debugger in use
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Run-time environment
A run-time environment contains all the necessary facilities to run a 
program, possibly on a different platform from that used to create it. It 
has no tools for changing the program.

Some programming languages are designed to work with a wide 
variety of computers. The idea is that each computer type implements a 
standard ‘environment’ which will support code written in a standard 
way. For example, many web sites include functionality that is written 
in the Java programming language. Each ‘platform’, such as Windows, 
Apple or Linux, then can make use of a plug in that can work with the 
code. In effect these plug ins produce a virtual machine that can cope 
with the code in its own environment. 

This allows developers to ignore the requirements of a particular 
platform, knowing that their code will work in all of them.

Java has for a long time been one such environment but there are always 
worries that such an inter-platform facility can also allow security 
breaches.

Key PointsKey PointsKey Points

QuestionsQuestionsQuestions

111
222
333
444
555555
666

Key TermKey TermKey TermKey TermKey TermKey Term
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The specification – additional 
information

Philosophy
There is one underlying philosophy behind the new specification that 
needs to be understood. That is the central place of computational 
thinking. This places a lot of emphasis on algorithms, how to develop 
them, understand them and how to turn them into reality by writing 
programs.

There is also much emphasis on the hardware and software that 
make up all computer systems. Notably, because of the importance of 
computer communications, there is a lot of attention given to networks, 
how they work and the threats they face.

The NEA
The NEA means ‘Non Examined Assessment’. This is the new term for 
coursework – AKA controlled assessment. There have been changes to 
this component. It is now worth a smaller proportion of the marks than 
in the previous specification. Also, it is completely based on planning, 
writing and testing programs.

Chapter 20 will cover the principles of the NEA and how students can 
make the best of its opportunities.
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doing that however. It enables the programmer to have complete control 
of what the program does, instruction by instruction.

There is an easier way to have this level of control though. Every 
machine instruction can be given an easy to remember code such as 
ADD or MOV. This easy to remember code is called a mnemonic, which 
means a way to remember something more easily.

Here’s how it works. A table is set up in memory where each machine 
instruction is stored alongside the more human-readable mnemonic. 
This means that the programmer can still write programs that control 
each step of the process but doesn’t have to remember or look up 
what the machine code instruction is. A translator takes care of the 
substitution later.

Earlier we looked at the machine code instruction:

10110000 01100001

This is an instruction that is recognised by Intel processors. If you gave 
this instruction to a different processor, it would not mean the same 
thing. That is another reason why writing programs in machine code 
can cause problems.

This instruction is hard to remember, so a programmer might change it 
into hexadecimal so that there is less to recall.

It could then be written:

B0 61

You should be able to see that this is the same.

The opcode B0 means move data into the register called AL. AL is 
the code for part of one of the accumulators in a typical PC. (Think 
‘Accumulator Low’ – it’s the lower part of an accumulator.)

61 is the operand, which you will realise is the same as decimal 97.

The assembly language programmer would write:

MOV AL, 61h

which reads ‘move into the register AL, the value 61 hexadecimal.’

Usually you wouldn’t specify a number like this. It is far more useful to 
get the value from another memory location. This is how variables are 
accessed. 

The instruction could be modified to get a value from a memory address 
by using square brackets. The instruction would be something like 
MOV AL, [1E].

Note

This is just one of many 
reasons why you will often see 
hexadecimal numbers used in 
computers.

QuestionQuestionQuestion

111

The processor of most modern computers is able to handle typically 
well over 100 different opcodes. The complete set of instructions that a 
processor can handle is called its instruction set.

Learning these is a difficult job and most programmers don’t need to 
know them. However, having an understanding of what is going on is 
important for any programmer, computer engineer, or GCSE Computer 
Science student!

Key PointsKey PointsKey PointsKey PointsKey PointsKey Points

Practice questions will 
help build students’ 
coding, programming and 
problem-solving skills

doing that however. It enables the programmer to have complete control 

Key points clarify 
significant information 
for students to be able to 
process and recall easily

Note

Regular notes contextualise 
content so students can 
understand and further 
explore topics and features 
of computer science
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doing that however. It enables the programmer to have complete control 
of what the program does, instruction by instruction.

There is an easier way to have this level of control though. Every 
machine instruction can be given an easy to remember code such as 
ADD or MOV. This easy to remember code is called a mnemonic, which 
means a way to remember something more easily.

Here’s how it works. A table is set up in memory where each machine 
instruction is stored alongside the more human-readable mnemonic. 
This means that the programmer can still write programs that control 
each step of the process but doesn’t have to remember or look up 
what the machine code instruction is. A translator takes care of the 
substitution later.

Earlier we looked at the machine code instruction:

10110000 01100001

This is an instruction that is recognised by Intel processors. If you gave 
this instruction to a different processor, it would not mean the same 
thing. That is another reason why writing programs in machine code 
can cause problems.

This instruction is hard to remember, so a programmer might change it 
into hexadecimal so that there is less to recall.

It could then be written:

B0 61

You should be able to see that this is the same.

The opcode B0 means move data into the register called AL. AL is 
the code for part of one of the accumulators in a typical PC. (Think 
‘Accumulator Low’ – it’s the lower part of an accumulator.)

61 is the operand, which you will realise is the same as decimal 97.

The assembly language programmer would write:

MOV AL, 61h

which reads ‘move into the register AL, the value 61 hexadecimal.’

Usually you wouldn’t specify a number like this. It is far more useful to 
get the value from another memory location. This is how variables are 
accessed. 

The instruction could be modified to get a value from a memory address 
by using square brackets. The instruction would be something like 
MOV AL, [1E].

Note

This is just one of many 
reasons why you will often see 
hexadecimal numbers used in 
computers.

The processor of most modern computers is able to handle typically 
well over 100 different opcodes. The complete set of instructions that a 
processor can handle is called its instruction set.

Learning these is a difficult job and most programmers don’t need to 
know them. However, having an understanding of what is going on is 
important for any programmer, computer engineer, or GCSE Computer 
Science student!

ExampleExampleExample
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