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	Introduction

This textbook has been written specifically to meet the needs of 
students following the OCR AS and A level Computer Science courses. It 
provides comprehensive coverage of the new specification.  As with the 
specification itself the underpinning theme is computational thinking and 
its application to computer science.

Special	features
The book contains several special features designed to aid your 
understanding of the concepts and examination techniques required by 
OCR.

Examples
Throughout the book there are examples used to illustrate the concepts 
or explain details of processes, these examples will put the theory into 
context to aid understanding.

Questions
There are questions to reinforce the concepts in each section and a set 
of end of chapter questions to help revise and reinforce the concepts 
learned. In these end of chapter questions the marks indicated should be 
used to judge how long to spend on the question and how much detail 
might be expected.

Key points
Throughout the book the key points discussed are highlighted to ensure 
they are not missed and to aid with revision of the topics.

AS and A level content
The specification is designed so that AS and A level can be co taught 
using many of the same resources. A level only content is highlighted in 
the book to differentiate that which is intended for A level only.

OCR specification
AS
The AS specification is assessed using two examined units

Computing	principles:	which covers the underlying knowledge and skills 
required to understand computer science.  

Algorithms	and	problem	solving: requires the application of appropriate 
knowledge and skills to solving problems in computer science.  This unit 
includes a themed section providing a more in-depth coverage of a brief 
scenario or topic.
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A level
There are three assessed units for the A level qualification

Computing	principles: covering the underlying skills and knowledge 
required to understand the concepts of computer science

Algorithms	and	problem	solving: requiring the application of knowledge 
and skills to solving problems in computer science. This unit includes a 
themed section providing a more in-depth coverage of a brief scenario or 
topic.

Project: requiring a coded solution to a problem. This must be a coded 
solution using an appropriate high-level language chosen from the list of 
suitable languages supplied by OCR.
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Computer	systems

Topic	5		
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Chapter	22

Data	transmission

Introduction
History
People have always wanted to communicate over 
long distances. In the past there were only simple 
techniques such as smoke signals, drums, beacon fires 
and later, when electricity was discovered, various 
forms of telegraph.

Some early forms of telegraphy were based on a type 
of digital signal, where the signal caused the making of 
a mark or a space on a paper tape. An early attempt 
to communicate between Britain and France came 
to grief when it was discovered that a mark in Britain 
was represented as a space in France and vice versa. 
This was one of the first cases where the importance 
of standards in communication was recognised.

Face to face communication required travel, often 
very great distances. Letters took a long time to write 
and even longer to deliver.

The invention of the telephone helped, but even there 
problems occurred because of different time zones 
and long distance calls were expensive. Thick cables 
had to be laid across land and oceans. They carried 
analogue signals, which attenuated with distance and 
had to be boosted at intervals. Interference between 
adjacent cables added noise to the signals, so the 
reception was often of uneven quality.

The invention and widespread adoption of digital 
computers has transformed communication. Reasons 
why digital communication has been so successful 
include:

■ computers process data very quickly
■ digital signals transmit very reliably
■ most computers are at least potentially 

connected to each other
■ common standards have been widely adopted.

Reliability
Digital signals could hardly be simpler. They all boil 
down to a succession of 0s and 1s. 0s and 1s can 

easily be represented in a variety of ways such as 
the presence or absence of an electrical pulse. It 
is easy and cheap to make components that can 
distinguish between the two states. There is no 
need to have complicated circuitry that can make 
accurate distinctions between a wide range of 
different voltages as is the case with analogue signals. 
At a given instant, either there is a signal or there 
is not. Any degradation or attenuation that occurs 
en route might affect the voltage of the signal, but 
the presence or absence of a bit is likely to survive 
unchanged as it is transmitted. Mechanisms are 
built into data transmission systems that detect 
and correct errors. This means that most digital 
communication is 100% accurate.

Connectivity
Connecting computers brings benefits for individuals 
and organisations. These include such matters as 
conducting business more quickly and effectively, 
controlling machinery remotely and of course people 
want to communicate for social reasons. Some of the 
most important changes in computing in recent years 
centre on social networks and the sharing of images, 
sounds and messages.

Standards
Computers would not be able to communicate unless 
they all had a common language. Communications 
between humans are often made difficult or 
impossible because of language barriers. In the case 
of computer systems, it has been possible to devise 
common ‘languages’ or standards that do not pose 
the same problem as with human languages.

The internet has been so successful so quickly because 
of its adherence to communication standards so 
that all devices connected to it can successfully 
communicate with each other, whatever their type or 
brand.
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Example

HTML
HTML (Hypertext Transfer Protocol) is the standard 
that is used for creating web pages. It is a standard 
that uses text and tags to control what is displayed on 
a user’s computer. The tags, such as <h1> (a start tag) 
or </h1> (an end tag) delineate text items and affect 
how they are displayed. Images and objects such as 
interactive forms can be embedded in the HTML text. 
A key feature of HTML is to allow the inclusion of links 
that when clicked on, take the user to a different web 
page or a different location on the same page.

Because HTML is standard, web pages can be 
interpreted and displayed by any computer that has 
browser software installed. It does not matter which 
browser you have, it will be able to display most web 
pages. Of course, techniques move on and a web page 

created ten years ago would probably look fairly basic 
and primitive today. To accommodate advances, HTML 
has changed over the years although the basic core 
is still much the same as it always was. Additional 
capabilities have been built in. Nowadays, most web 
creators use Cascading Style Sheets (CSS) in order to 
control the look and behaviour of HTML text. They 
allow the same basic page to be displayed in different 
ways according to circumstances. For example the 
look on a tablet will not necessarily be quite the same 
as on a large PC screen.

Changes in HTML standards require updates to 
browsers and so some older browsers will not always 
be able to render more recent pages correctly.

This is an example of HTML code

<!DOCTYPE html PUBLIC “-//W3C//DTD HTML 4.01//EN” “http://www.w3.org/TR/html4/strict.dtd”> 
<html><head> 
 
<meta content=”text/html; charset=ISO-8859-1” http-equiv=”content-type”><title>index</
title></head><body><big><big><big>How to talk to cats<br> 
</big></big></big><img style=”width: 467px; height: 310px;” alt=”” src=”IMG_0034.
JPG”><br> 
<big><big><big><small>This <a href=”cat_tutorial.html”>tutorial</a> will have you 
speaking <br> 
cat language in super quick time.</small><br> 
</big></big></big><br> 
<br> 
 
</body></html>

This is how it is rendered by a browser:

Figure 22.1
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Networks
Networks are collections of connected computing devices. They consist 
of a number of devices known as nodes, which are mostly computers of 
various kinds but also shared peripherals such as printers, scanners and 
secondary storage devices.

Devices need to be connected to networks by Network Interface Cards 
(NICs) or by using equivalent circuitry embedded in their electronics. 
Each device connected to a network must be uniquely identifiable so that 
messages intended for it are delivered correctly.

Reasons for having networks
Most organisations and many private individuals have networks. They 
have become important because of the need to communicate and share 
data. A central store of data enables all the users of the system to see the 
same up to date version of the data they need.

Private networks
Even in the age of the internet, most organisations still have their own 
private networks. The advantages of having these include

■ control over security
■ complete control over who has access to what resource
■ control over what software is provided
■ confidence of availability.

However, these conveniences come at a cost. In particular, a large 
network needs specialist staff to keep it running all the time and also to 
maintain security. Most organisations are completely dependent on their 
networks so if any functionality is lost, this can potentially be a major 
disaster. Various methods are employed to minimise these risks such as

■ redundancy – where essential equipment is duplicated
■  a sensible backup regime – so that there is always a copy of essential 

data stored somewhere else
■ failover systems – these detect abnormalities and automatically 

transfer operations to an alternative system
■ a disaster recovery plan – this is necessary so that in the event of a 

major failure, procedures are in place to limit the impact of the failure 
and remedies are applied effectively.

Hardware
Networks are built upon certain common items of hardware. These are 
concerned with generating, transmitting and interpreting electrical signals.

Network Interface Cards (NICs)
Otherwise known as Network Interface Controllers. In the past these 
were circuits that were plugged into a computer’s bus in order to produce 
signals that are placed on the transmission medium, and also to receive 
signals from it.

Key	Points

– Successful communication 
needs standards

– Computers provide reliability

– Binary is simple: simple is 
reliable

– Most computers are connected

Key	Points

– HTML is the language of the 
web

– HTML is text based

– HTML uses tags to tell browsers 
how to render text and images

– Networks have transformed 
computing

– Networks have transformed 
how we work

– Networks allow control of 
information

– Organisations depend on 
networks so they have to be 
secure against accidents and 
malpractice
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NICs are designed to work with particular network standards and by 
far the most widespread is one called ethernet. This is so common, that 
most computers are now built with ethernet circuitry built into their 
motherboards rather than requiring cards as an add-on.

NICS work at the physical and data link layers of the OSI network 
model (p.12).

MAC addresses
These are 48 bit identifiers allocated to network devices by the 
manufacturer. Normally, they are quoted in human readable groups of six 
bytes or octets (octets because each byte is eight bits) and displayed as 
hexadecimal digits. Thus a typical MAC address could be 

08:01:27:0E:25:B8.

The first three octets of a MAC address identify the manufacturer 
of the equipment. The others are allocated in a way decided on by the 
maker to ensure that each address is unique.

Networks to ensure correct delivery of data frames use various 
standards. For example, if the least significant bit of the most significant 
byte of a frame’s destination is set to 0, then the frame will only be 
received by one specific NIC. Other forms of fine-tuning can ensure that 
only the correct devices receive the frames intended for them.

Figure 22.2 A	network	interface	controller

Routers
A router is a device that connects networks. It receives data packets 

from one network and forwards them to another network based on the 
address information in the packet. Routers determine where to send a 
packet according to either a table of information about neighbouring 
networks or by using an algorithm to determine the optimum next step 
for a packet. Each router knows about its own closest neighbours but by 
sharing this information, it is possible to determine the optimum route for 
a data packet.

Small routers for home use connect the user’s computers to the ISP 
(Internet Service Provider). Large organisations, including those that run 
the internet’s infrastructure, use powerful high-speed routers which are 
able to direct traffic according to the needs of the moment.

Example

Ethernet
Ethernet is a network standard 
that divides data into packages 
or ‘frames’ and transmits them 
using various media such as 
copper or fibre optic cable. Each 
frame contains the source and 
destination addresses on the 
local network as well as error 
checking data and the message 
data itself. Frames only exist 
while the data is in transit and 
contain yet further subdivisions 
of data known as packets.

Each ethernet device is allocated 
a unique 48 bit MAC (Media 
Access Control) address. Ethernet 
makes use of these MAC 
addresses in order to identify the 
source and destination of data 
frames.

Questions

1. State two functions of a NIC.
2. State the purpose of a MAC 

address.
3. Describe the characteristics of 

a MAC address.
4. What is the basic function of 

a router?
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Wireless access points
Many networks now have wireless access points. These enable the 
temporary connection of devices, usually portable computers, to a 
network. BYOD (Bring Your Own Device) is a practice commonly used by 
organisations, where visitors are allowed to connect their own devices to 
the organisation’s network. The practice is also common for members of 
a university and public WiFi networks, which are found everywhere from 
coffee shops to airports.

Typically, wireless access points allow connections from distances of 
up to about 100 m. This introduces security issues because of the ease of 
intercepting signals. Because of this, various measures are often taken to 
prevent unauthorised access. 

Hiding the SSID
The SSID (service set identifier) is a broadcast signal that identifies a 
wireless access point. It is useful when a network is likely to be used by 
outsiders. If the SSID is hidden, then potential intruders will be less likely 
to be able to access the point.

Encryption
Various standards have been developed to encrypt signals sent between 
a computing device and a wireless access point. WEP is wired equivalent 
privacy. This uses a static key, usually of 40 or 64 bits to encrypt data. 
The drawback of this method is that all devices using the access point 
have to know the key leading to security problems.

WPA and WPA2 (WiFi Protected Access) are improvements on WEP 
and among other features; they involve once only cryptographic keys.

Limiting access
Access points can be configured to accept communications from a limited 
list of MAC addresses. This is not practical where many new and unknown 
devices are likely to be connected.

Classification	of	networks
There are various ways of looking at a network depending on whether 
you are concerned with the physical layout (topology) or the extent or 
the separation of functions. As with all aspects of computer technology, 
these categories start to get rather blurred over time as new ways of 
networking are developed.

Topology
A number of physical layouts have been developed for networks.

Bus
The bus network attaches devices to a common backbone. This backbone 
is typically based on copper wire and is limited in its potential size. This 
is because signals become attenuated (weakened) with distance and this 
leads to errors in transmission. Another drawback is that if the backbone 
is compromised, the network as a whole fails.

Question

Explain why a once-only 
cryptographic key offers 
improved security over WEP 
encryption.

Key	Points

– Hardware items on a network 
are identified by unique 
reference numbers: MAC 
addresses

– Ethernet is the most common 
LAN standard

– Data is transmitted in frames

– Routers connect networks

– Wireless access brings many 
benefits but also security issues
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A bus network requires a terminator at each end of the bus to prevent 
data being reflected back and increasing the risk of data collisions.

03_03 OCR A-Level Computer Science
Barking Dog Art

Figure 22.3 Bus	network	layout

Star
A star network uses linking devices such as hubs or more commonly 
switches to connect devices to a server or multiple servers. This layout is 
by far the most common because it facilitates easy addition of nodes and 
is also more robust than a single backbone architecture. The failure of a 
link does not necessarily have an impact on the whole network.

03_04 OCR A-Level Computer Science
Barking Dog Art

Figure 22.4 Star	network	layout

Ring
A ring structure attempts to solve the problem of data collisions by 
sending all data frames in one direction. Each computer is connected to 
exactly two other computers.

03_05 OCR A-Level Computer Science
Barking Dog Art

Figure 22.5 Ring	network	layout

Classification by extent
LANs
A LAN is a Local Area Network. What this means is that the network 
exists at a defined and limited location. It could be a room, a building or 
a campus. A significant feature of LANs is that the infrastructure is owned 
by the organisation that uses it, which is also responsible for its upkeep.

Question

Explain two advantages of a star 
topology over a bus layout.

Key	Points

– A network layout is called its 
topology

– The star topology is robust and 
common and cost effective

– LANs occupy one site, WANs 
are geographically dispersed

– Cloud computing is becoming 
ever more important

– Cloud computing has both cost 
and reliability benefits
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WANs
These are Wide Area networks. In other words, they cover a large 
geographical area. Typically, they consist of interconnected LANs at 
different sites, connected by some form of telecoms link, which is 
normally provided by a separate company. WANs are useful where 
an organisation needs private links with branches in different places, 
possibly even worldwide and does not wish to share resources with other 
organisations. The internet can be considered as a WAN.

Example

The	Cloud
Increasingly, organisations and individuals are moving 
away from maintaining their own networks and 
devolving many of the responsibilities to outside 
organisations, so called outsourcing. Providers of such 
services often supply not only storage space but also 
software that can be remotely accessed. This software 
may be generic such as standard word processors and 
spreadsheet applications or they may be specialised 
business oriented applications. This facility is called 
Software as a Service (SaaS). Remote software 
and storage is referred to as ‘The Cloud’ because 
it is envisaged as an amorphous entity ‘out there 
somewhere’ the hidden details being of no concern to 
the client or user. There are significant advantages to 
users such as:

■ economies of scale, because the cost of the services 
are shared between many users

■ removal of the need to install and upgrade software
■ removal of the need to hire specialist technical staff
■ removal of the need to back up data.

There are drawbacks but many organisations find that 
these are outweighed by the convenience of the cloud. 
Such drawbacks include:

■ handing control of security to another party
■ some risk of losing data if it is under someone else’s 

control
■ some risk of losing access to the service and having 

no local means of recovering it.

So, there is a trust issue with cloud services but with a 
reputable provider, the benefits can be very significant. 

Figure 22.6 Cloud computing
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Others
A SAN (Storage Area Network) provides a dedicated network for large-
scale data storage in data centres. They are efficient because the servers 
that make them up consolidate their storage devices to provide a disk 
array of high capacity and performance.

MANs are Metropolitan Area Networks, which provide WAN services in 
a city.

PANs (Personal Area Networks) link personal devices such as phones, 
tablets and other devices that people commonly have.

An internet search will bring up many other acronyms and there 
comes a point at which classifying them all can become difficult, and it 
is better simply to understand the layout and usefulness of whichever 
implementation interests you at the time. For example, a modern car 
typically has fifty or more linked processors, which in their turn may 
be linked by telecoms technology to the car manufacturer or by wired 
connection to a technician’s laptop. Searching around for the correct 
acronym for such varied cases is a little pointless.

Networks	–	an	organisational	viewpoint
Networks come in many guises and their nature is changing all the time. 
However, there are two common models that regularly appear.

Client-server
Client-server is a model where one entity (the client) requests services 
from another (the server). It is the most common model in networks, 
being successful because it separates functions, allowing more efficient 
use of resources. A client-server network is based on two classes of 
computer. The server provides services. These services are typically 
storage and print but most large networks have specialised servers for 
many functions such as email and databases.

The server is also where security functions are located such as logins 
and permissions.

Figure 22.7 The	clients	request	services	such	as	data	or	processing	from	
the	server

Question

What advantages and 
disadvantages would there be to 
a student to make use of cloud 
computing services?
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Peer-to-peer
In some networks, all the computers have equal status. Each computer on 
the network acts as both client and server depending on circumstances. 
There is no centralised control. This can be a cheaper model to implement 
and it also has its benefits on the internet, where files can be shared 
without the need to be processed by a server. Popular applications of 
peer-to-peer systems are the sharing of music and other files and the 
internet payment system Bitcoin.

03_08 OCR A-Level Computer Science
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Figure 22.8 A	peer-to-peer	network

Layering
We have seen how a divide and conquer strategy can be a useful way 
to build complex systems and solve complex problems. Problems can be 
broken down into components, each of which is easier to solve than the 
whole. The approach works well in software development as well as in 
everyday problem solving.

In the development of networks, divide and conquer has been 
particularly important in helping to develop the infrastructure 
necessary to support robust systems. This has led to the concept of 
layering	whereby different aspects of the network’s functionality are 
conceptualised and developed separately. Each component part, called a 
layer, concentrates on one aspect of the network without worrying about 
the others. Each layer communicates only with the other layers directly 
adjacent to it.

Key	Points

– There are many specialised 
network types

– Client-server is the most 
common and efficient model for 
building a network

– Peer-to-peer networks are a 
common way of file sharing on 
the internet
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The concept of layering occurs in other aspects of computer systems 
too such as in operating systems and databases.

The design of network layers varies a lot. First of all, at a simple level, 
we can consider these following questions:

1 What is being communicated?
2 Who is it being sent to?
3 How will it get there?

Each of these questions can be addressed separately. The model 
described above leads to a 3-layer abstraction of a network. As we have 
seen, abstractions are useful in order to provide a model of a real life 
situation into which we can design proposed solutions.

When it comes to actually building a real network, a three-layer 
abstraction could lead to the following layers:

1	 An	application	layer.	This is concerned with collecting and 
disseminating the data that is being sent across the network. 
Applications collect the data, possibly using interactive human user 
interfaces. Alternatively they may automatically collect data, as from 
a remote weather station. This layer needs to know about the nature 
of the data being collected so that it can be validated and packaged. 
At the receiving end, applications need to convert the transmitted 
data into whatever form is required, either human readable output 
or signals for operating machinery. The application layer does not 
concern itself with how the data will get to its intended destination.

2	 A	network	layer.	This layer doesn’t care about what data is being 
transmitted. It is concerned about the layout of the network, what 
nodes there are, what topology is being used and how best to get the 
data efficiently from source to destination. 

3	 The	physical	layer.	Of course, the data has to be transmitted via 
some medium. This will typically involve cables, both metal and fibre 
optic, network interface circuitry, routers and other electronic devices. 
Part of the journey from source to destination may be by wireless 
link. The physical layer does not care about the nature of the data or 
the route that is being taken. It just provides a transport medium to 
conduct the messages as the network layer instructs it. 

There are of course other subdivisions that can be made, but if we 
initially look at a network from these perspectives we can start to make 
decisions and develop procedures independently of each other. After 
that, we can look at the somewhat easier problem of providing interfaces 
between these processes so that data can be passed from one layer to 
another, and thereby from sender to recipient, as effectively as possible.

In the case of Figure 22.9, an ATM is being administered remotely by 
bank staff.

In reality, most networks are more complex than this 3-layer model. 
For example, OSI (Open Systems Interconnection) is an openly available 
model devised by the International Standards Organisation (ISO) 
consisting of a stack of seven layers. This subdivides functionality beyond 
the simple three-layer model described above and allows yet further 
refinement and focus on detail.
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Figure 22.9 A	simple	3-layer	network	model

Key	Points

– Layering is a common 
computing strategy

– Layering is a divide and conquer 
approach

– Various models exist for 
network modelling

– Layers separate the different 
functional aspects of networks

– Layers are an abstraction

– The OSI network model is a 
useful basis for subdividing 
network functionality
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The OSI model provides the following abstraction. The layer numbers 
are normally presented in reverse order so that the applications are shown 
as high (human) level.

Layer Name Purpose

7 Application The layer closest to the user. Collects or delivers data 
and passes it to and from the presentation layer.

6 Presentation Looks after any conversions between data as sent 
on the network and data, as it is needed by the 
applications. May involve encryption/decryption 
operations.

5 Session Looks after starting, managing and terminating 
connection sessions. Provides simplex, half-duplex and 
full duplex operation.

4 Transport Concerned with keeping track of segments of a 
network, checking successful transmission and 
packetisation. e.g TCP.

3 Network Transmission of data packets, routing.

2 Data link Control of access, error detection and correction.

1 Physical Network devices and transmission media.

A message sent across a network will pass through the layers 
of functionality from the application to the physical layer, then, at 
the destination, back through them in reverse order to the receiving 
application.

The concept of layering occurs in other aspects of computer systems 
too such as in operating systems and databases.

The design of network layers varies a lot. First of all, at a simple level, 
we can consider these following questions:

1 What is being communicated?
2 Who is it being sent to?
3 How will it get there?

Each of these questions can be addressed separately. The model 
described above leads to a 3-layer abstraction of a network. As we have 
seen, abstractions are useful in order to provide a model of a real life 
situation into which we can design proposed solutions.

When it comes to actually building a real network, a three-layer 
abstraction could lead to the following layers:

1	 An	application	layer.	This is concerned with collecting and 
disseminating the data that is being sent across the network. 
Applications collect the data, possibly using interactive human user 
interfaces. Alternatively they may automatically collect data, as from 
a remote weather station. This layer needs to know about the nature 
of the data being collected so that it can be validated and packaged. 
At the receiving end, applications need to convert the transmitted 
data into whatever form is required, either human readable output 
or signals for operating machinery. The application layer does not 
concern itself with how the data will get to its intended destination.

2	 A	network	layer.	This layer doesn’t care about what data is being 
transmitted. It is concerned about the layout of the network, what 
nodes there are, what topology is being used and how best to get the 
data efficiently from source to destination. 

3	 The	physical	layer.	Of course, the data has to be transmitted via 
some medium. This will typically involve cables, both metal and fibre 
optic, network interface circuitry, routers and other electronic devices. 
Part of the journey from source to destination may be by wireless 
link. The physical layer does not care about the nature of the data or 
the route that is being taken. It just provides a transport medium to 
conduct the messages as the network layer instructs it. 

There are of course other subdivisions that can be made, but if we 
initially look at a network from these perspectives we can start to make 
decisions and develop procedures independently of each other. After 
that, we can look at the somewhat easier problem of providing interfaces 
between these processes so that data can be passed from one layer to 
another, and thereby from sender to recipient, as effectively as possible.

In the case of Figure 22.9, an ATM is being administered remotely by 
bank staff.

In reality, most networks are more complex than this 3-layer model. 
For example, OSI (Open Systems Interconnection) is an openly available 
model devised by the International Standards Organisation (ISO) 
consisting of a stack of seven layers. This subdivides functionality beyond 
the simple three-layer model described above and allows yet further 
refinement and focus on detail.
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Figure 22.10 An	Open	Systems	Interconnection	(OSI)	model

As the OSI model is an open standard, its concepts and design are not 
owned by any organisation and anyone is free to make use of its ideas. 
Most networks are based to some extent on the OSI model or resemble 
it, often merging some parts of it into single entities.

The most widely used network model in the world is a set of standards 
called TCP/IP. This stands for Transmission Control Protocol/Internet 
Protocol. TCP/IP has become so widely accepted that devices of various 
types and from any manufacturer can communicate with each other 
across the World Wide Web as well as on smaller networks.

Protocols
For networks to function successfully, there have to be standards. The 
reason that the internet works so well is because at an early stage there 
were agreements about how devices should communicate. The rules and 
standards governing this are called protocols.

Key	term

Protocols are the rules and 
standards governing how 
networks should function and 
communicate. Protocols apply to 
most aspects of a network.

Questions

1. Make a list of five common protocols used on the internet.
2. List five possible entities that could operate at Layer 1 in the OSI 

model.
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The TCP/IP stack
The TCP/IP stack is a complete set of many protocols covering data 
transmission across a network. It governs how data should be formatted, 
addressed, routed and received. It most resembles the middle layers of the 
OSI model with which it has similarities, but predates it and a complete 
cross mapping is not appropriate.

Unlike the OSI seven layer model, TCP/IP has four layers of abstraction. 
The top layers are close to the creation and reception of data by the user. 
The lower levels are closer to the physical transmission of the data.

TCP/IP layers
Layer Purpose

Application This layer is concerned with the production, communication and reception of 
data. Applications need to be concerned that the data they generate is in a format 
acceptable to applications that will make use of it. For example, a program that 
captures data from a remote sensor needs to provide the data in a form that is 
acceptable to the recording and analysing software.
TCP/IP does not distinguish between the application, presentation and session 
layers. These functions are all considered together in its application layer.
This layer also includes the means of packaging up data and handing to the 
transport layer. Protocols such as HTTP and FTP operate at this level.

Transport This is concerned with the establishment and termination of connections between 
network entities via routers. It is responsible for providing a reliable flow of data 
across the network.

Internet This provides links to transmit datagrams across different networks. It is not 
concerned with individual network types and as such, is the essential feature of 
the internet; allowing the exchange of data between any networks.
Internet Protocol (IP) is the protocol used at this level and it defines the nature of 
IP addresses and directs datagrams from one router to the next.

Link The link layer is not concerned with routers. This is the lowest level of TCP/IP. It 
is concerned with passing datagrams to the local physical network. This layer is 
designed to make the overall network hardware independent and so it can operate 
over any transmission medium such as copper wire, optical fibre and wireless. 

Key	Term

Datagram	A self-contained, independent entity of 
data carrying sufficient information to be routed 
from the source to the destination computer 
without reliance on earlier exchanges between 
this source and destination computer and the 
transporting network.

03_11 OCR A-Level Computer Science
Barking Dog Art

Host A

Host B

router

router

Figure 22.11 Relationship	between	hosts	
(computers)	and	routers	when	sending	messages

Key	Points

– Datagrams are the basic units of 
data transmitted on a network

– Datagrams allow data units 
to be treated independently 
of each other – this improves 
reliability

Key	Points

– TCP/IP is the set of internet 
protocols

– TCP/IP has four basic layers as 
against seven for OSI
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Figure 22.12 The	4	TCP/IP	layers	in	the	practical	operation	of	the	internet

Circuit switching
Old fashioned telephones used to connect via switchboards. A 
switchboard physically connected circuits so that the two parties 
to a conversation temporarily shared a single circuit.  Originally, the 
connections were made manually, but electromechanical and later 
electronic switching using valves and subsequently transistors allowed the 
connection of the circuits. 

Example
The experience gained in developing electronic switching for telephone 
exchanges helped Tommy Flowers to design the first electronic computer, 
Colossus, which was used to break coded enemy messages in WW2.

Figure 22.13 Bletchley Park code breakers

Questions

1. Explain the role of the link 
layer in TCP/IP.

2. Parts of this book were 
written making use of 
Ethernet. Explain what 
Ethernet is and how it could 
be involved in this process.
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The participants in a circuit switching network are physically connected 
and remain so until the conversation or data exchange is terminated. This 
works well enough but it means that the connecting wires are in use – 
unavailable to anyone else – until the conversation ends. This is not the 
best use of resources and requires multiple cables, which take up a lot of 
space and are expensive.

There are three phases in a circuit switching session. Each one takes 
time.

1. connection establishment
2. data transfer
3. connection release.

Circuit switching is an acceptable technology when there is likely to be 
a long lasting data stream between two entities, for example the remote 
processing of a batch of data from a terminal.

Packet Switching
Packet switching is far more common than circuit switching and it makes 
use of digital technology to circumvent the disadvantages of circuit 
switching. Its central idea is that the message to be transmitted is broken 
up into chunks called packets. These packets contain all the information 
needed to direct them to the correct destination and to reassemble them. 
Packets can be sent by different routes according to the availability of 
connections. This allows for a more efficient use of the whole network 
because lines are not tied up with individual data streams.
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Figure 22.14 Concept	of	a	packet	switched	network

Data packets on the internet typically contain between 1000 and 1500 
bytes of data.

Key	Points

– Circuit switching uses fixed 
physical links to connect devices

– Packet switching uses any 
available route

– Packet switching is integral to 
internet communications

– Packet switching breaks data 
into units called packets

– Packets can be sent by different 
routes

– Packet switching has made the 
internet extremely reliable
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Figure 22.15 Sending	a	message	from	A	to	B	–	note	that	multiple	routers	
allow	many	possible	pathways

Table 22.1 A	typical	data	packet

Header Payload Trailer

source 
address

destination 
address

packet 
sequence 
number

protocol data checksum end of 
packet 
marker

Another useful component of an IP data packet is the Time to Live 
(TTL) field. This is set by the sending device and is reduced by each router 
that the packet passes through. If the value is reduced to zero, the packet 
is discarded and a message is sent back to the sender. This prevents 
an accumulation of redundant data packets that fail to reach their 
destinations.

Circuit switching networks are most likely to charge their customers on 
the basis of the time they are connected. Packet switching networks are 
likely to charge users on the basis of the amount of data transmitted.

IP addressing
Messages are directed to their destinations across TCP/IP networks using 
a system called IP addressing. Each device on the network has a unique 
IP (internet Protocol) address. The system known as Internet Protocol 
Version 4, which is still in use, makes use of a 32-bit number to identify 
a device on the network. Because of the growth of the internet and the 
depletion of available addresses, 128 bit identifiers are being introduced in 
Version 6.

IP addresses are binary numbers but are displayed as a series of human 
readable numbers such as 167.12.254.1 in version 4. The numbers are 

Questions

1. State two applications that 
would make use of a circuit 
switching network.

2. State the purpose of each 
part of a typical data packet.
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made of a group of 4 bytes (octets), so each octet in a version 4 address 
has a maximum value of 255.

In version 6, the addresses are normally expressed as eight groups of 
hexadecimal numbers such as 

3201:feba:0000:0000:0000:0000:3787:3432.

IP addresses can be permanently assigned to devices by an 
administrator. This is known as static addressing. This is not common, 
because it ties up available addresses even when the devices are not 
in use. It is much more usual to assign IP addresses as they are needed 
and then release them after use. This makes use of Dynamic Host 
Configuration Protocol (DHCP) and the network software manages the 
process instead of it being a burden on the administrator.

To conserve IP addresses, networks often set up their own internal 
subnet addresses so that a typical home router will have an IP address 
assigned by the ISP and will set up subnet addresses for devices 
connected to it.

The Domain name system (DNS)
This is a system for naming resources on a network. It is a hierarchical 
system and is used on private networks as well as the internet.

Resources on a TCP/IP network can be named according to this system 
so that all have unique names. Top-level domains are on the right of a 
resource name and the name is further developed as you go left, with 
each domain level separated with a dot. The name furthest to the left is 
the host name – the name of the computer where the resource originates.

03_16 OCR A-Level Computer Science
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2nd level domain org co

3rd level domain ocr bbc hodder

Figure 22.16 A	diagram	showing	a	hierarchical	naming	system

Thus from figure 22.16, we could have the URLs ocr.org.uk or bbc.co.uk.
The system is part of the TCP/IP protocol suite. The basic job of DNS 

is to allow users to locate resources on a network using user friendly 
names such as yahoo.com, rather than having to know the IP address. 
This function is carried out by DNS servers. If you request a resource by 
typing in its URL (Uniform Resource Locator), the resource name is sent 
to a DNS server. The server then tries to look up the IP address associated 

Question

Here are four URLs: 
yahoo.com, uni.edu, 
company.place.uk, myco.org.
uk. Construct a diagram to 
show how these form part of a 
hierarchical naming system.

Key	Points

– Packets are designed according 
to the network’s protocol

– Packets contain data plus 
routing and error correcting 
information

– TCP/IP uses IP addressing to 
locate resources on a network

– IP addresses can be static or 
dynamic

– The Domain Name System 
(DNS) is used to provide a 
systematic human-friendly 
substitute for IP addresses
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with the human readable name in its database. If the server has the 
relevant data, it will make the substitution and allow the connection. If 
the address is not there, it will forward the request to other DNS servers 
in an attempt to resolve the name.

Network	security	and	threats
Networks are designed to allow multiple access points to data. This is 
useful for the business of an organisation, but it creates weaknesses. 
Unauthorised individuals potentially have the ability to access sensitive 
data and copy, delete or alter it.

Authentication
Users of networks usually have to identify themselves with a user ID and 
confirm that they are who they claim to be by entering a password. This 
is a fairly basic requirement and is prone to misuse. It is often easy to 
obtain a user’s password because people often write them down. Often it 
is possible to get a password simply by asking the person concerned.

Software can be used to try out passwords using what is known as a 
brute force attack.

To get around these problems, most corporate networks require 
additional security such as a security device, ATM card or a mobile phone. 
Banks often require multiple items of identification.

To avoid automated attempts to gain access to a network sometimes 
captchas are used. These are human but not machine readable words that 
have to be copied into a field when logging in.

Firewalls
A firewall can be hardware or software or a combination of the two. Its 
job is to control traffic into and out of a network. It can be set up as a 
series of rules so that individual web addresses or specific computers can 
be blocked from accessing the network or similarly cannot be reached 
from within the network.

In addition, rules can be applied that cause messages containing certain 
words or other streams of bits to be filtered out. Packet filtering can 
examine data packets as they pass the firewall and can be rejected if 
they match a preset pattern. This sort of filtering operates at the lowest 
three levels of the OSI model. Other methods retain packets until it is 
established whether they are part of an existing message or the start of a 
new connection.

Proxies
Proxy servers can act as firewalls. They are computers interposed between 
a network and a remote resource. If a user on the network requests a 
resource such as a web page, the request is picked up by the proxy server. 
This then passes on the request to the desired resource or does not if 
the resource is on a banned list. The response from the remote resource 
is passed back to the proxy server, which may or may not forward it to 
the user. This way, there is never any direct contact between the user’s 
computer and the remote resource.
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Encryption
Encryption is the transformation of data in such a way that unauthorised 
people cannot make sense of it. We have already seen how it is used in 
wireless access points in order to prevent eavesdropping on networks.

Encryption is used extensively in networks because of the risk that data 
might be intercepted. Typically, with all encryption, a secret key is used to 
transform the original data – the plain text – and an algorithm is applied 
using that key. The algorithm is called a cipher. The resulting output from 
the algorithm is called ciphertext. The receiving device needs to have 
access to that key in order to decrypt the ciphertext and restore the 
original plain text message.

Typically, large keys are likely to be more secure than small ones and 
a lot of network security makes use of 64 bit keys. Some are three times 
this size at 192 bits. These keys are often subdivided so that parts are 
used to produce successive stages of encryption.

Key	Points

– Networks require security 
mechanisms

– Authentication is ensuring that 
users are who they say they are

– Authentication is developing in 
sophistication all the time

– Firewalls regulate incoming and 
outgoing traffic

– Encryption is widely used to 
protect data on networks

– Keys are used to control 
encryption and decryption

Example

VPNs
Virtual Private Networks are a popular way to set up a network without 
having to invest in a private infrastructure. Although the network is 
private to the company, it uses publicly available resources, normally the 
internet, to connect the company’s sites.

The connections are virtual, i.e. using connectionless mode transfer and 
all traffic is encrypted because it is passing through public facilities.

Encryption is a critical part of Virtual Private Networks (VPNs) because 
the infrastructure is shared with a number of users.
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Practice Questions

1. Explain how a MAC address identifies a resource on 
a network. (5)

2. Explain the differences between WEP and WPA 
encryption. (5)

3. Describe the benefits of the client-server model for 
network design. (5)

4. Explain how layering in networks is an example of 
a divide and conquer approach. (5)

5. Explain the role of the session layer in the 
transmission of a message on a network built to 
the OSI model. (4)

6. Compare and contrast the TCP/IP network model  
with the OSI model. (10)

7. Describe a situation that uses circuit switching to 
establish communication between two network 
entities. (4)

8. Explain the principal benefits of packet switching 
technologies. (5)
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at all levels of the secondary curriculum. Their bestselling resources include 
Compute-IT at Key Stage 3 and OCR Computing for GCSE. 
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Tackle the new A Level specifications confidently with the leading names in 
Computing education. Our highly experienced and respected authors and 
speakers will help you find the right path to student success, with textbooks, 
digital teaching and learning resources and CPD for you to plan and deliver 
outstanding lessons. 

new title for the oCr AS and A Level specifications for first teaching from 
September 2015

oCr A Level Computer Science George rouse, Sean o’Byrne and Jason pitt 
9781471839764 / April 2015 / £29.99
To pre-order or sign up for Inspection Copies visit 
www.hoddereducation.co.uk/ALevelComputing/OCR

ALSO AVAILABLE 
OCR A Level Computer Science Dynamic Learning
Dynamic Learning is an online subscription solution used in thousands of schools. 
It supports teachers and students with high quality content and unique tools. 
Dynamic Learning incorporates Teaching and Learning resources, Whiteboard and 
Student eTextbook elements that all work together to give you the ultimate 
classroom and homework resource.

Written by a leading computing author the Teaching and Learning resource for 
OCR A Level Computer Science features:
● Support tasks, both written and practical, the latter supported with sample 

scripts
● Task answers and solutions to practical tasks
● Programming tutorials to use across a range of programs 
● Interactive assessments to monitor student progression 
● Whole class presentations with introductions to key topics 
● Teacher notes to facilitate effective lesson preparation
● Personal Tutors to help students understand and practise specific tasks and 

topics
● Exam guidance - exemplar questions, answers, examiner comments, mark 

schemes 

prices from £150/ publication: April 2015

You can evaluate Dynamic Learning for 30 days – simply fill in the Order Form or 
visit www.hoddereducation.co.uk/dynamiclearning

Coming soon
● My Revision Notes: OCR A Level Computer Science (publishing January 2016)
● Philip Allan Updates CPD courses to help you teach the new specifications

Sign up to our regular computing updates at www.hoddereducation.co.uk

SUPPORTING YOUR TEACHING OF OCR COMPUTER SCIENCE

www.hoddereducation.co.uk/dynamic-learning

Deliver Outstanding lessons  
with Dynamic Learning
Dynamic Learning is an online subscription solution used in thousands of schools. It supports teachers 
and students with high quality content and unique tools. Dynamic Learning incorporates Teaching and 
Learning resources, Whiteboard and Student eTextbook titles that all work together to give you the 
ultimate classroom and homework resource.

Written by a leading computing author the Teaching and Learning resource for OCR 
A Level Computer Science features:

•  Support tasks, both written and practical, the latter supported with sample scripts

• Task answers and solutions to practical tasks

• Programming tutorials to use across a range of programs 

• Interactive assessments to monitor student progression 

•  Whole class presentations with introductions to key topics 

• Teacher notes to facilitate effective lesson preparation

•  Personal Tutors help students understand and practise specific tasks and topics

•  Exam guidance - exemplar questions, answers, examiner comments, mark schemes 
Prices from £150
Publication: April 2015 

OCR A Level Computer Science is also available as a Whiteboard eTextbook 
which is ideal for front-of-class teaching and lesson planning. Whiteboard 
eTextbooks are online interactive versions of the printed textbook that enable 
teachers to:

• Display interactive pages to their class

• Add notes and highlight areas

• Add double page spreads into lesson plans
Prices from £150
Publication: April 2015 

Additionally Student eTextbooks are downloadable digital versions of the 
textbook that teachers  
can assign to students so they can:

• Download and view on any device or browser

• Add, edit and synchronise notes across devices

• Access their personal copy on the move
Prices from £7.50 per student
Publication: April 2015 

You can buy Teaching and Learning, Whiteboard and Student eTextbooks separately or you can  
purchase the AQA A Level Package at a discounted price - for full pricing information see the Order  
Form or go online. 

You can evaluate Dynamic Learning for 30 days – simply visit 
www.hoddereducation.co.uk/dynamic-learning
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Dynamic Learning

OCR A Level Computer Science Dynamic Learning
Dynamic Learning is an online subscription solution that supports 
teachers and students with high quality content and unique tools. 
Dynamic Learning incorporates Teaching and Learning resources, Whiteboard  
and Student eTextbook elements that all work together to give you the ultimate  
classroom and homework resource. 

Sign up for a free trial – visit: www.hoddereducation.co.uk/dynamiclearning

This sample chapter is from OCR A Level Computer Science, the new 
textbook for the OCR AS and A Level specifications, for first teaching from 
September 2015. 

This textbook, written by our trusted and experienced author team, 
supports students’ progress through OCR AS and A Level Computer 
Science. The coverage of key content helps to develop understanding of the 
core topics and computing skills required by the course units - Computing 
Systems, Algorithms and Problem Solving, and Programming Project.

OCR A Level Computer Science:

● Features detailed coverage of both the AS and A Level 
specifications

● Adopts a problem-solving approach based on computational 
thinking, which is core to both the AS and A Level specifications

● Incorporates full coverage of the skills and knowledge demanded 
by the examined units as well as advice and examples to support 
students through the practical element of the course

George Rouse, Sean O’Byrne and Jason Pitt are experienced senior 
examiners and teachers who have written extensively on Computer Science 
at all levels of the secondary curriculum. Their bestselling resources include 
Compute-IT at Key Stage 3 and OCR Computing for GCSE. 
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Textbook subject to change 
based on Ofqual feedback
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